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The following tutorial assumes that you have already installed Colasoft Capsa 6.7 Enterprise Edition on your machine.

Create a new project

Run Colasoft Capsa. The Start Page is the first screen you will see.

2 Project 1 - Colasoft Capsa

File Edit Yiew Project  Tools  Window  Help

O 2 o 5 OF
Mew  Open Skart Settings  Adapter Filker  Metwork
Start Page ] 4 b

Colasoft Capsa 6.X Enterprise Edition Evaluation

A

= Start Capture
Start capturing netwaork traffic.

[ Start Capture Mowy

= Open File

Open recert files,

I Meszege.cacproj ChDocuments and Settings\Administra...

=¥ Load Template
Load template settings.

Mo recent templates.

For Help, press F1

Start Capture

To immediately start capturing packets, just click the Start Capture Now button, Colasoft Capsa will use the
default project settings.

© 2001-2008 Colasoft Co., Ltd. All rights Pag



Got be Know Tour Nebsork

A Colasoft

Colasoft Capsa Getting Started

Project Settings

Facket buffer size: 16:354| :| Kilobytes

When buffer is full: |Discar-:|_|:ull:lest packets (ring buffer) w |

[ ]auto save packet file

I
keep all Files keep mosk recent ) |

Statistics Settings
Enable detail protocal statistics of each endpoint, [ ]Enable conversation statistics of each protocol,

[|Enable detail skatistics of packet size, [ ]aroup IP address by its counkry,

[ ]Enable custom port
Always shaw project settings when stark capkure,

[ ]5ave as default settings [ (] 4 ] [ Zancel ] [ Help

All available adapters are listed in this page, you may select two or more adapters from the list. The lower pane
offers the property information of the highlighted adapter.
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Project Settings

Generall Adapter |? Filter | 53 Metwork | 5 Log | %8 Diagnosis

= EF Local Adapter
[] 107100 Gigabit Ethernet CardBus PC Card
Marvell Yukon GSES056 PCI-E Gigabit Ethernet Contraller
[] ¥Mware Yirtual Ethernet Adapter For YMnet 1
[] ¥Mware Yirtual Ethernet Adapter For YMnets
[] Localhost LoopBack.

Property Yalue
Packet Driver MOIS Protocol Driver
Pheesical Address 00 14404109 920502, 3)
Link Speed 100.0 Mbps
Max Frame Size 1500 bytes
IP Address 192,168.0.61 /255,255, 255.0
Default Gateway 192,168.0,1 (00:D0: 41 26: 3F 9E)
Adapter Skatus Operational
Calculate netwark, utilization Bandwidth: 100 : Mbps w |
[ ]5ave as default settings [ (0] 4 l [ Zancel ] [ Help ]

Test

To test an adapter you just need to select on adapter and click test at the right bottom, a dialog box will pop up
and show the test information.

| Adapter, Test [z|

Testing selected adapter{s), please waiting. ..

B Marvell ¥ukon 35E5056 PCI-E Gigabit Ethernet Contraller
1. Capkuring kraffic: no packets captured vek,

Duration Time: 00:00:10

Skop Test ] [ Cancel
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It is allowed to change adapter during the capture process, however, in order to keep the data displayed
accurate and up to date, any change to adapter settings will clear or reset some project items, e.g. statistic
values, graph data, analyzers, conversations and packet buffer. Log data are optionally cleared, including email
messages, FTP transfers, HTTP requests and diagnosis event logs.

Clear Project Data E

The following items will be cleared or reset ;

Clear selected log data: []select all ikems

Marne Counk

[ ] HTTP Requests 14
[ ] Email Messages

[] MM Activities

[] aImM activities

[] FTP Transfers

[] 105 Activities

|:| Yahoo Messenger Activities
|:| DMS Queries

LY Y [N e s Y o Y o [ o

[ (94 l [ Cancel

Click the OK button to start capture.

Views Layout

This is the project window of Colasoft Capsa.
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Window title Menu bar Toolbar

£ Project 1 - Colasoft Capsa [Capturing] - United States

File Edit Wiew Project  Tools ‘Window  Help
: ; = | - - =
|0 &2 B 0. © . % ©0'0 B YT & O 099
: Onen Save  ERack Ln Stop . Sethings  Adapber  Filber  Blebwork  1og  Disgd
Projeck E 3 = " ummary | Diagnoses | Endpoints | Protocols | Convwersations | | 1r
& Project 1 (3) A . @@~ (@ -
T Prokocols Explorer (2) Hj : - ILL'
ﬁ F'h-:'.-sical Explgrer |:4::| Skakiskics urrent b
= jﬁ‘.,a IP Explorer (23 =l Capture
._,’_; Local Subnets (13 Start Date 2006-04-11
=5 Internet Addresses (1) Skart Time 13:16:04
SR = Inited States (4) Duration 00:01:21
; W
< Wl o7 aan 3 [= Traffic Bykes | Ltilizat, .. bps
Total Traffic 4035 KB 0.000% 0 bps
=] Project Status 3 x Inbound Traffic 1.687 KB 0.000% 0 bps
Packet filters: Arcept 3 Reject 2 Cutbound Traffic 2401 KB | 0.000% 0 bps
Ink | TrafFi OB  0.000% 0 by
Error packets: 0 rRerma ira ":_ - RS
Broadcast Traffic Sent 0B | 0.000% 0 bps
FEiEL TERE 173 Multicast Traffic Sent 0B 0.000% 0 bps
Packets lozt: a [=I Packet Size Distribution Bykes | Ltilizat, .. bps
Packetz accepted: [N 73 <=4 832 B 0.000% 0 bps
Packets rejected: 100 B5-127 132 B 0.000% 0 bps
Bufer uzage: | 12 KB 128-255 185 B 0.000% 0 bps 3
2L C11 M nl I'II'II'I\:“l [l et
Faor Help, press F1 \ /
Dock windows Tab views

* Window title — shows the current project name.

* Menu bar - provides many useful commands of Colasoft Capsa.

* Tool bar — contains the buttons for the most commonly used menu commands, which can be added or
remove.

* Project Explorer dock window — allows users to quickly switch among global statistics and the details of
specific nodes

* Project Status dock window — presents the general information of the current project, some items can be
displayed as either value (by default) or percentage.

* Tab views — Colasoft Capsa has nine tab views, each focusing on different network information. The table
below offers the main usage of these views.

Tool bar

The toolbar provides the button navigation for frequently -used tasks in Colasoft Capsa.

dg.§H®,@,ﬁQ0lﬁﬂ?ﬁv@@@

Mew Open Save | Back  Forward Stop | Settings Adapter Fiter Log Diagnosis Options | Tools = &

To add or remove buttons from the toolbar, click the Toolbar Options at the right of the toolbar, then move the
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cursor over the Add or Remove Buttons and the Standard command, then check or uncheck the buttons
you would not like to appear in the toolbar.

= B YT B @ L &
Report | Settings Adapter Fiker Log Diagnosis Filter Table Cptions =
—_————————————| —
e ] Mew  Cerln Stafdard v #dd or Rermove Butkons *|
E
] % Open  Chri+O Cuskomize. ..
b save s Current
v | {5 Back
IJ . q 2006-02-07
J Forwar 15:07:21
4 up 00:00:05
(0 start F2 Packets
) stap E
[=] Report o
Settings o
: ]
v | @3 Adapter
o _ g Packets
5 ¥ Fiker 0
3 Ay Network 0
i S Log 0
u : . ]
“% Diagnosis 0
G4 Mame Table keks Litiliz ation bps pps
&4 Filker Table 42 - 2.045... 4
@ Cptions ! E 0 bps 0
0 - 0 bps 0
i! Reset keks Likilizakion bps pps
b= = =] 27 2 0ds a

Project Explorer

The Project Explorer dock window is on the left section of project window by default, which allows you to view
the current status of each node and quickly switch among global statistics and the details of specific network
nodes; you can not see it if no project is created or opened. There are three groups: Protocol Explorer,
Physical Explorer and IP Explorer.
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Project name (three groups contained)

& Project 1(3) Protocok
= T Protocol Explorer (2) (two s E m%}
=3 Ethernet 11 (2)
=5 IP(3)
T UDP (3)
T TP (3
'R

Y ARP (1)

. Physical group
= ﬁ Physical Explorer (4) (four ph nodes contained)
"= Local Segment (14)

T Physical
|24 Gateways (1) T ! 1l
|*= Broadcast Addresses (1) (fou I contained)

[#3= Multicast Addresses (4) ' IP Explorer up

= -jif IP Explorer (3) -——
- = Local Subnets (1) (three IP a contained)

== 192.168.0.0§24 (13)
@ Local Host (1)
Q*‘ Broadcast (1)

= 192.168.0.10

(packets is transmitting

€ = 192.168.0.69
W 192.168.0.205
{:';':} 92, 168.0.206
Y 192088 Status of node

™ Multicast Addresses (2) (transmyssion was complete)

®5=  Internet Addresses (Z)

®  192.168.0.27 =—— Corresponding IP address
® 192168029

® 192168062

W 192.168.0.64 Status of node

L

=

Protocol Explorer - lists network endpoints by protocol.
Physical Explorer - lists network endpoints by physical address.
IP Explorer - lists network endpoints by IP address.

Project Status

= Project Statu o x
Packet fitters: Accept 3 Reject 0
Error packets: ]
Packetz captured: 31,788
Packets ozt 0
Packets accepted: | [NRRIEEEEE
Packets rejected: 0%

Butfer usage: | 7ol

The items Packets lost, Packets accepted, Packets rejected and Buffer usage can be displayed either as
value (by default) or percentage, you can select from the context menu with a right click.

© 2001-2008 Colasoft Co., Ltd. All rights Pag
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Tab views

Summary view

The Summary view provides the summary statistics of global network or specific network nodes.

Display Options

Save as Take snapshat Refresh

Sub-column

Skakistics
=l Capture
Start Date
Start Time
Duration
+ Physical Errors
+/ 802.3 Errors
= Tralfic
Total Traffic
Broadcast Traffic Sent
Mulkicast Traffic Sent
=l Packet Size Distribution
<=f
B5-127
128-265
256-511
512-1023
1024-1517
>=1518
1 TCP Packets
+/ TCP Connections
+ DNS Analysis
+ SMTP Analysis
+ POP3 Analysis
+ FTP Analysis
+ HTTP Analysis
+ All Instant Messager Activities
+/ MSN Activities
+/ AIM Activities
+ IC0) Activities
+ Yahoo Messenger Activities

«» Custom columns

1.639 KB
262 B
1]

1,155 KB
200 B
0E
262 B
0B
0E
1]

QSU%arrMWPmtnmls Corversations | Makrix

22

L DR e B o B S s R 8

0, 003%
0, 000%
0, 000%:

0.001%
0, 002%
0, 000%
0, 000%
0, 000%:
0, 000%
0, 000%:

Packets

Logs | araphs | Reports

Current

2007-08-16

16:17:57

000024

2624 ... 4
0bps 0

0 bps 0
1.029 ... z2
1.e00.,.. 2
0 bps 0

0 bps 0

0 bps 0
0bps 0

0 bps 0

By default, only some sub-columns are displayed. To view more statistic information in different

columns, right click in the display and put the mouse pointer on Choose Current Sub-columns

sub-columns.

© 2001-2008 Colasoft Co., Ltd. All rights
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Summary | Diagnoses | Endpoints | Prokocols

Conwersations | Matrix | Packets | Logs

Grap

Statisl (.'Il\ﬁcucuse Current Sub-colurnns »
=ICs é‘l"‘&uuse Snapshot Sub-colurmns . »

Display Sub-column Title

Display Grid Lines

Expand All

L]

=Ipt

Collapse Al

[<][<]

Alignment Errars
Cwerrun Ervors

Underrun Errars

Bykes

Bit=s

Packets

Current Ukilization

Current Bytes Per Second {Cur Bps)
Current Bits Per Second (Cur bps)
Current Packets Per Second (Cur pps)

Percentage of Bykes (Bytesws)

- f Pl TR N L

“ Snapshots

You can take snapshots for the summary statistics at any time, which will be very helpful if you want to

compare your network state in the future.

Click the icon [ or right click, select the Take Snapshot from the sub-context menu. Repeat the operations

to take multiple snapshots.

Choose Snapshot Sub-columns— »

Show Sub-column Title
Showe Grid Lines

Expand all

[ Copy
H:I Save Summary Statistics,
| Snapshots » "L":i" Take Snapshot
Choose Current Sub-colurmns k

Collapse all

Select Al

|£| Fefresh

Diagnoses view

The Diagnoses view presents the diagnosis events of global network or selected network node. You can find a
diagnosis statistcs according to network layers from the upper view, whereas the corresponding events are
listed in the lower sub view, each event is assigned a severity level.

© 2001-2008 Colasoft Co., Ltd. All rights
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Save As Display options Refresh
i y e
/Summar’a/ﬂim;lrmr/mﬁgﬁ'lts Protocols | Comwersations | Matrix | Packets | Logs | Graphs | Reparts 4k
arne Cournk
All Diagnosis Events
+ Application Laver
=l Transport Layer
/0y TCP Conneckion Refused 26
/0 TCP Fast Retransmissions 1
/0y TCP Port Scan z
/0, TCP Repeated Connect Akkempk 2,034
L TCP Resel Conneckion 245
i TCP Retransmissions 4
= MNetwork Laver
Aty ICMP Port Unreachable 4
¢ IP Lowe Time-To-Live 17,196
Events
V- 22 0 0 0 @ 0 All Diagnosis Events: | 5,078
Seve,.| | Laver Event Deskination Packet ~
o Application ... | HTTP Server Slow Response Time (321 ms From Packet 4...  202.106.13... 45196
o Metwork La... | IP Low Time-To-Live (See Packet 462000 227127 46200
iy Transport L., | TCP Repeated Connect Akkempt (See Packet 44744) 192.168.7.77 45201
o Metwaork La,., | IP Low Time-To-Live (See Packet 46204) 227127 45204

Show events of the selected item

The Diagnoses view labels events with the following severity level icons:

Severity Level Icon Description
) . Indicates a normal message, no corrective action
Information ¥ . i
is required.
) Indicates normal but significant conditions, ma
Notice o . . . J Y
require special handling.
i Indicates an error condition that requires attention
Warning i
and should be addressed soon.
- Requires immediate intervention by administrators
Critical o d y

to prevent serious problem to the network.

« Event Properties
To get a detailed description and remedy suggestion, push the References tab in the lower sub view (if
applicable).

© 2001-2008 Colasoft Co., Ltd. All rights Page



s3Colasoft

snk b Know Your Ne

Colasoft Capsa Getting Started

Summary- Diagnoses | Endpoints | Protocols Conversatic 4 P

H:l < |EL| < 21.cscprojiDiagnoses
Marme Counk
All Diagnosis Events 52
=l Application Layer 3z
{0 DMS Server Slow Response Time 1
1 HTTP Server Slow Response Time 3l
=| Transport Layer 20
i) TCP Reset Connection 14
{0 TCP Retransmissions 3
Ay TP Too Many Retransmissions 3

Events" References

HTTP Server Slow Response Time

Description:
The average response time fram the server iz equal to or
higher than the Sloww Response Time threshold.

Possible causes and solutions:
The web server iz overloaded.

You canalso right click in the upper view and choose the Properties to view the references in a new window.

Surmmary-” Diagnoses | Endpaints | Protacals | Conversations | Ma

Marne
All Diagnosis Events

=l Application Layer
£} POP3 Server Returned
{0 POPS Server Slow Resp

=| Transport Layer Hj Save Diagnosis Skatiskics. ..
/0y TIZP Repeated Connech o
{0 TCP Retransmissions i i
Ay TCP Slowe ACK, Expand All
Ay TCP Too Many Retrans

Copy Chrl+iC

Collapse all
= MNetwork Layer
Select Al Chrl+4
Ewents" References
|EL| Refresh FS

POP3 Server Returned Erra

Froperties

Description:

© 2001-2008 Colasoft Co., Ltd. All rights Page
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Project Settings

General | B3 adapter | % Filer | 5% Metwork | 28 L|:u;|| % Diagnosis

= Diagniosis Analyzer Al =
= Application Laver Color B oon0
FTP Data Connection Failure Severity € Critical

FTP Mon-FTP Traffic

FTP Server Returned Error

FTP Server Slow Response Time

HTTF Client Error

HTTF Non-HTTF Traffic

HTTF Request Mot Found -
HTTF Server Error

HTTP Server Slow Response Time POP? Server Returned Error
POPS Nan-POPS Traffic

POP3 Server Returned Error T o e
POP3 Server Slow Response Time st L e S

) zerver after a TCP connection has already been
SMTP Mon-SMTP Traffic e tablished.

SMTP Server Returned Errar

SMTP Server Slow Response Time
= Transport Layer

TCP Connection Refused

TP Fast Retransmissions The server iz busy.
Iwl TCP Invalid Checksum

7

[ ]5ave as default settings | (04 ] [ Zancel ] [ Help

De=scription:

Possible causes and solutions:
The client izzues an invalid command.

£

| =

+ View relative packets of an event
Double click an event in the Events sub view, Colasoft Capsa will open an Event Relative Packets window
showing the related packet information to this event.

© 2001-2008 Colasoft Co., Ltd. All rights Page
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% logs.cscproj - Event Related Packets [DMS Server Slow Response Time] EJ[EHZ|

File Edit ‘Window Help

it Packets ]

#Hoo

@- ¥ 9@ [ count: | 2 |

[, Relative Time Source [Destination
475  0.000000 197 168.0.28:1882 61139 2. 69:donain
476  0.73E5133 El.139.7_ 69:donain 197 168.0.28: 1887
< | >
=7 Packet Info: *| oooo | oo Do 41 =26 3F | ... .. 2
EPacket Humber: = || 0o00s | SE 00 OB 64 5A S
2 Packet Length: 0004 | CF 74 05 00 45
2P Capture Length: O0O0F | 00 00 42 DS 35 | .. .N.
& Tinestany: 00l4 | 00 0O 20 11 &4 | .....
G-7 Ethernet Type IT o019 | El ©O &8 00 1C | ..v..
T —— ) O01E | 30 8B 02 45 07 | ..... L
- SEERES e Essi o023 | GA 00 35 00 ZE T
H source Address: ooze | F2 71 1D OE 01 | Z....
EP Protocel: ~| oozp | oo oo ol oo oo | ...
< | > 003Z | 00 00 00 00 OF | ... .. "

For Help, press F1

+ Locate Explorer Node
You can locate the current node in the Project Explorer, and then switch to other views for more information
on the node.

* Select an item and right click.

* Choose the Locate Explorer Node from the context menu and select the Source IP/Destination IP.

All Diagnosis Show Related Packet in Mew Window 10
=l Application | 4 15
€ POP3 Ser{ L[] Copy Chrl+C 3
(L POP3 Ser Copy Calumn 3 12
= Transport L: o ) ) | 39
4, TCP Repe Show Diagnosis Leve [ 59
@ TCP Retrs [ Export Diagriosis Events. .. 11
A0y TCP Slow ERE R 1
ustom Columns
4 TCP Tao b &
= Metwork Lay ? Make Filker ... 3 52
Everts | e add to Mame Table 3
@I %} o §n| Locate Explorer Mode 3 " Source IP
Severlty | Layer Select Al Chrl+-A Destination IP
D Applicy 2] Refresh F5  B.168.2.74 3587
i Applicafian Caver | POPS Server alow Hesponse (419... | 192,168,274 jeitata
[ I
A - IH i 1 | oo o T B el o | o Pl Tl L Co T Il e B Bl | o el '

* The Source IP was highlighted in the Project Explorer window.
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|j Project Explarer 1 x Summat:y-"..[iiagnuseswf Enu:ipu:uints F‘r-:utu:u:u:uis Connections | Packets | Logs | Gr
T Projeck 1 (3 A Ehth
Ub:- T Prokocols (27 Hj A
[+ g Physical Endpoints (4) Marne
= <:.‘:"ld IP Endpoints (2} All Diagnosis Events
= ___g:,’l Private-se Mebworks (1) = Application Layer
=h 192.168.0.0/16 (12) £} POP3 Server Returned Error
'j! 192,168.0.1 I i F‘O Server SIl:uw Resp-:unse Time

i 192.168.0.203 " = Transport Layer

vg OA-SERVER /% TCP Repeated Connect Attermpt
o 192.168.2.44 i TCP Retransmissions

'_15! ROY-T41P Ay TCP Too Many Retransmissions

b ; = ll
§_192,168.2.74
i 192.168.2.255

'J! 192.168.20.1 » Events | References
£ » : : .
# ¥t @ [7]0[0]e[5]o[0]c N
IE Project Skatus q = Sewerity | Laver Event SOUrCE
Packet fiters: Mo fitters enakled -@ . AEP!i.n:atinn LE_I'?-'EF . POPS Server Slnw Respnnse I{SEIE-. S }92. 168.2.74
Errar packets: a ] Application Layer | POP3 Server Sl Responze (315. i 192.168.2.74

Q . Application Layer ' POP3 Server Slow Response {306... 192.168.2.74

Packetz captured: 1,511

Endpoints view
The Endpoints view presents the detailed communications of each endpoint in network.

Display types Make Filter
Add to Name Table
Bave As Tree Layout
Show Dei‘ads Refresh
ié‘nﬂry agnoses En%ﬂts F':q:utu:u:-:ul Cangersatio Matrix | Packets | Logs | Graphs | Reports 1b
Hfl Type All . - ? g“ﬁ |_L| < Endpoints: | 24
Marne Tokal Bytes Bykes Out | Total Packets | Total Bytes% | Total Packets®s | #*
= # Local Segment 12.262 KB 295 93, 760% 99, 662%
EI P8 Lacal Host I o= 10,498 KB 208 54,895% 70.270%
EI R asiarock:1F:10:95 Y 054 kB 10,493 KB 208 S4,595% F0.270%
§ Rachel | 1 10,373 KB 205 54, 207% £9.257%
= Ei erox:00:00:00 | &4 B 0B 1 0.229% 0.338%
 localhast | &4 B 0B 1 0,229% 0,335%
=1 =gV are: 40:80: 70 | 528 B 528 B z 1.893% 0.676%
' office.colasoft.com | 528 B 528 B z 1.593% 0.676%

< Make a filter from captured packets
It is available to make filters directly from this view.

* Select an endpoint from the list.
* Right click and choose the Make Filter.. command from the context menu.
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Surmary Diagnu:use/s/- Endpoints ] Protocols | Comwersations | Matrix | Packets | Logs | G 4 r
H:I Type Al - Endpoints: | 43 |
Mame Tokal Bytes ~
g 192.168.0.21 e . 2,893 KE |
= EJasiarock:Sa:cod  Yiew Details in New Window 2,670 KB
i 754 [ Copy ChC 2.482KE | 28
Tl el : .
= QJD. Link:47:E8:E4 Copy Column . 1,655 KB
-_* 192.163.0.2 1.625 KB
= EE) Asiarock: 1F: 1 4:9 Hj Save Endpoints Statistics. &04 B
4 192.168.0.1 Custom Columns 3 L
= B3 Realek Semit 12 256 B
i 192.168.0.9] - Find... Ctr+F 256 B
ﬁﬂEIEI:lD:EQ:Ei.ﬁ.:EEu:|§} Make Filker ... 102 B| ™
< b
= B add tn Mame Tahle. .. =

* You will see an Add Filter dialog the predefined parameters from the endpoint you selected. You can name

it, give it a comment or

Add Filter,

modify its parameters.

Simple Filter | Advanced Filker

) e
Filter name: |

| Filker color: E
Cormment: | | &) accept () Reject
Address filker
Address 1 Address 2
|IF"V4 address b : Bibection : I.ﬁ.ny address v |E]
I i :
| Both directions b
192.168.0.211 » ”E '
[ ]Port filker
Part 1 Part 2
., Direckion
[ ]Prokacal Filker
Praotocol Descripkion elect
K ] [ Zancel ] [ Help

«» Add Name Table

Use the Name Table to specify a new name for an endpoint and make it familiar to you.

* Select an endpoint, right click and choose the Add to Name Table.. command.

© 2001-2008 Colasoft Co., Ltd. All rights
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15 ¥Yiew Details in New Window i
19
W kd L] copy Chrl4-C
R Copy Colurnn 3
W 19
3 s [ Save Endpoinks Statistics. ..
Zuskom Columns 3
‘ﬁﬁn Packets _
E\rj \\j ':‘:J N# " Find... Ckrl+F
Mo, Relative ? LRl
2 D_Dutlﬂqg Add to Mame Table. .. o y
4 0. o0 Resolve Host Marme " :
= 0.00¢ Locate Explorer Mode i
o a0 157

Specify the type of the item, IP Address, Physical Address and TCP-UDP Port, the corresponding address
or port number, alias and its color when showed in the Name Table and tab views.

Add to Mame Tahle @

Tvpe: | IP address W | I 2k l

[ Resolve Address ]
IP Address |1‘-:’2'1'5'E"2'?'dr |

[ Resolve Mame ]
Alias: || |

[ Zancel ]
Texk color: E] [ Help ]

Protocols view
The Protocols view displays the information of protocols used in network communications.

You may use the combo box to select a display type.
All
Displays all hierarchical protocols.

Physical
Displays protocols based on Ethernet Il. For example, ARP, IP, IPv6, IPX, and so on.

IP
Displays protocols based on IP protocol. For example, HTTP, MSN, DNS, NetBIOS, and so on.
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Display types Make Filter
Save As Show Delails Locate Explorer Node
i %ummary ¢agnuses .'Endpnijb-} P tucﬂtnnversatinns r-'-“latrix | Packets .Lugs-. I.ErE'q:uhs | Reports q Pk
Eﬂ Type Hierarchical - | |55 ? @ |i| = Refresh Protocols: | 24 |
Mame Packets bps | Conneckions .
= Ethernet 11 56,815 | 1.217 Mbps 2,370
=TI 56,693 | 1,217 Mbps 2,370
i B-§uop 39,723 | 1.129 Mbps 0
- T other 35,430 1.118 Mbps 0
- DS 383,765 KB 3,877 9,224 Kbps ]
B NetBIOS | 31,406 KE 297 | 2,304 Kbps | 0
TName Service 26,365 KB 279 2,304 kbps 0
T Datagram 5., | 5.041 KB 22 0 bps a
- TRTCR | 30,060 KB &7 0 bps 0
2§ BOOTP | 10,051 KE 30 0 bps o
' T DHCP | 10,051 KB 30 0bps y
&Y TP imi 3.067 MB 16,966 | 88.152 Kbps 2,370
THTTP il 2,142 ME 5,636 | 39,576 Kbps 172
U Other | 322,208 KB 3,951 | 18,720 Kbps 673
e (5 | 245,570 KE 3,256 | 15.31Z Kbps 856
B Y MetBIOS | 159,510 KB 2,475 | 12,672 Kbps 635
You can sort the captured data by clicking on a column heading
Sort endpoints by Total Bytes
Summary | Diagnoses~ Endpoints Prntncﬁs Conwversations | Matrix | Packets | Logs | Graphs | Reparts
Bl Tvpe Al AEIRE ? dﬂ 2
Mame Total Bytes Bykes Cuk Bytes In | Tokal Packets | Packets In | Total Bytes%:
=1 [*4 Local Segment 28.070 ME 3086 ME | 22,623 ME 58,357 24,093 99,918%
=4 Local Host | 27.303 ME] 2787 MB  24.521 MB 53,4285 29,693 7. 204%
= E3 asiarock: 1F:14:95  [IEEIELE 2,787 MB 24521 MB 53,425 29,693 o7, 204%
W Eva | 27.302 ME] 2.783MB | 24515 MB 53,325 29,651 97.182%
= EiRealek Semia4: 7308 I 2.335 ME 1,920 MB | 425.723 KB 10,722 4,315 8.313%
i officet | 2.299 ME 1,884 MB | 425.723 KB 10,366 4,315 8.185%
i 192.165.0.2 | 29,445 KB 79,445 KB 0E 238 0 0,102%
= ERD-Link:65: 75:49 | 558,794 KE | S47.021KB | 11773 KB 3,289 108 1.942%,

4

Conversations view
The Conversations view dynamically presents the real-time status of Physical, IP, TCP and UDP conversations
between pairs of endpoints, the sub-views offer the related packets and

reconstructed stream the active conversation.
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Conversations tﬂ;ﬂ Show Details Locate Ex‘pfm"er Node Conversations summary
‘ Expnrt Make Filter Refresh
Simmar';.-' Dlabnu:use¥ Elyp{nts .:..:.:.Ic Ersatmns Matrlx Packﬂts Lu:ugs Graphs iRepDrts 1 b
@ Phrysical = %}‘ .j* Conversations: 26
Conversation: Enu:lpu:untl -= <- Endpoinkz2 Pkts -» | =-Pkks | Bykes/Sec-= <-Bps |
Realkek Semi:a:7... | FFiFF:FF:FF:FF:FF 13 0 11 Bps 0 EBps
9 Asiarock:SAC0E3 FF:FF:FF:.FF:FF.FF 2 0 22 Bps 0 Bps
|‘|- il Linksys:D4:4F 156 01:80:C2:00:00:00 95 0 32 Bps 0 Bps
Eltysiea Asiarock:SANCFITA  Realtek Semi:Adi78... 50 45 36Bps | 25EBps
Bziarock:SACF T4 _ .ﬁ.mlgn Tech 26:3F:19E _ 404 _ 55a _ ala B_ps 2014k,
_g 00: 1485 CAFS: 22 FF:FF:FF:FF:FF:FF 2 0 1 Bps ] Eps
L 00:0F:EA:35:22:1C | FF:FF:FF:FF:FF:FF 2 0 3 Bps 0 Bps
o Asiarock:Sa:CF 7 A FF:FF:FF:FF:FF:FF 1 0 &4 Bps 0 Bps
=] P.siaru:u:k'BF'DB'E'F FF:FF:FF:FF:FF:FF 4 0 SBps 0 Bps F
TCp P S e LY ST ST T 1 = ERTES P
< Ea‘ﬁ Packets
3 w (= i e
LIDP £:>T @i G I\C} Iﬂ IEE' ﬁ ? 1"3 lil =
Mo, Relathe Time | Source Destination Size |
1z | _192.158.0.28:3325 _209.23?.23?.101... | 54
13 19Z_ 168 ._0.28: 2184 E07 .46 0.321:msnp gd
14 Z07_46_0.31:m=np 192_168_0_28: 2184 66
le 122 1e2. 0.28: 2184 z07.46. 0.3l m=snp G w

Sub-tab: show the related packets of the selected conversation

* Packets - shows the related packets to the current conversation. A conversation will be kept in the
Conversations view for two minutes after it is closed; when it is cleared from the conversation list, you can still
find its related packets in the Packets view.

e Stream - Unique to TCP connections list. Offers the reconstructed TCP stream of the selected item.

* Data - Unique to UDP conversations list. Offers the reconstructed UDP data of the selected item.

Matrix view
The Matrix view shows the network traffic statistics. The line weight indicate the volume of traffic between
nodes arranged in an extensive ellipse indicate the traffic.
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Matrix group  Letter size Locate Explorer Node
Matrix title Dl'sfar option

ﬁuay 'péngs}es/‘liypaﬁ( F‘r-:utu:u:u:uls Cnnversatlnnc Matkrix F‘ackﬂts Lu:ugs Graphs Repu:urts 1 b

BH  [2] % Refresh Nodes: | 25
Matrix Type i IP Matrix
i Physcal
o IP &
Traffic Type #
- 182 168.0.222(1) 182 168.0.221(1)
Unicast

rulticast 1921658.0.23201)
Broadrcast

192165.0.23101)

192.165.0.236(1) 192.165.0.23301)

Display Options -

= Show &l Nodes 192 168.0.247(1)
£ Maximun 100 Modes

192.168.0.29(1) 192.168.0.10(1)
3 Maximun 100 \

c b

RvAlERE | 192 168.0.208(2) #

Falla T T, COWCOREERE R u il 1 V= A

192.165.0.246(1)

Iser Hidden Modes(0)

192 168.0.45(1) +

192.165.0.24301)

192.165.0.253021

192.165.0.23001)

192163.0.237(1)

Invisible Nodes(O) 192 1668.0.234(1) 192 168.0.233(1)
192 166.0.224(1) 182 168.0.223(1)
192 168.0.211(1) @

The Matrix view includes individual tools to customize the display types of network traffic. This lets you quickly
create a picture of all the traffic or sending/receiving traffic.

The nodes around an elongated ellipse display the hosts in your network, the line weight present the volume of
traffic between nodes. The green color reveals the traffic is transmitting current now and the black color displays
the transmission is completed by default. When you drag nodes to a new position, the connecting lines
rubber-band. Colasoft Capsa will popup a notice if the captured nodes exceed 1000.

Packets view

The Packets view presents a list of captured packets and the packet decode information in Hex, ASCII and
EBCDIC.
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Summary | Diagnoses | Endpainks | Protocals | Conversations

Packet list

Matriz” Packets | Logs | Graphs | Reports

Packets: | 23,641/56,815

Mo, Date Absolute Time Source Destination Praotacal Size | Saource Paork
13135 | 2005-05-31  11:03:36,938344  192,1638.0,176:1 192.1658.0,,,, MNEBDGM 260 138
13136 2005-05-31 0 11:03:36,933916  00:00:60:73: 2674 | FF.FF.FF:F... Ethernet 802.2 252
13137 2005-05-31 0 11:03:36,947767  00:00:60:73:26:C4 | FF.FF.FF:F... Ethernet 802.2 102
13138  2005-05-31  11:03:37.392871  Office:445 Peter: 1027 CIFS =5 445
13139 | 2005-05-31  11:03:37.392992  Peker: 1027 Office:445 CIFS &4 1027
13140 _2EIEIE-EIE-31 11;03:37. 789068  00:00:60:78:28:C4  FR:FF:FFF... | Ethernet 802, 2 102 |
13141  2005-05-31  11:03:37.812955  Peker:1038 Ciffice: 5001 Unknown TCP Prokocal Fi=] 1033
=% Packet Info: sl o0oflFF FF FF FF PP PR
[ Packet Mumber: 013140 0002 | 60 78 2B C4 00 54 E0 E0 “u+d_ Taa
&F Actual Lenogth: 10z 00l0 | 03 FF FF 00 50 00 14 00 | O§%.P.0.
&P Avaisble Length: ag 00LlS | 00 0O OO0 FF FF FF FF FF | .. .i"nnrr
& Timestaup: 2005-05-31 0020 | FF 04 SE 00 00 00 00 00 | §00.....
55 5022 Header b 0028 | 0D 60 78 2B C4 04 55 00 * x+A007
EﬁDestinatinn Address: FF:FF:FF:F 020 00 DR 000008 0000 | spavmss
% | oozs |00 00 00 00 00 Of OO0 OO0 / _____
| |
Packel decode Hex/ASCIVEBCDIC view

% Packet decoding formats
* Right click and choose the Show EBCDIC command from the context menu.

13:
13:
13:
13:
13:
13:
13:

Lo BRES N o VRN (" R TN B LI ]

13:

L_:I Packet

j:' Packet

3E:
3E:
3E:
3Z:
3z:
3z
3z
3z

Absolute Time

21.
z21.
z21.
Z2.
22
ZEZ.
a5

QFa217
QEFQEZE
QEILEIT
047453
047613
047656
465458

2L_4737EL

MNumher :
Length:

:ijapture Length:
E] Timestamp:

W Ethernet IT-Ethernet '

W IP-Internet Protocol

W TCP-Internet Transmis:

=% Extra Data:

Sumrmary | Diagnoses | Endpoints | Protocols | Conversations | Matrixz” Packets | Logs 4 b
2@ Packets: | 590
Source Dreskination Protoc £
19z 168.0.28: ... 19z 1eg8.0.z08: ... TCP
19z 168.0.E8: _j TCE
192.168.0.28: | TCER
12z.1e8.0. 208 lz TCP
19z . 165.0. 208 k4 | TCP
19z . 165.0. 208 I5  TCF
Show ASCTT
19z 188.0.E8: . DW=
61.139.7.69:d Show EBCDIC ;7 DHS ™
Select Al Crrl+a >
S :
go0a | 00 a1 Rpefresh F5 -J2.z
goo7 | am R
O0O0E | 45 00 00 28 C&8 42 40 E.__(.E@
0015 | OO0 20 05 EO 50 CO A2 P
oo0lc | oo DO CO A8 00 1C 13 |(fp......
oozz | 8% 04 14 A3 4C 47 AE LG,
ooza | 21 DD FO &0 50 10 3E “PLF
00zl | FE &3 CC 00 00 00 00 (Rle.....
w0038 [ 00 00 00 Qo
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Summary | Diagnoses | Endpoints | Protocols | Conwversations | Matrix” Packets | Logs 4
3 | 2] Packets: | 590
Mo, Absalute Time | Source Destination Prokoce #
1| 13:32:#1_928817 192.168.0.28:._.. 192.168.0.Z08:...  TCP
Z | 13:32:21_929235 192_168.0.2%: '-i:] . | TCP
3| 12:32:71_929E97 192 _168.0.2%: . | TCP
4 | 12:37:22.0474532 192.16%.0.2Z08 Iz | TCP
E| 12:232:22.047619  192. 16%.0.2Z08 b4 | TCP
6| 12:32:22_047656 192 168.0.Z08 L5 | TP
Shows ASCIT
7| 12:37:35_ 465455 | 197 1658.0.2%: . DHE
g 13:32:35.479755 61.139.Z.69:d Shiow EBCDIC :7 | DNS ™
< Select Al Chrl+A ?
= Packet HNumber: E) -
E] oooo | oo Eﬂ Refresh FS _.JEi=.
[F]Packet Length: Qoo oo R
2F Capture Length: O00E | 45 00 00 28 CS 42 40 | E..(_E@
GTimestmp: 0015 | 00 20 0& BO EO CO AR I
% Ethernet TT-Ethernet ' 00lC |00 DO CO A8 00 1C 13 | .......
R R 0023 | 89 04 14 A9 4C 47 AE ....LG.
N p : O0zA | 91 DD FO &0 50 10 3E RS I
A bl et i o021 | F5 63 CC OO 00 00 OO0 | .eo....
= Dxrrasllatas || 0033 | 00 0o oo oo ..
| m " - - .
L4 >

Summary | Diagnoses | Endpoints | Protocols | Conwversations | Matrix” Packets | Logs 1
3 | 2] Packets: | 690
Mo, Absolute Time | Source Destination Prokoct
1 13:32:21.2z8817  192E_1eg23.0.z28: ... 122 13 ._0.z08: ... TCP
2 13:32:z21_.9z9E35 | 19F_1683.0.z28:_ .. 192_1&3._0.z08: ... TCP
3 13:32:z21.9z29L897 | 19F_1le2.0.z28: ... 19Z_1e2._0.z08: ... TCP
4 | 13:32:22.047453 | 19Z_1leg2.0.z08_ .. 19Z_1e23._0.28:104Z TCP
E | 13:32:22_047619 | 19Z_1&2.0.z08_ _ . 19Z_1&23._0.28:1044 TCP
& | 13:32:Z2Z_047656 | 19F_1&2.0.z08_ .. 19Z_1&8._0.28:1045 TCP
7 13:32:35_ 465455 | 132 168.0.28:_ .. 61133 . 69:do... DHNES
g8 13:32:35.47275EF  5l.133.z.69:d. .. 122_1&23._0.28:11e7 DMNE il
< >
[ packet Humber: ! oooo | 00 OB €& SA CF 7a 00 f|l..~tl:.
EF Packet Length: 0007 | O 55 47 ES E4 0% 00 4
2F Capture Length: OO0E | 45 00 00 28 08 42 40 ....H.
L_:I-rimestamp: 0015 | 00 S0 06 EO 50 CO AS A
- Ethernet IT-Ethernet ' golc | o0 DO CO &A% 00 1C 13 s B i
S TP -Tnbternet Probocol 0oz | 29 04 14 23 4C 47 AE i..==..
D i 0dza | 21 DD FO &0 E0O 10 32E j.0-
003l | FE &2 CC 00O 0o 0o oo P e
= TM |/ 0033 |00 00 00 oo "
< >

“ Highlight packet
Highlight some suspect packets to make them easy to find.
* Select a packet from the Packet list and right click.
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Summary | Diagnoses | Endpoints | Protoc

B OO RBER®E -

@? Decode Packet in New Window

Llj Copy Chel+C

[,

absolute Time

Source

LY« RS N VIR o B O T LR

= e
[SRERE=

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

3z
3z
3z
3E:
3E:
3E:
3Z:
3z
3z
3z
3z
3E:

21.
21
2dl, o
22
Z2E.
ZE.
35
35
35
a5
2k
25

228317
QEIEZE
QEILST
047453
047613
047656
455455
473755
535055
TLEEZE
PRElEL
PLE4TE

132,
13Z.
13Z.
13Z.
132,
13Z.
132,

163
168
1&g
le2
l&a
le&8
les

gl.139.

132,
Z1l6.
13Z.
13Z.

163
z233
le2
le2

R

g

Copy Column

Highlight Packet
Packet Cormment

Show Port in Source)Destination Column

Cuskarn Calumns

Packet Summaty

Expart Packet, .,
Send Packet. ..

Find. ..

* Choose the Highlight Packet command.

Ctrl+F

Summary | Diagnoses | Endpoints | Protoc @3 Decode Packet in New Window
g = = == [Lal5
@‘L"I (€ N> ERE %} 2 '*.:] Copey Chrl4C
Mo, Absolute Time | Source Copy Colurnn
1
. Tooggle F& [: Highlight Packet
3 Find Previous  Shift+F7 Packet Camment
s Find Mext F7 Show Paort in Source)Destination Colurnn
-5 [ S T N b L= [ B S B e ] |
& 12 32:22.0476588  132E.1g8 AU EE RS
7 13:32:35.455455  197_ 168 Packet Surmary
] 13:32:35_4759758 61.133. E’\ﬂ Export Packet
] 13:3Z:35_E3E0EE  13F_ 168
10 13:32:35.75E835 Z16.239 Send Packet...
11 13:32:35_ 786121 19Z.168 # Find... Chrl4+-F
12 | 13:32:35.756475 | 192.168| gal . -

Select Toggle command.

Summaty | Diagnoses | Endpainks | Prokoc @i Decode Packet in New Window
H OO EERE F - ey copy ikt
Mo, Absolute Time | Source Copy Column
; Toggle l} F& m Highlight Packet
< Find Previous  Shift+F7 Packet Comment
£ Find Mext F7 Show Port in Source)Destination Column
E ISz oeTeIy T ISEI6D
& 123:32:ZZ_.0476E56 | 192168 Custom Columns
7 13:32:35.455455 192 168 Packet Summary
§ 13:32:3E5_4797E5EF £1.139. @j Export Packet...
9 12:3z:35. 535088 | 192,168
10 | 13:32:35.755835 216.239 Send Packet...
11 13:32:35.756121 192.168| L' Find... CHI4+F
1z | 13:32:35.756475 | 192.168) - —
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* The selected packet will be highlighted in the list.

Summary | Diagnoses | Endpoints | Protocols | Conwversations | Matrix” Packets | Logs 4
oD Bk - - @R Packets: | 690
Mo, Absolute Time | Source Destination Prokoc

1 13:32:z1.9z8817  19Z_1le2.0.z28:_.. 19Z_1e2._0.z08: ... TCP
2 13:32:21.9z29E358 | 19Z_1le2.0.28:_ .. 19Z_1le2._0.z08: ... TCP
3 13:32:21.9z29L597 19F_1le2.0.28: ... 19Z_1&2._0.208: ... TCP
4 | 13:32:22.047453  19Z_ 165 0.z08_ .. 19Z_1&8._0.28:104F% TCP
L 13:232:2Z2.047619% 192 _168.0.202... 192_162.0.22:1044 TCP
& l3:32:z2.04765e | 19E_ 12 0.z08. .. 122_1&23._0.28:1045 TCP
7 13:32:35. 465455 | 19ZF_ 1683 0.28: ... 51133 .z &9:do. .. DN&
8 13:32:35.479755  51.133.z_69:d__ . 192_1&3._0.28:1167 DN&
9 13:32:35_L53E0L5E | 19Z_1le2.0.28: ... Z1&_z39_83_104. .. HITP
10 | 13:32:35_75E2335  zZ16_2392.63_.10_ .. 19Z_1e23._0.28: 35 HITP
11 | 13:32:35_7E56lZ1 19Z._1e2.0.28:_.. Z1&_z239_.63_104. .. HTTP
12 | 13:32:35_7E5&647E 19F_1628.0.28:_.. Z1&_z3%_63_104. .. HTITP

+ Packet comment
Make a comment to the packet you are interested.
e Select an item and right click.

Summary | Diagnoses | Endpoinks | Protoco @9 Decode Packet in New Window
E?ii (€N r'_1] [e2] Qﬁ ? et 2] Copy Chrl+C
M. Absolute Time | Source Capy Column k
1 13:32:21.928817 192.16%)
Highlight Packet 2
Z | 13:32:21.929235 19Z.16%) o
3 13:32:21.929537  19Z2.16%. Packet Comment *
4 | 13:32:22.047453 132. 168, Showe Part in Source/Destination Calurmn
E | 13:32:27_ 047619 192.168.’\\‘3 e
6 13:32:27.047656 197.16%8] L x
7 13:32:35.465455 | 197165 Packet Surmmary k
8 13:32:35_ 479755 51.139.2@3 Export Packst
9 13:37:3E5_E53E5055 197,168
10 | 1%:22:35.7EEE3E 216 239 Send Packet...
11 13:32:35.7561z1 1%2.168] [ Find... ChHl+F
1z 13:32:35.756475 192.168] .

¢ Choose the Packet Comment command in the context menu and select the Add Comment from the sub
context menu.
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Summary | Diagnoses | Endpaints F'ru:utu:u:c@ - T e : -
ecode Packet in New Window
T - | .
#H OO L[ o e
Mo, Absolute Time | Source Copy Column g
1l 13:3z:z1.328817 | 19Z.168
Z | 13:32:21.929235 | 192,168 Highlight Packet r
3 _l‘-d" add Comment h m Packet Cormment 2
4 W
5 _ﬁ’ Show Port in Source)Destination Column
5 _§ Cuskarn Calumns 3
7 Find Previous  Shift+FS Packet Summary 3
] g
Find Mezxt Fa
m @ Export Packet., .
10 13:32:35_7EE83E  Z16_.Z39 Send Packet..
11 13:32:35E_7E56lZ1  19Z.1gk8 JJ Eod CHl+F
12 13:32:3E_7E56475 | 19Z_ 168

Enter comment in the Add Comment dialog.

Summary | Diagnoses | Endpainks | Protocols | Conversations Matr/)'/Packets Logs 4 1

| Packets: | /90 |

Protoce #

ag: ... TCP W
3 l og:... | TCPR
3 og: ... TCP
E | 8:104F TCP
5 8:1044 TCP
= 8:104&% TCP
"3 tda. .. | DHNE
= 8:11&7 DHN=
g la4. .. | HTITP
1d 8:Z352 |HTTP
1 0K ] [ Cancel ] 104...  HITP
lj la4. .. | HTITP

Summary | Diagnoses | Endpoints | Protocols | Conwversations Matr/Packel:s Logs 4

| Packets: | = |

ﬁ, 00 [-1

n

1Ty

1

og: ...
og: ...
og: ...
2:1042
S:1044
S:1045
tdo. ..
8:1167
104. ..

2:E3EE

0l l [ Cancel 104, . .

104, ..

Prokoct #
TCP
TCP

TCP

TCP

TCE

TCP

DNz

DS
HTTF
HTTP
HTTFP
HTTP

In the packet list view the packet you commented on was mark it with an icon.
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Summary | Diagnoses | Endpoints | Protocols | Conwversations Matri}/Packets Logs 4

| Packets: | &30 |

Mo, Absolute Time | Source Destination Protoc; #
1l 13:32:z1.9E881%7 | 159Z.168.0.28:._.. 19z _ 168.0.z208: . .. TCE
Z 0 13:32:z1.9E3235 | 192 168,028 .. 192 _168.0_.Z208: . .. TCP
3 13:32:21_9EZ9L597% | 19Z_168.0.28:_ .. 192 _168_0_208: . . TCP
4 13:3Z2:2Z2.0474E53 | 192 168.0.208_ .. 192_168.0.2Z28:104Z TCP
45 13:32:22.0476158 | 192 168 0_2Z05_ .. 192 _168.0_.Z2:1044 | TCP
& 13:32:22Z_04765E6 | 192 _168.0.208... 192_168.0_2%:1045 | TCE
7 l3:3E:35. 465455 Z.leg.0.28; ... 6l 133 . E.¢9:do... DHNEZ
8 13:3E:35.473755 3%139.2.69::1.. g 192 168 .0.28:1167 DNE
9 13:32:35_53505L8 | 159Z_168.0.28:._.. Z2la_ Z39.63_104_ .. | HTTF
10 13:32:35_ 785835 Z16_Z33.63.10. .. 192 168 . 0.Z8:Z35z | HTTP
11 13:32:3E_7L561lE1 19Z_168.0_.Z28: ... 216 Z39_.63_104_ .. | HTTP
12 13:32:35E_.756475 192 _168_.0_.Z28: ... 216 Z39_.63_104_ .. | HTTP
< Find

You can easily find a specific item in the Project Explorer dock window, Endpoints view, Protocols view,

Packets view, Connections view and Logs view.

For example, find a packet in the Packets view.
* Select an item, right click and choose Find command from the context menu.

e = o
# 0O = Packets: |
1, ackets: | 23,643/23, 664
[ Copy Chrl+iC ! !
. =
Mo, Abso Copy Column : estination Protocal | 51
1 15:z7:-4E5. l0.2Z.12.84:... |HTTP C
2 | 1E:27-4E. Highlight Packet b laz_ 182 0. 208, MEME o
3| 15:27:45. Packet Comment b l92.168.2.68 ICHP
4  1E5:z7:-4a5. ] o G6.17z.72.58:... |HTTF
Showe Port in SourcefDestination Colunn
E  15:z7:-45. 92_168.2.76:... | UDFE
6  15:27:45. Custom Calumns b laz_le5.2.76:... UDF
4 7| L5-E7:-4E. Packet Surrnary QZ_ 183 Z.76: ... unLP
8§ 15:z7:-46. Exbort Packet 92_168.2_55:. .. |HTTP
9 1E-27:-48. @j b e 19.133_40_.17. .. | 1UDFP
10 15:27:46. /) Find.. N Ctrl+F  |l10.22.12.84:... |HTTP
11 | 1E:27:4&. i by 19.133_40_.17.._. |1DFP g™
¢ %}’ Make Filter... 3
T T Set Relative Packet :

* Enter key word of the packets you want to find out.

Find in Packets

Find wihak; ||

Find in: |Packet ASCII data

[ IMatch caze

[ ] Match whole war

d

* Specify the scope you want to search in.
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Find in Packets [zl

Find what: | hd |

Find in: Packet ASCII daka e

[ ]Match case|Packet HEX data
Packet UTFS data
[ ] Match whol Packet UTF16 data
Packet Comment

« Set relative packet
If you set a packet as the relative packet and show the Relative Time column, the column will display the time
span of other packets from the relative packet.

The following figure is the relative time between every packet in the default order. Select the packet you want to
set it as standard and right click. Choose the Set Relative Packet command from the context menu.

Diagnoses | Endpoints | Protocals | Corvers Send Packet... LS
e NEERE % ) Find... Ctrl+F
Mo, Relative Time Absolute ? Make Filker. .. Bofol |l
1 0. o000aoo 13:32:21_9F8 AddrESSRESDIVE
Z o.0o041s 13:32:21.92% K
| Set Relative Packet M |
2 o.ooows0 13:32:21.92
Addto Name Table  ° N
4 0.118636 | 13:32:22.047 RN
& 0.118802 | 13:32:22.047% Locate Explorer Mode 3
[ 0.1l188z23 13:32:22.04%
Select Related Packets 3
7| 1z3.536638 | 13:32:35.468
g | 1z.550938 | 13:32:35.47¢ Hide Selected Packets
2 13606238 | 13:32:35. 538 Hide Unselected Packets
10 13827018 13:3Z:35.758
11 132.827304 13:32Z:3E_7E¢
1z | 13.82768% | 13:32:35. 756 Select Al Clri+-A
13 | 14.055133 | 13:32:35.985 ] Refresh FS5
14 14 ACCe"1 12-27-2C qQ&dw T = —— T T T HT T A
% >
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Diagnoses | Endpainks | Protocols | Conwversations | Matriz” Packets | Logs | Graphs | Reports LS
o9 Bk - -85 @ Packets: | 690
Mo, Relative Time Absolute Time | Source Crestination Protocaol | #

1| -123.227018 | l3:3E:21.2E8817  122.1le8.0.. 132 1e8.0. . TCER
| -13.826600 | 13:3E:21.9E3E35  19Z_168.0. . 132 _1e8.0. . TCFP
3| -1l3. 826238 | 13:3E:21.9E3537 19Z_168.0. . 132 _1ge8.0. . TCP
4 | =13.708382 | 13:32:22.047453  19Z_1e8.0. . 192 _1e8.0. . TCP
E| -12.708216 | 13:32:2Z2.0476159  19Z_1le8.0. . 192 _1g2.0. . TCP
& | -12.708179 | 13:32:22.0476586  19Z_168.0. . 192_1e8.0. . TCP
? -0_Z90380 | 13:32:35.46E84E8 | 19Z_1&8.0. . 61135 2.... DHN=
] -0.276080 | 13:32:365.479768 61.139.2..__ | 192_168.0.._. LNS
2 —0.EZ0720 | l3:3Z:35. 8380588  19Z_168.0. . Z1lE_ Z33.6. . HTTF
10 O.000o000 | 13:3E:35. 755835 El6_E39._6. . 13z _1ge8.0. HTTF
11 0.000Z286 | 13:3Z:35.786121 19z_la3._0.. Z16_Z33_ 6. . HTTF
1z O.000640 | 13:32:35_758647E5 192 _1623_0. . Z16_Z33_ 6. . HTTF
13 O0.2Z8115 | 13:32:35.9839E80 Z1l6_Z239_6.. 192 _1g2.0. . HTTF
{ 14 Ll =1 ol nlr] 12-2%-2C goddoe F1E F2a & 19+ 12 11 HTTTD > b

«» Filter display packet
By selecting related packets, you can filter out unwanted packets simply and quickly

* Choose the packet you interested in and right click. Then click the By Destination listed in the Selected
Related Packets command.

Diagnoses | Endpoints | Protocals | Conversati Send Packet. ., LI
Mo E ke | g - | ¥ -| ) Find... Chrl+F  kag
Mo, Relative Time Absalute Tit 5§ Make Filker. .. b

1 0.000000 13:32:21.3288] P ARt
2 o.o0o41s 13:-32:2Z1.9292
Set Relative Packet
2 0. aoa7?a0 13:32-:21.929E"
4 0.118636 13:32:22.0474 Add ko Mame Table ’
& 0.11%802 | 13:32:22.0476] Locate Explorer Mode g
=
- By Source | Select Related Packets *
a By Destination . | Hide Selected Packets
5 B Source and Destinatibn Hide Unselected Packets
= A
o
11 i
12 By Protocal 3 Select Al CErlH-A
13 14.065133  13:32:35.8835¢ a1 Refresh F5
14 14 NECET1 12-2%-20 9odd T = —— = T T HT T b
L >

* The relative packets will be high lighted in the list.
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Diagnoses | Endpainks | Protocols | Conwversations | Matriz” Packets | Logs | Graphs | Reports LS
o9 r:] kel |- | - 48 2 Packets: | 590
Mo, Relative Time Absolute Time | Source Cestination Protocaol | #
1 O.000000 @ 13:32:2l.928817 12z le2.0... 12E.1lez.0... TCP
z o.o00418 | 13:3&-:2Z1l. 9935 1% 1le3.0._.. 19E.1lez.0... TCP
3 0.000a780  13:3Z:2Z1.9259597 192Z.1le3.0._.. 19E_.1lez.0... TCP
d O0.118636  13:3Z:ZF_0474532 19Z_1623_0._.. 13F_162.0... TCP
= 0.118280z2  123:32:22.047619 19Z_1le2.0._.. 19EZ_1lg2.0... TCP
= 0.1188359  123:32:2EZ.0476L55 19Z_1le2_0._. 19E_1le2.0... TCP
7 13_ 536638 13:3Z:35.46E54EL8 19Z_168.0... | 61.139_2.... DHN=
& | 13.550938  13:32:35.479765 61.139.2. ... 18z_168.0.._ | DHE
2 12 606238  1l3:3Z:35.53E80E8L | 19z2_1le8.0... Zle.Z35%.6... HTTF
10 13.827018 | 13:32:35.755835 |216_2Z3%.6.._ |13Z_168.0._._ | HTTF
11 13827304 13:32:35.7L561Z1 | 1%9zZ_.168.0... Zle_Z3%.6... HTTF
1z 13827658  13:32:35.756475 | 19Z_168.0... Z1l6_Z39.6.._. HTTP
13 14 055133  13:32:35.9839E80  Zle_zZ2329_.6.._. 19Z_1lg2.0.._._. HTTP
14 14 NECE 12-2%-20C Qoddos F1E F2a & 19+ 12 11 HTTD b
< ¥
* Right click and choose Hide Unselected Packets command.
Diagnoses | Endpoints | Protocols | Conwersations Send Packet...
H OO Fﬂ A | & - | % - | €8 2 Find... ChrHF
Mo, Relative Time fbsolute Tirme | 3 %}
1 0.000000  13:32:21.928817 I Address Recolve
2 0.000418 | 13:32:21.9Z9235
3 0.000780  13:32:21.925%L597 ]
4 0.118636 | 13:32:22.047453 | ] Add to Mame Table r
3 0O.118802 | 13:32:22. 047619 | | Locate Explorer Node 3
=3 0.118832  13:3E:2ZE.047655
7 13536638  13:3Z2:35.465458 | ] ssleed e ediRad L £
& 13550938 13:32:35.479755 ¢ Hide Selected Packets
9 12. 606238 13:3F:3E5.E53E05E | Hide Unselected Packeks o
10 13827018  13:32:35_7E5EE83E | : HE
11 13827304  13:32:3E5.7E61Z1
12 13.827658  13:32:35.756475 Select Al Chrl+A
1% 14 055133  13:32:35_ 983950 Iil Refresh F5
14 14d NECET1 12-27F-20C qQoddas T o = TH T HT T
£ ¥

* Packets listed here are all related packet.
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Diagnoses | Endpainks | Protocols | Conwversations | Matriz” Packets | Logs | Graphs | Reports LS
N> ENEI R Rk Packets: | 590
Mo, Relative Time Absolute Time | Source Crestination Protocaol | #

4 O.000000  13:32:ZE.047452 12Z.1c2.0... 13E.162.0.. TCER

= 0.000166  13:32:2E.04761% 192 163.0._.. 19E.1l63.0.. TCFP

= 0.000Z03  13:3Z:2Z2.047656 192 163.0._. 19EZ_163.0.. TCP

2 13432302 13:32:35.473%7EE  B1. 139 F_.._ | 19Z_168.0.. DNE

10 13708382 | 13:3Z2:35_7E5E83L | Z16_ 2239 6. .. | 19Z_168.0. . HTTF

13 13936497  13:32:-:35.9839E80 | 216 _239_&6.._._ | 19Z_168.0.. HTTF

14 13.937035  13:32:-:35.984488 | Z16_23%3_.&6._._ | 19Z_168.0.. HTTF

15 13.956738 13:32:36.004191 Z1l6.239.6... | 192_168.0.._. HTTP

17 12 97687 l3:3Z:3236.0Z402Z8 | 61 132 E.... | 12Z.168.0.. LHE

13 14 032052833  13:32:-:36.138036 64 Z233_.18.._. | 12Z_168.0.. HTTF

4 14 174682 13:32:36.ZE2Z135 | 61.13%2_ E_... | 19Z_168.0.. DS

ZE 14 F1EZ673  13:3Z2:36.2Z601Z6 | 64 Z33_18.._._ | 19Z_168.0.. HTTF

27 14 Z1327E5  13:32:-:36_.260728 | 64_Z2332_.18._._ | 19Z_162.0.. HTTF

o= 14 Z7de1& 12-2%-28 Z97N£9 1#C 91 111 19+ 12 11 TrTD e
< b
Logs view

The logs in Colasoft Capsa can record global or scope-specific network events, containing four
types of log primarily generated by the advanced analyzers: HTTP requests, email messages, FTP
transfers, DNS analysis and four instant messenger activities: MSN activity,
activities, and Yahoo Messenger Activities. Colasoft Capsa enables all logs by default, you can
change each log's settings in the Project Settings - Log page. If a log is disabled, you will not see

the results in the Logs view.

Export
Log type Make Filter

\ |

Auto Scroll
Refresh

Log counts

A\

5um)¥ary Diagnuse\i En%:u:uints ?(u:ut-:u:;:ujz/ Conwversations | Matrix
4 HTTP Requests - E}-" %} - gﬂ 12
Logs Tirmne Client Requested LIRL
13:1...  192,168.0....  httpe) e, google . cormyf
ﬁ 13:1... 192.168.0.... httpe)ftoolbargueries.goo...
13:1... 192.168.0.... http:f/daka. alecs.comgdat. ..
R;LLZE 13:1... 192.168.0....  httpe) fweens, google . cormyf
13:1... 192.168.0.... http)ftoolbarqueties.goo...
N _J‘d 13:1... 192.168.0.... htip://data. alexa.comydat. ..
Er.l.'|ai| 13:1... 192.165.0....  http:) v, google. comy
Messages 13:1.., |192.168.0.... http: fwenw,google, comfin...,
= 134, 192.163.0.... | htbpe) e, ycows, comy
_.--J 13:4,.. | 192.168.0....  http:jftoolbargueries.goo...
ETP 13:4... 192.168.0.... http:f/daka. alecs.comgdat. ..
Transfers 134, 192.168.0....  hktpef e, becomwes  commgm. .
[ 134, 192.168.0....  htkpe) e becows  compi. .
.% 13:4.., | 192.168.0....  htbpf v beoows , cormnfi...
CMS Analysis 13:4... | 192.168.0....  htbpf fven beoows, comnfi..

Packets

Met...
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

Logs | Graphs “Reports
Logs: | 76
ser Agenk Stakus. ..
Mozillaj4.0 ... 200
Mozillaj4.0 ... 200
Mozillaj4.0 ... 200
Mozillaj4.0 ... 200
Mazillaj4.0 ... 200
Mozillaf4.0 ... 200
Mozilla/4.0 ... 200
Mozillaf4.0 ... 304
Mozillaj4.0 ... 200
Mozillaj4.0 ... 200
Mozillaj4.0 ... 200
Mozillaj4.0 ... 200
Mazillaj4.0 ... 200
Mozillaf4.0 ... 200
Mozilla/4.0 ... 200

AIM activity, 1CQ

* HTTP Requests - presents the information of captured web accesses, you can open a listed URL with

double clicks.
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* Email Messages - shows the captured email messages transmitted in plain text, email list and related
information.

* FTP Transfers - reveals the detailed records of FTP uploads and downloads.

* DNS Analysis - shows the details of DNS analysis results.

* MSN Activity view - offers the records of MSN activities.

* AIM Activity view - offers the records of AIM activities.

* ICQ Activity view - offers the records of ICQ activities.

* Yahoo Messenger Activity view - offers the records of Yahoo Messenger activities.

+ Open URLs
You can open a URL with double clicks.

Summary | Diagnoses | Endpaints | Protocols | Conversations | Matrix | Packets” Logs | Graphs | Reporks 4 ¥

4 HTTP Requests - | (3 | 5% - 43 | [2) Logs: | 46

Logs Tirne: Client Requested LRL Method Skatus ... |
- 17:15:48  192.168... | httpyffweww,.google. cormy GET 0z 6
17:15:48  192.168...  http:)/ v, google, comfintlizh-Cr) GET 200 &
17:15:49  192.168...  http:fidata.alexa comfdata/mOse4lubZPo, .. GET 200 | 2
REZ-LLPS':S 17:16:02  192.163... | http:/ v, colasoft, com) GET 200 &
17:16:03  19z2.168...  htkp:/fweww colasoft comfpublisiche corejs | GET 200 6
o _ij 17:16:03  192.168.,,  httpejidata.alexa comfdata/mose4lubZPo. .. GET 200 |2
Eﬁail 17:16:10  192.168...  htepe)fvoww, colasoft, com/pub)jsicbe event.is | GET 200 &
Messages 17:16:11  192.168... | httpe) e, colasoft, cornypubyisiche okl is GET 200 A
- 171612 192.168...  httpef e, colasoft, com/pubfjsics meno L., | GET 200 A
_._,_J 17016013 192.168..,  hteped e, google-analytics, cormg urchin, js GET 200 &
ETP 17:16:13  192.168...  http:f v, colasoft, comfimagesimeny ond...  GET 200 &
Transfers 17:16:13  192.1638...  http:f v, colasoft, comfimagesimenu off... | GET 200 &
LF 17:16:13  19z2.168...  htkp:/ v colasoft, comfpublossicolasoftw, .. GET 200 6
% 17:16:13  192,168... | httpaf v, colasoft, comfimages)Chinese.gif | GET 200 A
[ 17:16:13 192.168...  httpe)fwoww, colasoft, comfimagesicolasoft 1., GET 200 &

Queries RS T R T Y T = P WY - pa— py—
< >

Summary | Diagnoses | Endpoints | Protocols | Conwersations | Matrix | Packets" Logs | Graphs | Reporks 1 b

4 HTTP Requests - (1 ¥ - 43 | [2] Logs: | 46
Logs Tirne Client Requested LRL Method Skatus .. | T
17:15:48  192.168...  httpe) fvavaw . google. cormy GET 0z 6
ﬁ 17:15:48  192.168...  http:/ v, google, comtingl/zh-Cr) GET 200 &
17:15:49  192.168...  httpejfidata.alexa. comfdata/mOse4lubZPo... GET 200 | 2
Rel—gru-repsts 17:16:02 | 192.168... | http:/ v, colasgfl, com) GET 200 | &
| 17:16:03  192.168... http:,l'.l'www.-:u:ulaséf"s.u:u:um,l'pul:u.l'is.l'u:l:ue core.js | GET 200 &
i 17:16:03  19z2.168...  htkp:/fdats.alexas comidata/mosediubZPo,.. GET 200 2
Ernail 17:16:10  192.168..,  httpe)fwww, colasoft, com/pub)jsicbe event.js | GET 200 &
Messages 17:16:11  192.168... | httpe) e, colasoft, cornpubyisiche okl is GET 200 A
' 1716012 192.168...  htkpef e, colasoft, com/pobfjsics meno .., | GET 200 A
_H,_J 17:16:13  192.168..,  htepef e, google-analytics, com) urchin, js GET 200 A
ETP 17:16:13  192.168...  httpe) v, colasoft, comfimagesimeny ond...  GET 200 &
Transfers 17:16:13  192.168...  http:f v, colasoft, comfimagesimeny off... | GET 200 &
[ 17:16:13  192.1638...  http:f v, colasoft, com/pub)css/colasoftw, . GET 200 &
* 17:16:13  192.168... | http:/fwew colasoft, com/fimagesiChiness.gif  GET 200 &
DMS 17:16:13  192.168..,  httpe)fwww, colasoft, comfimagesicolasoft 1., GET 200 &
Queries PR ) P T T A poras e
< >
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e el Parerer. colanad L omn - Dolased - Matwork Sninfer, Packet Snifler, P Snilfer , Protscal Amal
M Bl Vew Feedles  Tol  Heb a
~ -
sl Colasoft
L - i o G Fowa Bndwoed
Commparyy  Prodects  Dowedoosd Purchassn  — Sarvicn
Prischch Mews
Sestember 5, 2006 wariad in 2051 Wik the simpls goul of making nebecrk managemant feber,
' vl st effectve. Based n mis phisdaghy, me tortinue t lesd the way in
ez B profgassannl matwork paler pofmare and refwork mandce ook Hak sloe
Colaiol Capen .2 i ralaased fratmark adftereilrabi b Gatthe their habmeck reubledhedtng quckly and effectvely.
This rebeaes nchides Mmany nes Krased mare )
fasturas and anhancements and
PrErCdinE e CAHRAME 1AM #oternsl tale Our Products
fasture which allow uier nbegrate Experl Packel Sniffer and Prafocel Analyser
ather handy rartearl thaly g Capes, <]
abareg with thrae Bult-in toals induding FArkRTFIaFe Amapr P
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ard Py Too M B sa
[l ) LT AR EE WL AT 6.2
Expart sotwork seier Samgred for protocel shalpin snd
Cogrsa ws, Sniffer Colasoft Capsa  MED=EE @80n0Ed, Colusolt Calda sralrzes The retmork traffe;
of lecall computer or lacal neteork. With the abilty of el tme
Colaaft Capia is & varp usshul packat packet captere and Bccurste dets snalyms, Colssolt Capss
SYET T netwirk ST SNITE 1D makes your netmcrk transparast in the presence of you, snd &
e e g el Hunn mmir e b wmd aFmineit B tue meiesel hemskls
£ *
] B Inteert

+ Open Emails
To view the reconstructed email contents, you must enable Save Email Contents in the Logs page of Project
Settings dialog before capture emails.

Project Settings |E|
| General | adapter | F Filter | #3 Netwark 5 Log L&) Diagrosis |

El DS Log = Email Log
- ti Lag Buffer Size (KE) 2048
i Disable

e [] Conditions
=[] HTTP Log

e [] conditions
= [#] M3N Log

* Select the email you interested in and double click.

© 2001-2008 Colasoft Co., Ltd. All rights Page



Got be Know Tour Nebsork

A Colasoft

Colasoft Capsa Getting Started

Summary | Diagnoses | Endpoints | Protocols | Conwersations | Matrix | Packets" Logs | Graphs | Reporks 4 F
4 Email Messages ~ |5_?|\ﬁ ? ~ §f} @Ll Logs: | Z2
Logs Ciate Tirne: Clienk SErvEr Sender Mame

2006-09-11  17:22:35 | 192.168.0.25:2731 67.15.229.157:smktp Colasoft Custe

2006-09-11  17:22:41 | 192.165.0.25:2733 67.15.229,157:pop3 Colasoft Custe

2006-09-11  17:22:42 | 192.168.0.28:2733 67.15.229,157:pop3 Colasaft Custe
R;.LLZE 2005-09-11  17:32:20 | 192.168.0.258:2750 220,181.12.16:smkp Snith
] 2006-09-11  17:32:50 | 192.165.0.258:2752 220.181.12.16:smkp Srnith
-___{i 2006-09-11  17:32:56 | 192.168.0.25:27594 2z20,1581.12.101:pop3 Cathryn Anay.
Email 2006-09-11  17:32:57 | 192.165.0.25:2754 220,181.12.101:pop3 Gregoria
Messages 2006-09-11  17:32:57 | 192.165.0.25:2754 220.1581.12.101:pop3 Elrmo Mcdaniel

Py 2006-09-11  17:32:58 | 192.165.0.25:2754 220,1581.12.101:pop3 Food Lowery

_,--J 2006-09-11  17:32:58 | 192.165.0.25:2754 220,181.12.101:pop3 Felma Pelletier

ETR 2006-09-11  17:32:58 | 192.168.0.28:2754 220,181.12.101:pop3 Joyce Kerns

Transfers 2006-09-11  17:32:59  192,168.0.28:2754 220.,181.12.101:pop3 Jenna Kew

e 2006-09-11  17:32:59 192,168.0.258:2754 220.181.12.101:pop3 clarence drozc

% 2006-09-11  17:35:38 | 192.168.0.25:2755 67.15.229.157:pop3 Smith

DS 2006-09-11 | 17:38:57 | 192.165.0.25:2762 &7, 15.{%‘3. 157:smkp Colasoft Custr -

Queries . .

* Colasoft Capsa will open it with your email client software.

& Re: Upgrade
Fie Edt View Tools Message Heb s
g & .8 = X y ) \
Fephy Fephy &1 Forward Prind ] Addresses
From:  colacoft Customer Service
Dabe: Monday, September 11, 2006 17:38
T chenovanmei
Subjeck:  Re: Upgrade

Graphs view
This view graphically presents the statistic data of the node you select from the Project Explorer

dock window. It contains a number of graph groups and multiple graph titles, including errors vs total packets,
network utilization, packet size distribution, packet size details and many more.
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Graph group Compare Mode  Pause Refresh

Ili>

L ]
Errors Packels

General

Ukilization (hits)
Ukilization (percentage)

»

Fay

| Metwork Packets

Broadcast and Mulkicast
Packet Size Distribution

TCP Analysis

TZP Connections
TCP SMs, FIMs and Resets

Email Analysis

SMTP and POP3
FTP Analysis

Upload and Download {bytes)
HTTP Analysis

HTTP Requests

o

b

b

b

Packets (Average per second)

\Jetwnrk ackets - . Ej @ E b . Interval; 1 sec
Network Packets (Global)

2008-04-11 16:14:56

+ Yalue; Per 1 sec value

2006-04-11 16:14:56
Elapsed Time (Interval: 1 second)

B Tctal Packets

Legend box
Intervel options Gridline
. I
Grapll'? title Save As rt trp&: Value options 3D view
Sum ryf Diagnoses | Endgpints rl:nl:l:u ICI:: ersakions MalLrlx Packets L-:ug;/,LEraphs ] Reporks \ \ {]1

- [elm) (L]

2008-04-11 16:14:56

+« Highlight an item

The highlight function in the Graphs view let you focus on any item displayed in graphs view. Colasoft Capsa

will highlight the item and popup a description to indicate the statistic information you interested in when you

push your mouse on it.
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Packets (Average per second)
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« Compare mode

The compare mode lets you compare two distinct graphs simultaneously in a single view. Click the icon from
the toolbar to split the display into two sections, each section has its own graph groups and display options.

@Utlllzatlon (bits) - . E_'_'I @ E. Bl ~ | Interval: 1 sec + Walug: Per | sec walue - (ﬂl J_ll_

Errors Packets

General

[ Utilization (hits)

Mebwork Packets

TCP Analysis
Email Analysis
FTP Analysis
HTTP Analysis

Litilizakion {percentage)

Broadcast and Multicast
Packet Size Distribution

¥ Utilization (bits) (Global)

P
o 90.000 Kbps

| @

]
[
@ E0.000Khps —
=5
@
g 30.000 Kbps —
g
a

¥ Dbps I EEEE

2006-04-11 1720035 2006-04-11 17:20:35 2006-04-11 1720035

“

Elapsed Time (Interval: 1 second)

<«

B Lttilization (bitz)

<«

ﬁpackst Size Diskribution = =] @ E' oll - i&f] 5 | Interval: 1 sec v Walue: Per 1 sec value

Errors Packets
General

Litilizakion (biks)

Mebwork Packets

Litilization {percentage)

Broadcast and Multicast

TCP Analysis
Email Analysis

FTP Analysis

(hutes)

Upload and Download

v Packet Size Distribution (Global)
* -
@
=
@
[=2]
=
2
e <
|PaCk‘3t5'23D'5t”b'—'t'D” | TP L PP PP P P PP PP PP PP PP TP ad
" 2006-04-11 17:21:46 2006-04-11 17:21:46 2006-04-11 17:21:46
M Elapsed Time (Interval: 1 second)
2 B ==54 [Hes127 128255 [ 256-511

5121025 10241517 [l ==1518

© 2001-2008 Colasoft Co., Ltd. All rights

Page



A Colasoft

Gat be Know Yaour Nebsesek

Colasoft Capsa Getting Started

You can select a same graph title and different display value or interval value, or two graph titles with same
display value and interval value.

Reports view
The reports view provides the real time reports of global network or a specific group.

Save As Display Options
A?Summ‘gy,_FBﬁl‘;‘ﬁuses rEnl:Ip-:uints rF‘rDtcu:l:uls rCDnversatiI:uns rMatrix rF‘ackets rLl:ugs rGrapI'}s/REpurts 4 b
E_j @ @ T Refresh |Pruject l.cscpruijepurt|
~
Report of Project 1.cscproj ‘' Colasoft Capsa
Report generated on: 20056-07-12 14:27:082 -
B Summary Statistics
B Diagnosis Events
B Protocol Statistics
M TOP 10 IP Protocol
M TOP 10 Physical Addresses
B TOP 10 IP Addresses
B TOP 10 Local IP Addresses
M TOP 10 Remote IP Addresses
Summary Statistics
Statistics Values
Capture Count
Start Date Z006-07-12
Start Time 13:09:41
Duration oo:15:29
Physical Errors Count
Taotal Errors 0
CRC Errors a
Alignrment Errors 0 W

Click the [#] button to open the Report Options dialog and change the settings.
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Report Options

Surnrnary Skatiskics
Diagnosis Statistics
Protocol Statistics
Top IP Prokocols
Top |10 % Table [ Top

Top Physical Addresses
Top (10 2| Table []Top

Top IP Addresses

Top (10 2| Tahle [1Top

Top Local IP Addresses
Top (10 2| Table [JTop

Top Remote IP Addreses
Top (10 2| Tahble ClTop

Ik ][ Cancel ] [ Help

Modify Project Settings

In Colasoft Capsa, every project has its own adapters, filters and analyzers, the Project Settings dialog lets
you customize the settings for the current project. You can define project settings before starting capture or
during the process of capture. Click the Settings button in the toolbar to open a Project Settings dialog,
where you can make general options, change project adapter, add or modify filters, customize network profile,
set conditions for logs and select diagnosis events.

General

This page provides some general project options.
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Project Settings

General | E3 adapter | 57 Fiker | 9% Metwork | 5 Log | & Diagnosis

Packet buffer size: 16354| Kilobytes

When buffer is full: Discard oldest packets (ring buffer) w
[ ] auto save packet file

Statistics Settings
Enable detail protocal statistics of each endpoint, [ ] Enable detail protocol skatistics of each conversation

[|Enable detail skatistics of packet size, [ Group IP address by iks counkry,

[ ]Enable custom port
Always shaw project settings when stark capkure,

[ ]5ave as default settings (0] 4 l [ Zancel ] [ Help

* Packet buffer size

By default the packet buffer size is 16384 KB. You may change the value, but you must take the size of your
system memory into account, because captured data is stored in the packet buffer and, when you save a project,
the data contained in it will be saved to your hard disk.

*  When buffer is full

When the number of captured packets reaches the packet buffer size you have specified, Colasoft Capsa will do
one of the following: Discard oldest packets (ring buffer), Discard new packets, Discard all old
packets and Stop capture.

* Auto save packet file
If checked, Colasoft Capsa will automatically save packets to a single file or split files as you define

* Statistics Settings
You can save system resources if uncheck the following statistics options.

+ Enable detail protocol statistics of each endpoint.
If check this option (by default), you will not see detail protocol statistic information of endpoints (except root
nodes).

+ Enable detail statistics of packet size.
If uncheck this option (by default), you will not see the statistics of Most Common Packet Sizes in the
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Summary view.

+ Enable detailed protocol statistics of each conversation
If check this option (by default), you will not see the detailed protocol statstics of each conversation in the
Conversations view.

¢+ Group IP address by its country
If uncheck this option (by default), the captured IP addresses will not be grouped under countries in the IP
Explorer group of the Project Explorer dock window.

* Enable custom port
Check this option if you want Capsa to monitor non-standard ports, and then click the button (] to add ports.

* Always show project settings when start capture.
If checked, Colasoft Capsa will always open the Project Settings dialog every time when you start a new
capture.

Adapter

Each time when you start a new capture, you are required to select the adapter. Available adapters are listed in

the Project Settings - Adapter page, you can choose one or more adapters (only one adapter can be opened
in the professional edition) for the current project.

Project Settings

Generall 23 Adapter |? Filter | 53 Metwork | 5 Log | %8 Diagnosis

= EE Local Adapter
5i5 900-Based PCI Fast Ethernet Adapter
Localhost LaopBack

Property Yalue
Packet Driver MDIS Protocol Driver
Physical Address 00:0B:&64:54:CF: 7A(302,3)
Link, Speed 100.0 Mbps
Max Frame Size 1500 bytes
IP Address 192,168, 10,68/ 255, 255,255.0
Default Gateway 192.168.10.1 (00:ED:4E: 10:F2:4iC)
Adapter Skatus Cperational
Calculate netwark utilization Bandwidth: oo =
[ ]5ave as default settings [ (8]4 ] [ Cancel ] [ Help ]
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Filter

This page allows you to set filters for analyzing packets. You can add a new filter or select from theFilter Table
lists some predefined filters, or import filter from a file.

Project Settings

ceneral | ZE .ﬁ.dapter| T Fiter |-P:; Metwork, | 5 Log | &3 Diagnosis
Hi adapter [ﬂ]
Accept only ¥
packﬁs MOT % Zerver]
matching 1 Packets fromio server
fitter.
b J
e (M e
matching any of PACKELS )
3 fiters.
[@ POPE
@ SWTP
SMTP packets
Anal
B Anslyzer [ﬁ@cpurt ,
[ ]5ave as default settings [ (0] 4 l [ Cancel ] [ Help ]
* Accept

By clicking this button (if applicable), you can change the current filter's status, Colasoft Capsa will accept the
packets matching this filter for analysis.

* Reject
By clicking this button (if applicable), you can change the current filter's status, Colasoft Capsa will not accept
the packets matching this filter for analysis.

. Up
By clicking this button (if applicable), you can move up the current filter.

¢ Down
By clicking this button (if applicable), you can move down the current filter.

e Add
Click on this button and choose to create a new filter or add from the Filter Table.
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Add Filter X

simple Filter | Advanced Filker

Filter narme: |Filter5 | Filter calar:

Comrnent: |F‘ackﬂt Filker | @ accept O Reject
address filker

Address 1 Address 2

|IF"-.-'4 address w ”E LlEede |.ﬁ.ny address w HE

|Eh:|l:h directions w

192,168,068 v|@
[]Port filker

Part 1 Paort 2

Direction

Protocol Filker

Ethernet I1 Ethernet II
Ik l[ Cancel
e Edit...

To modify the current filter, click the Edit... button and open the Modify Filter dialog, note that the
moadifications made from this dialog is only project-related.

* Remove
When this button pressed down, the current filter will be removed from filter list and can not be recovered.

* Import...
You can import filter from a saved filter file.

¢ Export
Click on this button and choose to export all filters or just selected ones.

Network

In the Network page of Project Settings, you can customize one or more physical endpoints or IP endpoints,
accordingly the network nodes in the Project Explorer will be reassigned or renamed.
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Project Settings f'5_<|

ceneral | 28 adapter ? Filter| {I’.; Metwork, |@ Log ':(-i._‘,' Diagniosis

=gy Physical Endpaints PN Add
= Lﬂ? Local Segment 3
[ Local Host Edit...
[ Gateways

[ Broadcast Addresses R emove
[ Multicast Addresses
=% IP Endpaints
=5 Local Subnets
[l 19z.163.0.0024
4 Local Host

=

T

Gateway

(4 Broadcast
L "This" Metworks Down
=4 Public-Drata Metworks

Gakeway

£

Please enter IP addresses, IP ranges or nekmasks of this
group, one entry per line.

192.168.0.1 Limit sub-nodes: (1000
w
Auto Detect

[ ]3et as default group

Import...
Set as local group

Export...

[ ]5ave as default settings [ (0] 4 l [ Zancel ] [ Help ]

The Auto Detect button is to automatically detect you network configuration, you may also load a network
profile from a file, or save your current settings to a file.

Log

In Colasoft Capsa, the analyzers are the basis of counters, logs and graphs, which provide additional highly
focused analysis results for your network traffic. You can set conditions for these three kinds of log in the
Project Settings - Log page by clicking the Log button 2% in the toolbar

DNS Log
In the setting page, you can define the DNS log's buffer size, select log file format, and set conditions for the
display of DNS logs.

See the figures below as setting examples.
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Project Settings P?|

General Adapker ? Filker ffj Netwu:urk| 5‘! Log |'~@ Diagnosis

= DMS Log

DMS Conditions
= |v] Email Log Status Successful
[] Conditions =
= [¥] FTP Log Query
[] Conditions Shatus Al
= HTTP Log
[] Conditions
= MM Log
[] Conditions
= £IM Log
[] Conditions
= 100 Lag Query
[] Conditions Sek Filkers For DNS query name; mulkiple query are
=] Y¥ahoo Messenger Log separated with semicolon, e.g: v, 163, com;
[ Conditians WAL, SIME, COM,

Blank conditions will be ignored by syskem; the logical
relationship between conditions is "MD" if there is any
other conditions defined.

RT?t R7et aﬂ/fmpant

[ ]5ave as default settings (0] 4 l [ Zancel ] [ Help

Export

Email Log
In the setting page, you can define the email log's buffer size, select log file format, enable Colasoft Capsa to
save email contends and set conditions for the display of email logs.

See the figures below as setting examples.
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Project Settings P?|

ceneral | 28 adapter ? Filker -}"'—; Netwu:urk| 5‘! Log |'=(-i._fu Diagnosis

= CMS Log =
[] DNS Conditions Atkachment Ignaore
= Ernail Log Size: Range (KB 1024
Conditions Sender Address @colasoft, com
= FTP Log Receiver Addrass
[] Conditions =
= HTTF Log Attachment Ignore
[] Conditions .
5 — Size Range (KEB)
o3 . Sender Address
[] Conditions Receiver Address timcalasoft
= AIM Log teceiver Address supporb@colasoft, com
[] Conditions
= 100 Log Receiver Address
[] Conditions The address of email recipient,
= ‘tahoo Messenger Log Blank exceptions will be ignored by system; the logical
[ Conditians relationship between exceptions is "AMND" iF there is any

other exception defined,

Reset Reset all

/ Import
""/"
1]~ &xport

[ ]5ave as default settings [ (0] 4 l [ Zancel ] [ Help

By default, the email log is enabled and the log buffer size is preset as 1024 KB. If you disable the email log, you
can not see any email log information from the Logs - Email Messages view.

FTP Log
In the setting page, you can define the FTP log's buffer size, select log file format, and set conditions for the
display of FTP logs.

See the figure below as setting examples.
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Project Settings P?|

General Adapker ? Filker ffj Netwu:urk| 5‘! Log |'u@ Diagnosis

= DMS Log =
[] DNS Conditions File Size (KEB)
= [¥] Email Log File Mame zip
[] Conditions =
&-[v] FTF Log File: Size (KB) 0-200
Conditions File Mame
=] HTTP Log
[] Conditions
= MM Log
[] Conditions
= AIM Log
[] Conditions
=] 100 Lag File Size (KB)
[] Conditions The size of FTP files (value, value range or the
= ‘tahoo Messenger Log ;u:uml:ulna{:u:éri of the bwo).
L ample 1:
[ conditions Sample 2:125-200
Sample 3: 21;125-200
Blank exceptions will be ignored by system; the logical
Reset R " relationship between exceptions is "AMD" if there is any
eset a other exception defined.
/ Import
(@) ———-xport

[ ]5ave as default settings (0] 4 l [ Zancel ] [ Help

HTTP Log

In the setting page, you can definethe HTTP log's buffer size, select log file format, and set conditions for the
display of HTTP logs. The settings or modifications made in this page will impact the results displayed in the
Logs - HTTP Transfers view.
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Project Settings P§|

ceneral | 23 adapter ? Filker -;1'-; Netwu:urk| 5‘! Log |'=@ Diagnosis

=[] DMS Log =
[] DMS Conditions Content Type imaaygif
= Email Log Request Method POST
[] Conditions Status Code 200
[=-|+| FTP Log
Conditions = s
= HTTF Log

Content Type

Conditions
=) _Jndl-“_ln_ Reguest Method
0g
Skatus Cod
[] conditions atus Lode
= [#] AIM Log vy, colasoft, com
[] Conditions
= [#] ICQ Log URL
[] Conditions Set filkers For HTTP URL; mulkiple URLs are separated with
= Yahoo Messenger Log semicalon,
[] Conditions Sample 1: colasoft,com

Sample 2: httpsf ey, colasoft, com

Sample 3: calasaft, com;prokocolbase, net

Blank exceptions will be ignored by system; the logical
Reset all relationship between exceptions is "AMD" if there is any

Reset other exception defined.
1 Import
(@] =—&xport
[ ]5ave as default settings [ (0] 4 l [ Zancel ] [ Help

MSN Log, AIM Log, ICQ Log and Yahoo Messenger Log

To enable MSN log settings, you have to tick in the box next to "MSN Log". In this dialog box you can define the
log buffer size(KB) and decide whether to save log files to disk.

If you want to save the log files in the disk for future reference, you can click "...", then a "Log File Settings"
dialog box will pop up, where you can make detailed saving settings.
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| General || Adapker || ? Filker || gfg Netwnrk[ @ Log E_(q':'.ﬁ Diagnu:usis|

= [¥] DMS Log = MSN Log
Log Buffer Size(kE) 2045
Log File(s) Disable E]
Log File Settings
save log file to disk
" Single file
File name:
Cverwrite the existing File
I':'I--- Yahoo Messenger Log (&) Multiple files
“-[[] Conditions
Save in folder: | | E]
Base file name: | | E]
Split File every |1 = | |Da-;.f w |
(*keep all files () Keep mosk recent ICI files
[ ]5ave as default settings L oK J [ Cancel ] [ Help

Conditions is a place where you can make settings for Account Name and Content. Blank conditions will be
ignored by system; system will log all items if there is no condition defined.
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Project Settings §|

ceneral | 28 adapter ? Filker -;1'-; Netwu:urk| 5‘! Log |L@ Diagnosis

=[] DS Log =; Conditions
[] DNS Conditions Account Mam et Lidmsn, com
= [¥] Email Log Content hella
[] Conditions =
= FTF Log Account Marme
[] Conditions Cantent
= HTTP Log
[] Conditions
= MM Log
Conditions
= £IM Log
[] Conditions
= 100 Log Conditions
[] Conditions Please define ane or more conditions For logging, blank
= ‘tahoo Messenger Log conditions will be ignored by system, system wil log Al
[ Conditians items if there is no condition defined; the logical

relationship between conditions is "aMD" if there are more
than one condition defined.

[ ]5ave as default settings [ (0] 4 l [ Zancel ] [ Help

The settings or modifications made in MSN Log page will affect the results displayed in the Logs - MSN Activities
view.

Diagnoses

This setting page lists all available diagnosis events, all are enabled by default. You can view the description and
other references for an event in the right section when it is highlighted in the left section, the color, severity level
and some other parameters (if applicable) can be customized.
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Project Settings

] ceneral | B3 adapter ? Filker -F; Mebwork 5‘! L-:ugl ¥ Diagnosis

= Diagnosis Analyzer =
=-BY Application Layer Calar B o.o0,0
FTP Data Connection Failure Severity i Motice
FTP Man-FTP Traffic Server Slow Responses Time {ms) | 150

FTP Server Returned Error

FTP Server Slow Respanse Time

HTTF Client Error

HTTF Man-HTTP Traffic

HTTP Request Mot Faund

HTTF Server Error

HTTP Server Slow Response Time

POP3 Mon-POPS Traffic

POP3 Server Returned Error

POP3 Server Slow Response Time

SMTP Man-SMTP Traffic

SMTP Server Returned Error

SMTP Server Slow Response Time
= Transport Layer
Disable All TCP Connection Refused Resat
TCP Fast Retransmissic
[ TP Invalid Ch

IIIIIII*-—EWt

*

[]5gve as deFault%gs \ Import (0] 4 l [ Cancel ] [ Help

Enable All Invert Sdectmn RESH All

SMTP Server Slow Response Time

Description:
The average response time from the server is equal
to ar higher than the Slovww Responze Time threshold,

Pozsible cauzes and solutions:
The SMTP zerver iz overloaded,

Data management

When your project buffer is full, Colasoft Capsa will discard some packets to keep the displayed packets
up-to-date, use the assistant functions of Colasoft Capsa you can protect important packet information from
being discarded.

Saving

Saving a project

To save a project with all its settings and captured packets, you can:
e Use standard keyboard command Ctrl + S.

* Click the icon in the Toolbar.

* Select the Save command from the File menu.

The project will be saved as .cscproj file and stored in hard disk, when you want to have a review in the future,
use the Open command from the File menu or Start Page and select the file name to open it.
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Save As

Save in: i_i.-"_’} Colazoft Capsa B.3 Projects W 3 (¥ £* [

y : |;"| Email. cscproj
53 || HTTP2578, cscproj
My Becent |_L| Office 1.cscproj
Documents || ] Traffic 05247, cscproj

r -

[
Deskiop
ty Documents
5
ky Computer

.;_;l File narme: b | Save

by Metwork Save a tupe: ' Colazoft Capza Projects [* cacproj) b | Cancel

Saving project data

By clicking the Save As icon =1 you can save project data from the Summary view, Diagnoses view,
Endpoints view, Protocols view, Conversations - Stream and Conversations - Data view to a text file.
The charts in the Graph view can be saved in .bmp, .png and .emf format.

Saving as template

You may save the settings defined to a template file and be applied to new projects in future. There are two
ways to save as template:

e Save from the File menu

Open the File menu and select Save As Template....

* Save from the Project Settings dialog
Click the Save As Default Template... button from any page of the Project Settings dialog.

Importing & exporting packet file

Import a packet file

Colasoft Capsa supports the following packet file formats
* Colasoft Capsa native format (*.cscpkt)

* Colasoft Capsa previous format (*.cpf)

» Sniffer packet file format (*.cap)

» EtherPeek packet file format (*.pkt)

* TokenPeek packet file format (*.pkt)

* AiroPeek packet file format (*.pkt)

* Raw packet file format (*.rawpkt)

e Microsoft Network Monitor 2.x (*.cap)
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« TCP DUMP File(*.dmp)

Import steps:

e Select Import Packet File... from the File menu.

» Specify the file name and file format.

* Customize the import options and project settings.

* The current project data will be cleared after you finish import.

X

Import Option

File Information

Creake Time:
File Format:

First Packet Time:

2006-01-12 02:23:35
Colasoft Capsa 5.5 Packet File

2006-01-12 10:22:52

File Size:

Packet Count:

Last Packet Time:

1.635 MB

4695

2006-01-12 10:23:34

[ ]range
2006-01-12 10:22:52 2006-01-12 10:23:34
Ev time:
By Mo,
_ 0B 327566 KB G45.133 KB 0 960 hiB 1.220 MiB 1.599 Wb
B size! L j
Packet EBuffer

Packet Buffer Size: Kilobytes

wWhen buffer is Full, discard aldest packets (ring buffer)

< Back. H Mexk = H Finish H Cancel ] [ Help

Export to a file
Captured packets and related information can be exported to a file in public formats such as Text and HTML.
Packet list information can be exported from the Packets view, Conversations view and Logs view.

Export steps: (take the Packets view as an example)
Highlight the selected packets (use Shift or Ctrl key to select multiple items).

Right click and select Export Packet..., or click the icon &1 from the toolbar.
Specify the file type and items in the opened dialog.
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Export to File

Select file kype:

HTML Files (*,hkmal)

Colasoft Capsa Packet File (*,cscpki)
Sniffer Packet File (*.cap)
EtherPeek/ArioPeek Packet File (w30 (¥, pkt)
Raw Packet File {*.rawpkk)
libpcapitcpdump, Ekhereal gte, ) (*.cap)

likreanfFrndiirn FRhavazl abe 4 fF Araet

£ |

|
[

Select items to expork

(%) Selected items in list

pagpoiaroTEte

EXP ort (3 all items in list

= Back [ Mext = l [ Cancel ] [ Help

» Define the path to save the export file.

Export to File FZ|

Save exporked file in:

1 Files\Colasoft Capsa 6.3 EE\ExportPacketData, bk | [ ]

[ < Back “ Mext = ][ Cancel ] [ Help

Check the columns you want to export (only applicable for *.txt, *.csv and *.html format), then finish the

export.
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Export to File

Select calumns to expart:

Ma.

Dake
Absolute Time
Delta Time

(>

Relative Time
Source —
Destination
Protocol

Size

IP Identifier

.

[£

*RRRERRERRE

L L

Export

Select all colurmns

< Back ” Finish ][ Cancel

A dialog will inform you when packets have been exported successfully; you can open the file from the
dialog directly.

Export to File

The file "C:\Program Files\Colasaft Capsa 6.3
EEVExportPacketData. txt" has been exported successfully,

would wiou like to open the File or open the containing Folder?

Cpen File ] [Open Containting Folder ] [ Cancel ]

Printing

You can not print or print preview selected information during the capture process until you stop the program.
When you choose the Print command from the File menu or click the icon % from the toolbar, only the visible
listings will be printed. To print selected items, use Shift or Ctrl key to set a print scope. If you would like to
print more columns' information, you must show desired columns first. Colasoft Capsa supports printer printing
and PDF printing, you can use the Print Setup command in the File menu to define printing options.
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