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The following tutorial assumes that you have already installed Colasoft Capsa 6.7 Enterprise Edition on your machine. 

 

Create a new project 
 
Run Colasoft Capsa. The Start Page is the first screen you will see. 
 

 

 
 

Start Capture 
 
To immediately start capturing packets, just c lick the Start Capture Now button, Colasoft Capsa will use the 
default project settings. 
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All available adapters are listed in this page, you may select two or more adapters from the list. The lower pane 
offers the property information of the highlighted adapter.   
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Test  

To test an adapter you just need to select on adapter and click test at the right bottom, a dialog box will pop up 
and show the test information. 
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It is allowed to change adapter during the capture process, however, in order to keep the data displayed 
accurate and up to date, any change to adapter settings will clear or reset some project items, e.g. statistic 
values, graph data, analyzers, conversations and packet buffer. Log data are optionally cleared, including email 
messages, FTP transfers, HTTP requests and diagnosis event logs.  

 
Click the OK button to start capture. 
 

Views Layout 
 
This is the project window of Colasoft Capsa. 
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� Window title – shows the current project name. 
� Menu bar – provides many useful commands of Colasoft Capsa. 
� Tool bar –  contains the buttons for the most commonly used menu commands, which can be added or        
remove. 
� Project Explorer dock window – allows users to quickly switch among global statistics and the details of 
specific nodes 
� Project Status dock window – presents the general information of the current project, some items can be 
displayed as either value (by default) or percentage.  
� Tab views – Colasoft Capsa has nine tab views, each focusing on different network information. The table 
below offers the main usage of these views. 
 
 

Tool bar 

The toolbar provides the button navigation for frequently -used tasks in Colasoft Capsa.  
 

 
 
To add or remove buttons from the toolbar, click the Toolbar Options at the right of the toolbar, then move the 
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cursor over the Add or Remove Buttons and the Standard command, then check or uncheck the buttons 
you would not like to appear in the toolbar.  
 

 
 
 

Project Explorer  

The Project Explorer dock window is on the left section of project window by default, which allows you to view 
the current status of each node and quickly switch among global statistics and the details of specific network 
nodes; you can not see it if no project is created or opened. There are three groups: Protocol Explorer, 
Physical Explorer and IP Explorer. 
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Protocol Explorer - lists network endpoints by protocol.  
Physical Explorer - lists network endpoints by physical address.  
IP Explorer - lists network endpoints by IP address.  
 
 

Project Status 

 
 
The items Packets lost, Packets accepted, Packets rejected and Buffer usage can be displayed either as 
value (by default) or percentage, you can select from the context menu with a right click. 
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Tab views 

Summary view 
The Summary view provides the summary statistics of global network or specific network nodes. 
 

 
 
v Custom columns 

By default, only some sub-columns are displayed. To view more statistic information in different  
 

columns, right click in the display and put the mouse pointer on Choose Current Sub-columns  
 
and then check columns from the context menu. Alternately, you can use the icon  to check more 
sub-columns. 
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v Snapshots 

You can take snapshots for the summary statistics at any time, which will be very helpful if you want to 
compare your network state in the future. 
 
Click the icon  or right click, select the Take Snapshot from the sub-context menu. Repeat the operations 
to take multiple snapshots. 
 

 
 
 
Diagnoses view 
The Diagnoses view presents the diagnosis events of global network or selected network node. You can find a 
diagnosis statistics according to network layers from the upper view, whereas the corresponding events are 
listed in the lower sub view, each event is assigned a severity level. 
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The Diagnoses view labels events with the following severity level icons: 
 

Severity Level Icon Description 

Information  
Indicates a normal message, no corrective action 
is required. 

Notice  
Indicates normal but significant conditions, may 
require special handling.  

Warning  
Indicates an error condition that requires attention 
and should be addressed soon. 

Critical  
Requires immediate intervention by administrators 
to prevent serious problem to the network. 

 
v Event Properties 

To get a detailed description and remedy suggestion, push the References tab in the lower sub view (if 
applicable). 
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You can also right click in the upper view and choose the Properties to view the references in a new window. 
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v View relative packets of an event 

Double click an event in the Events sub view, Colasoft Capsa will open an Event Relative Packets window 
showing the related packet information to this event.  
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v Locate Explorer Node 

You can locate the current node in the Project Explorer, and then switch to other views for more information 
on the node. 

 
� Select an item and right click. 
 
� Choose the Locate Explorer Node from the context menu and select the Source IP/Destination IP. 
 

 
 
� The Source IP was highlighted in the Project Explorer window. 
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Endpoints view 
The Endpoints view presents the detailed communications of each endpoint in network. 
 

 

 
v Make a filter from captured packets 

It is available to make filters directly from this view. 
 
� Select an endpoint from the list. 
� Right click and choose the Make Filter…  command from the context menu. 
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� You will see an Add Filter dialog the predefined parameters from the endpoint you selected. You can name 
it, give it a comment or modify its parameters. 
 

 

 
v Add Name Table 

Use the Name Table to specify a new name for an endpoint and make it familiar to you. 
� Select an endpoint, right click and choose the Add to Name Table…  command. 
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Specify the type of the item, IP Address, Physical Address and TCP-UDP Port, the corresponding address 
or port number, alias and its color when showed in the Name Table and tab views. 
 

 
 
 

Protocols view 
The Protocols view d isplays the information of protocols used in network communications. 
 
You may use the combo box to select a display type.  
• All 

Displays all hierarchical protocols. 
 

• Physical 
Displays protocols based on Ethernet II. For example, ARP, IP, IPv6, IPX, and so on. 
 

• IP 
Displays protocols based on IP protocol. For example, HTTP, MSN, DNS, NetBIOS, and so on. 
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You can sort the captured data by clicking on a column heading 
 

 
 
 

Conversations view 
The Conversations view dynamically presents the real-time status of Physical, IP, TCP and UDP conversations 
between pairs of endpoints, the sub-views offer the related packets and  
 
reconstructed stream the active conversation. 
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� Packets - shows the related packets to the current conversation. A conversation will be kept in the 
Conversations view for two minutes after it is closed; when it is cleared from the conversation list, you can still 
find its related packets in the Packets view. 
� Stream - Unique to TCP connections list. Offers the reconstructed TCP stream of the selected item. 
� Data - Unique to UDP conversations list. Offers the reconstructed UDP data of the selected item. 
 
 
Matrix view 
The Matrix  view shows the network traffic statistics. The line weight indicate the volume of traffic between 
nodes arranged in an extensive ellipse indicate the traffic. 
 



Colasoft Capsa Getting Started                                                                   

________________________________________________________________________________________________________ 
©  2001-2008 Colasoft Co., Ltd. All rights                                                                               Page 

 
 
The Matrix view includes individual tools to customize the display types of network traffic. This lets you quickly 
create a picture of all the traffic or sending/receiving traffic.  
 
The nodes around an elongated ellipse display the hosts in your network, the line weight present the volume of 
traffic between nodes. The green color reveals the traffic is transmitting current now and the black color displays 
the transmission is completed by default. When you drag nodes to a new position, the connecting lines 
rubber-band. Colasoft Capsa will popup a notice if the captured nodes exceed 1000. 
 
 

Packets view 
The Packets view presents a list of captured packets and the packet decode information in Hex, ASCII and 
EBCDIC. 
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v Packet decoding formats 
� Right click and choose the Show EBCDIC command from the context menu. 
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v Highlight packet 
Highlight some suspect packets to make them easy to find. 
� Select a packet from the Packet list and right click.  
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� Choose the Highlight Packet command. 
 

 

 
� Select Toggle command. 
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� The selected packet will be highlighted in the list. 
 

 

 
 
v Packet comment 
Make a comment to the packet you are interested. 
� Select an item and right click. 

 

 
� Choose the Packet Comment command in the context menu and select the Add Comment from the sub 
context menu.  
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� Enter comment in the Add Comment dialog. 

 

 

 
� In the packet list view the packet you commented on was mark it with an icon. 
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v Find 
You can easily find a specific item in the Project Explorer dock window, Endpoints view, Protocols view, 
Packets view, Connections view and Logs view. 
 
For example, find a packet in the Packets view. 
� Select an item, right click and choose Find command from the context menu.  
 

 
 
� Enter key word of the packets you want to find out. 

 
 
� Specify the scope you want to search in. 
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v Set relative packet 
If you set a packet as the relative packet and show the Relative Time column, the column will display the time 
span of other packets from the relative packet. 
 
The following figure is the relative time between every packet in the default order. Select the packet you want to 
set it as standard and right click. Choose the Set Relative Packet command from the context menu. 
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v Filter display packet 
By selecting related packets, you can filter out unwanted packets simply and quickly  
 
� Choose the packet you interested in and right click. Then click the By Destination listed in the Selected 
Related Packets command. 
 

 

 
� The relative packets will be high lighted in the list. 



Colasoft Capsa Getting Started                                                                   

________________________________________________________________________________________________________ 
©  2001-2008 Colasoft Co., Ltd. All rights                                                                               Page 

 

 
� Right click and choose Hide Unselected Packets command. 
 

 

 
� Packets listed here are all related packet. 
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Logs view 
The logs in Colasoft Capsa can record global or scope-specific network events, containing four 
types of log primarily generated by the advanced analyzers: HTTP requests, email messages, FTP 
transfers, DNS analysis and four instant messenger activities: MSN activity,  AIM activity, ICQ 
activities, and Yahoo Messenger Activities. Colasoft Capsa enables all logs by default, you can 
change each log's settings in the Project Settings - Log page. If a log is disabled, you will not see 
the results in the Logs view. 
 

 
 
� HTTP Requests - presents the information of captured web accesses, you can open a listed URL with 
double clicks. 
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� Email Messages - shows the captured email messages transmitted in plain text, email list and related 
information. 
� FTP Transfers –  reveals the detailed records of FTP uploads and downloads. 
� DNS Analysis - shows the details of DNS analysis results. 
� MSN Activity view - offers the records of MSN activities. 
� AIM Activity view - offers the records of AIM activities.   
� ICQ Activity view - offers the records of ICQ activities.   
� Yahoo Messenger Activity view - offers the records of Yahoo Messenger activities. 
 
v Open URLs 
You can open a URL with double clicks. 
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v Open Emails 
To view the reconstructed email contents, you must enable Save Email Contents in the Logs page of Project 
Settings dialog before capture emails. 
 

 

 
� Select the email you interested in and double click. 
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� Colasoft Capsa will open it with your email client software. 

 
 
 

Graphs view 
This view graphically presents the statistic data of the node you select from the Project Explorer  
 
dock window. It contains a number of graph groups and multiple graph titles, including errors vs total packets, 
network utilization, packet size distribution, packet size details and many more. 
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v Highlight an item 
The highlight function in the Graphs view let you focus on any item displayed in graphs view. Colasoft Capsa 
will highlight the item and popup a description to indicate the statistic information you interested in when you 
push your mouse on it. 
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v Compare mode 

The compare mode lets you compare two distinct graphs simultaneously in a single view. C lick the icon  from 
the toolbar to split the display into two sections, each section has its own graph groups and display options.  
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You can select a same graph title and different display value or interval value, or two graph titles with same 
display value and interval value. 
 
 

Reports view 
The reports view provides the real time reports of global network or a specific group.  

 

 
Click the  button to open the Report Options dialog and change the settings.  
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Modify Project Settings 
In Colasoft Capsa, every project has its own adapters, filters and analyzers, the Project Settings dialog lets 
you customize the settings for the current project. You can define project settings before starting capture or 
during the process of capture. Click the Settings  button in the toolbar to open a Project Settings dialog, 
where you can make general options, change project adapter, add or modify filters, customize network profile, 
set conditions for logs and select diagnosis events. 
 

General 

This page provides some general project options. 
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� Packet buffer size 
By default the packet buffer size is 16384 KB. You may change the value, but you must take the size of your 
system memory into account, because captured data is stored in the packet buffer and, when you save a project, 
the data contained in it will be saved to your hard disk. 
 
� When buffer is full  
When the number of captured packets reaches the packet buffer size you have specified, Colasoft Capsa will do 
one of the following: Discard oldest packets (ring buffer), Discard new packets, Discard all old 
packets and Stop capture. 
 
� Auto save packet file 
If checked, Colasoft Capsa will automatically save packets to a single file or split files as you define 
 
� Statistics Settings 
You can save system resources if uncheck the following statistics options. 
 
w Enable detail protocol statistics of each endpoint. 
If check this option (by default), you will not see detail protocol statistic information of endpoints (except root 
nodes). 
 
w Enable detail statistics of packet size. 
If uncheck this option (by default), you will not see the statistics of Most Common Packet Sizes in the 
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Summary view.  
 
w Enable detailed protocol statistics of each conversation  
If check this option (by default), you will not see the detailed protocol statistics of each conversation in the 
Conversations view.  
 
w Group IP address by its country  
If uncheck this option (by default), the captured IP addresses will not be grouped under countries in the IP 
Explorer group of the Project Explorer dock window. 
 
� Enable custom port 
Check this option if you want Capsa to monitor non-standard ports, and then click the button  to add ports. 
 
� Always show project settings when start capture. 
If checked, Colasoft Capsa will always open the Project Settings dialog every time when you start a new 
capture.  
 

Adapter 

Each time when you start a new capture, you are required to select the adapter. Available adapters are listed in 
the Project Settings - Adapter page, you can choose one or more adapters (only one adapter can be opened 
in the professional edition) for the current project. 
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Filter 

This page allows you to set filters for analyzing packets. You can add a new filter or select from the Filter Table 
lists some predefined filters, or import filter from a file. 
 

 

 
� Accept 
By clicking this button (if applicable), you can change the current filter's status, Colasoft Capsa will accept the 
packets matching this filter for analysis. 
 
� Reject 
By clicking this button (if applicable), you can change the current filter's status, Colasoft Capsa will not accept 
the packets matching this filter for analysis. 
 
� Up 
By clicking this button (if applicable), you can move up the current filter.  
 
� Down 
By clicking this button (if applicable), you can move down the current filter.  
 
� Add 
Click on this button and choose to create a new filter or add from the Filter Table. 
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� Edit... 
To modify the current filter, click the Edit... button and open the Modify Filter dialog, note that the 
modifications made from this dialog is only project-related. 
 
� Remove 
When this button pressed down, the current filter will be removed from filter list and can not be recovered. 
 
� Import... 
You can import filter from a saved filter file. 
 
� Export 
Click on this button and choose to export all filters or just selected ones. 
 
 
 

Network 

In the Network page of Project Settings, you can customize one or more physical endpoints or IP endpoints, 
accordingly the network nodes in the Project Explorer will be reassigned or renamed. 
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The Auto Detect button is to automatically detect you network configuration, you may also load a network 
profile from a file, or save your current settings to a file. 
 

Log 

In Colasoft Capsa, the analyzers are the basis of counters, logs and graphs, which provide additional highly 
focused analysis results for your network traffic. You can set conditions for these three kinds of log in the 

Project Settings - Log page by clicking the Log button  in the toolbar 
 
 
 
DNS Log 
In the setting page, you can define the DNS log's buffer size, select log file format, and set conditions for the 
display of DNS logs. 
 
See the figures below as setting examples. 
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Email Log 
In the setting page, you can define the email log's buffer size, select log file format, enable Colasoft Capsa to 
save email contends and set conditions for the display of email logs. 
 
See the figures below as setting examples. 
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By default, the email log is enabled and the log buffer size is preset as 1024 KB. If you disable the email log, you 
can not see any email log information from the Logs - Email Messages view. 
 
 

FTP Log 
In the setting page, you can define the FTP log's buffer size, select log file format, and set conditions for the 
display of FTP logs. 
 
See the figure below as setting examples.  
 



Colasoft Capsa Getting Started                                                                   

________________________________________________________________________________________________________ 
©  2001-2008 Colasoft Co., Ltd. All rights                                                                               Page 

 

 
 

HTTP Log 
In the setting page, you can define the HTTP log's buffer size, select log file format, and set conditions for the 
display of HTTP logs. The settings or modifications made in this page will impact the results displayed in the 
Logs - HTTP Transfers view. 
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MSN Log, AIM Log, ICQ Log and Yahoo Messenger Log 
 
To enable MSN log settings, you have to tick in the box next to "MSN Log". In this dialog box you can define the 
log buffer size(KB) and decide whether to save log files to disk.  

If you want to save the log files in the disk for future reference, you can click "...", then a "Log File Settings" 
dialog box will pop up, where you can make detailed saving settings. 



Colasoft Capsa Getting Started                                                                   

________________________________________________________________________________________________________ 
©  2001-2008 Colasoft Co., Ltd. All rights                                                                               Page 

 

Conditions is a place where you can make settings for Account Name and Content. Blank conditions will be 
ignored by system; system will log all items if there is no condition defined. 
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The settings or modifications made in MSN Log page will affect the results displayed in the Logs - MSN Activities 
view. 
 

Diagnoses 

This setting page lists all available diagnosis events, all are enabled by default. You can view the description and 
other references for an event in the right section when it is highlighted in the left section, the color, severity level 
and some other parameters (if applicable) can be customized. 
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Data management 
When your project buffer is full, Colasoft Capsa will discard some packets to keep the displayed packets 
up-to-date, use the assistant functions of Colasoft Capsa you can protect important packet information from 
being discarded. 
 

Saving 

Saving a project 
To save a project with all its settings and captured packets, you can: 
� Use standard keyboard command Ctrl + S.  
� Click the icon in the Toolbar.  
� Select the Save command from the File menu. 
 
The project will be saved as .cscproj file and stored in hard disk, when you want to have a review in the future, 
use the Open command from the File  menu or Start Page and select the file name to open it. 
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Saving project data 
By clicking the Save As icon , you can save project data from the Summary view, Diagnoses view, 
Endpoints view, Protocols  view, Conversations - Stream and Conversations - Data view to a text file. 
The charts in the Graph view can be saved in .bmp, .png and .emf format. 
 

Saving as template 
You may save the settings defined to a template file and be applied to new projects in future. There are two 
ways to save as template: 
� Save from the File menu 
Open the File  menu and select Save As Template.... 
 
� Save from the Project Settings dialog 
Click the Save As Default Template... button from any page of the Project Settings dialog. 
 

Importing & exporting packet file 

Import a packet file 
Colasoft Capsa supports the following packet file formats  
� Colasoft Capsa native format (*.cscpkt) 
� Colasoft Capsa previous format (*.cpf)  
� Sniffer packet file format (*.cap) 
� EtherPeek packet file format (*.pkt) 
� TokenPeek packet file format (*.pkt) 
� AiroPeek packet file format (*.pkt) 
� Raw packet file format (*.rawpkt) 
� Microsoft Network Monitor 2.x (*.cap) 
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� TCP DUMP File(*.dmp) 
 
Import steps: 
� Select Import Packet File... from the File menu. 
� Specify the file name and file format. 
� Customize the import options and project settings. 
� The current project data will be cleared after you finish import. 
 

 

 

Export to a file 
Captured packets and related information can be exported to a file in public formats such as Text and HTML. 
Packet list information can be exported from the Packets view, Conversations view and Logs view.  
 
Export steps: (take the Packets view as an example) 
• Highlight the selected packets (use Shift or Ctrl key to select multiple items). 

• Right click and select Export Packet..., or click the icon  from the toolbar.  
• Specify the file type and items in the opened dialog.  
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� Define the path to save the export file.  

 

 
• Check the columns you want to export (only applicable for *.txt, *.csv and *.html format), then finish the 
export. 
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• A dialog will inform you when packets have been exported successfully; you can open the file from the 
dialog directly. 

 

 

Printing 

You can not print or print preview selected information during the capture process until you stop the program. 
When you choose the Print command from the File menu or click the icon  from the toolbar, only the visible 
listings will be printed. To print selected items, use Shift or Ctrl key to set a print scope. If you would like to 
print more columns' information, you must show desired columns first. Colasoft Capsa supports printer printing 
and PDF printing, you can use the Print Setup command in the File menu to define printing options. 
 


