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Overview

Welcome to Colasoft Capsa.

Designed for packet decoding and network diagnosis, Colasoft Capsa monitors the network traffic transmitted over
a local host and a local network, helping network administrators troubleshoot network problems. With the ability of
real time packet capture and accurate data analysis, Colasoft Capsa makes your network transparent before you,

letting you fast locate network problems and efficiently resolve hidden security troubles.
With the help of Colasoft Capsa, you can easily accomplish the following tasks:

. Network traffic analysis

. Network communication monitoring
. Network problems diagnosis

. Network security analysis

. Network performance detecting

o 0o A W N P

. Network protocol analysis

Colasoft Capsa supports monitoring multiple adapters (enterprise edition only), letting you view the traffic passing

through your network via different adapters.

Advanced analyzers provide more detailed information about network traffic, allowing you to view the analyzed

data of email messages, FTP transfers, HTTP requests and DNS analysis.

Simple filters and advanced filters can narrow the target hosts, letting you quickly focus on suspect traffic and

identify the source of network troubles.

Statistics and graphs let you view network communications in various ways, bring you an overall and visual

impression of your network.

The featured Diagnoses list network diagnosis events and provide possible reasons and solutions; Matrix
dynamically shows you mapped network traffic between network nodes, and Reports provide real time statistic

reports of global network or specific groups.

Four built-in network tools Packet Builder, Packet Player, MAC Address Scanner and Ping Tool, make it possible for
you to create, edit and send out packets, replay packet files, scan Mac addresses, ping IP addresses and domains

during monitoring. In addition, external Windows applications or tools can be customized to add to the program.

Flexible and intuitive interface is the outstanding feature of Colasoft Capsa, you can easily switch from an overall
statistics to the details of a specific network node, and even a rookie user can start to manage it in a few moments.

Colasoft Capsa, professional and enterprise

This manual serves for Colasoft Capsa 6.7 series, including two editions: professional and enterprise. The two share many features.
When the text refers to "Colasoft Capsa" without further qualification, it applies equally to either edition.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 5
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The professional edition offers all the necessary features of a great network monitoring tool at an inviting price, it can meet IT

professionals’ basic needs in network traffic monitoring and protocol analysis.

The enterprise edition has many more advanced features than the professional edition, such as capturing loopback packets on local

host, available statistic graphs and reports, advanced packets filters, simultaneously monitoring multiple adapters, etc.

Edition differences
The following table presents the main differences between Colasoft Capsa professional edition and enterprise edition. The features

marked with Yes are available.

Feature Professional Edition Enterprise Edition
Ethernet compatible adapters Yes Yes
Adapters
Loop-back adapters N/A Yes
Adapter amount opened in a project One Multiple
Network profile N/A Customizable
Summary statistics snapshot N/A Yes
Packet filters Simple Simple and Advanced
Graphs N/A Yes
Matrix N/A Yes
Reports N/A Yes
Network diagnoses Yes Yes

Version and upgrade

Version is a particular release of a software product. A version number is assigned by a software developer to identify a particular
program at a particular stage, before and after public release. Successive public releases of a program are assigned increasingly
higher numbers. Version numbers usually include decimal fractions. Major changes are usually marked by a change in the whole
number (e.g. Colasoft Capsa 6.0 and Colasoft Capsa 5.0), whereas for minor changes only the number after the decimal point

increases (e.g. Colasoft Capsa 5.2 and Colasoft Capsa 5.5).

A version may have a couple of editions, whereas an edition may be involved in different versions of a software product. Actual

deployment features vary by product edition. In Colasoft Capsa version 5.0 and latter, the editions are professional and enterprise.

Colasoft Capsa has two kinds of upgrade: version upgrade and edition upgrade, each is subject to specific policy. You are always
welcome to upgrade your product from a previous version to the latest one, whatever the upgrade is major or minor, or from the
edition professional to enterprise.

Checking version

You can easily check your product version or the latest version of Colasoft Capsa.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 6
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* Current version
In some cases when you contact Colasoft you are required to provide your product version. To check product version, open

Help menu and choose About Colasoft Capsa....

* Checking for the latest version
Colasoft suggests you to check for the latest version regularly. You may click Colasoft Home Page in the Help menu or
visit http://www.colasoft.com/analyzer/ to get the latest upgrades information.

Version upgrade

You can free upgrade your product to a newer version if your purchased maintenance hasn't expired when the newer version is
released. Otherwise you need to purchase a renewal maintenance.

The maintenance doesn't affect the use of product, if you wouldn't like to renew your product, you are allowed to continue using

the purchased version.

Edition upgrade

You can upgrade your product from an inferior edition to an advanced edition. For example, if you purchase Colasoft Capsa
professional originally and would like to upgrade it to Colasoft Capsa enterprise, you just need to pay the price difference between

these two editions.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 7
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Install and Uninstall

Colasoft Capsa is easy to install and configure for a variety of operating environments. This chapter describes the minimum system
requirements for Colasoft Capsa and presents recommended configuration according to different network scale. It illustrates how
to install the program in various environments, explains how to configure your system to get desired network data and gives some

topologic examples.

Note: Please do not install Colasoft Capsa on a public machine or server to prevent unauthorized access to the program.

System requirements

Colasoft Capsa can be installed on many Windows operation systems, such as Windows 2000, Windows XP and Windows 2003.
Your system's performance and configuration will affect the running status of Colasoft Capsa. The following minimum requirements
are the base line to install and run Colasoft Capsa normally; it would be better if your system has a higher configuration, especially

in a busy or big network.

Minimum requirements:
P3 500 CPU
256 MB RAM
Windows 2000 (SP 4 or later), Windows XP (SP 1 or later), Windows 2003 (SP2 or later), Windows Vista and x64 Edition

Internet Explorer 5.5 or higher

Recommended requirements:
P4 3.0G CPU

512 MB RAM or more
Windows 2000 (SP 4 or later), Windows XP (SP 1 or later), Windows 2003 (SP2 or later), Windows Vista and x64 Edition

Internet Explorer 5.5 or higher

Notes:
Supports Windows XP/2003 x64 Editions.
Dual CPU servers are not supported.
You are required to have the "Administrator" level privileges on supported operating system in order to load and unload

device drivers, or to select a network adapter for using the program to capture packets.

Installation and configuration

Colasoft Capsa can monitor and analyze the data transmitted in intranet and/or between intranet and extranet, or over VLAN;
however, only with correct installation and configuration can the program work properly. The following sections introduce how to

install and configure Colasoft Capsa in different network environments, including shared network and switched network.

Installation Environment

Shared network and switched network are two common network environments today, before install Colasoft Capsa, you should first

know about the topology of your network.

¢ Shared network
A shared network is also known as hubbed network which is connected with a hub.
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Hubs are commonly used to connect segments of a LAN. When a packet arrives at one port, it is copied to the other ports so
that all segments of the LAN can see all packets. A passive hub serves simply as a conduit for the data, enabling it to go from
one device (or segment) to another. So-called intelligent hubs include additional features that enable an administrator to
monitor the traffic passing through the hub and to configure each port in the hub. Intelligent hubs are also called manageable

hubs. A third type of hub, called a switching hub, actually reads the destination address of each packet and then forwards the
packet to the correct port.

With a shared environment, Colasoft Capsa can be installed on any host in LAN. The entire network data transmitted through

the Hub will be captured, including the communication between any two hosts in LAN.

Topology illustration 1:

Router Colasoft Capsa
Metwork Analyzer

Hukb

Server 4 Searver B

* Switched network
Switch is a network device working on the Data Link Layer of OSI. Switch can learn the physical addresses and save these
addresses in its ARP table. When a packet is sent to switch, switch will check the packet’s destination address from its ARP

table and then send the packet to the corresponding port.

o

Network with managed switches

Generally all three-layer switches and partial two-layer swiches have the ability of network management; the traffic going

through other ports of the switch can be captured from the debugging port (mirror port/span port) on the core chip. To

analyze the traffic going through all ports, Colasoft Capsa should be installed on this debugging port (mirror port/span port).

The following table presents the advantages and disadvantages of using a switch with mirror port.

Advantage Disadvantage

» . . Occupies a switch port
No additional facility required o o
Possible influence to network transmission performance when
No need to change network topology ) )
meeting huge traffic

Topology illustration 2:
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°  Network with unmanaged switches

If your switch has no management function, you can:

Connect a tap with the line to be monitored

Taps can be flexibly placed on any line in network. When the requirement for network performance is very high, you can

add a tap to connect your network. The following table presents the advantages and disadvantages of using a tap.

Advantage

No influence to network transmission performance
No interference with data stream and raw data
Does not occupy IP address, free from network attacks

No need to change network topology

Topology illustration 3:

Internet

Colasoft Capsa

Router Metwork Analyzer

Single-port Tap

Unmanaged
Switch

Server & Server B

Connect a hub with the line to be monitored

Working on share mode, hubs are applicable for small networks.

Disadvantage

High cost
Additional facility (tap) required
Requires dual adapters

Can not connect Internet
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Advantage Disadvantage

Additional facility (hub) required
Low cost o
] terference to network transmission performance when
No need to be configured ) .
eeting huge traffic
No need to change network topology

Not applicable for big networks

Topology illustration 4:

Internet

Colasoft Capsa

Router Metwork Analyzer

Hub

Unmanaged
Switch

Server A Server B

* Monitoring a network segment
In the case when you only need to monitor the traffic in a network segment (e.g. Finance department, Sales department, etc.),
you can connect the server on which Colasoft Capsa is installed and the network segment with a exchange facility. The

exchange facility can be hub, switch or proxy server.

Topology illustration 5:

Internat

L1 Router

5

Workstation Sarvers Application Servers

Colasoft Capsa
Metwork Analyzer
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Note: Commonly management switches have the function of port mirroring (spanning); however, the port mirroring
configuration of one brand”s switch may differ from others, please refer to the documentation that comes with your switch for

information on the availability of this feature and the configuration instructions.

Switch and port monitoring

Switch is a network exchange facility operating at the data link layer (layer 2) and sometimes the network layer (layer 3) of the OSlI
Reference Model. Classified by working protocols, there are two-layer switch, three-layer switch, four-layer switch and
multiple-layer switch. Switch also can be classified into managed switch and unmanaged switch. Generally, three-layer switch and

above has management function (managed switch).

Unlike hubs, switches prevent promiscuous sniffing. In a switched network environment, Colasoft Capsa (or any other Colasoft

Capsa) is limited to capturing broadcast and multicast packets and the traffic sent or received by the PC on which it is running.

However, most modern switches (management switches) support "port mirroring", which is a feature that allows you to configure
the switch to redirect the traffic that occurs on some or all ports to a designated monitoring port on the switch. With this feature,
you can monitor the entire LAN segment in switched network environment. Please refer to the documentation coming with your

switch for the availability information about this feature and configuration instructions.

If your switch dose not support "port mirroring”, you can install Colasoft Capsa on a workstation connected to the same hub as
your Internet gateway, or on your Internet gateway (if acceptable), thus you can monitor all network traffic between your intranet
and the Internet.

A list of some managed switches (with port monitoring/spanning) which are commonly used is available on our website.

Configuring a switch
Colasoft Capsa should be installed on the host/server connected with the switch”s mirror port (span port).

Mirror port configuration:
* Mirror the way out port to the management port (mirror port), in this way the entire data transmitted into/out of LAN can be

monitored.

e Mirror all way out ports to the management port (mirror port), in this way notonly the entire data transmitted into/out of LAN

but also the communication among hosts in LAN can be monitored. (Recommend)

Note: Different brands' switches may apply different mirror port configurations, please refer to the instructions coming with

your switch.
The following are two examples for CISCO switch using the "monitor" command in configuration mode:

Format:
#monitor session number source interface mod_number/port_number

#monitor session number destination interface mod_number/port_number

Examples:
Mirror session 1: mirror port 1-10 to port 12
#monitor session 1 source interface 1/1-10
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#monitor session 1 destination interface 1/12

Mirror session 2: mirror port 13-20 to port 24
#monitor session 2 source interface 2/13-20
#monitor session 2 destination interface 2/24

Change the corresponding parameters when there are multiple mirror sessions or modules.

Installing Colasoft Capsa

Before install Colasoft Capsa, please carefully read the system requirements and the ReadMe file that comes with the program. To
avoid possible incompatibilities, it is recommended that you uninstall any earlier or trial version of Colasoft Capsa and close all

running applications.
Installation Process:
* When you launch the installation file, the first window you will see is the Welcome screen, telling you that Colasoft Capsa will
be installed on your machine.
* Read the License Agreement carefully in the next screen to understand our terms and conditions concerning possession
and use of Colasoft Capsa. You must accept the terms of the license agreement to continue the installation.

* The next screen presents the important information from the ReadMe file.

* The next Select Destination Location dialog suggests the default location in which to install Colasoft Capsa. Use the

browse button to designate an alternate installation location.
* The next Select Components dialog for you to select install which build-in tool listed in this page.
* Select a start menu folder in the next screen. Use the browse button to designate an alternate start menu folder.
* Select Additional Tasks in the next screen.
* Now you are Ready to Install Colasoft Capsa on your machine. Click Install to start installation.

* When installation is complete, the final setup complete screen is displayed. From this dialog, you may choose to view the

ReadMe file or launch the program.

Uninstall

To uninstall Colasoft Capsa and its components, select one of the following:

¢ Choose Uninstall from Colasoft Capsa program group.

* Open the Control Panel window and double click the Add/Remove programs icon, search the list for Colasoft Capsa

and then remove it.
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Getting Started

After install Colasoft Capsa on your machine, there are a few more things to do before it can start capturing packets. This chapter

describes how to launch the program and make it available for packet capture.

Launching Colasoft Capsa

You can launch Colasoft Capsa using the following ways:

e Launch from the setup wizard

Select Launch Colasoft Capsa 6.x when you finish setup to start the program immediately.

e Launch from the desktop

Check the option Create a desktop icon in the setup wizard, an additional icon of Colasoft Capsa @ will be placed on
your desktop. To start the program, just double click on the icon.

¢ Launch from the quick launch menu
Check the option Create a Quick Launch icon in the setup wizard, then you can start it from the quick launch menu in the
task bar.

¢ Launch from the Start menu
Open the Start menu and select All Programs, then click the grogram name from Colasoft Capsa 6.x
enterprise/Professional.

¢ Invoke from command line

Use the Capsa.exe [/commandl <file>] format to invoke Colasoft Capsa.

License information

When you run Colasoft Capsa for the first time, a dialog will pop up requiring you to enter license information.

& Colasoft Capsa 6.5 Enterprise Edition Evaluation @
L.:: ‘5 Please input your license information.
User name: colasoft user

Cormpanty: colasoft

Serial number;

License key:

Cancel ] [ Help

Please enter your serial number and license key correctly. Your license information will be remembered and the dialog will not
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appear again unless you reinstall Colasoft Capsa.

Serial number

A serial number is used for the identification of Colasoft Capsa to avoid usage of counterfeit license keys. When you finish payment,
a delivery email with the serial number, license key and other product information enclosed will be sent to you. For the first time
you run the program or if you reinstall the program, you will be required to enter the serial number. It must match with the

corresponding license key, otherwise you could not unlock the product.

Note: Please keep your serial number in a safe place. You will need to provide it when you activate product by email/fax, or

register to the Colasoft Customer Service.

License key

Alicense key is an authorization number indicating that Colasoft grants you the right to use this program. When you finish payment,
a delivery email with serial number, license key and other product information enclosed will be sent to you. For the first time you
run the program or if you reinstall the program, you will be required to enter the serial number.

The license key is a private number, if you lose your license key, you can retrieve it from the Colasoft Customer Service, or contact

service@colasoft.com.

Product activation

Colasoft Product Activation is an antipiracy technology designed to verify that software products have been legitimately licensed.
This aims to reduce a form of piracy known as casual copying. Activation also helps protect against hard drive cloning. Activation is
quick, simple, and unobtrusive, and it protects your privacy.

Product Activation works by verifying that a software program'’s license key has not been used on more personal computers than
intended by the software's license. You must use the license key and a serial number in order to install the software and then it is
transformed into an installation ID number. You use an activation wizard to provide the installation ID number and serial number to
Colasoft either through a secure transfer over the Internet, or by fax/email. A confirmation ID is sent back to your machine to

activate your product.

If you overhaul your computer by replacing a substantial number of hardwarecomponents, it may appear to be a different PC. You

may have to reactivate Colasoft Capsa. It is allowed to reactivate the program no more than five times per day.

Privacy statement

The Colasoft Product Activation is an antipiracy technology designed to verify that the software products have been legitimately

licensed.

When you activate Colasoft Capsa over the Internet, you are not required to send any personal information to Colasoft, the product

activation is completely anonymous.

When you activate Colasoft Capsa by fax or email, you are required to send the serial number and installation ID number displayed
on your screen to Colasoft. The installation ID number includes an encrypted form of the product ID and a hardware hash, or
checksum. No personally identifying data is included or required. The confirmation ID is simply an unlocking code for the Colasoft
Capsa installation on that particular PC. The information that you provide will be securely stored by Colasoft and will be protected
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from disclosure to any third parties without your consent.

During the product activation process, Colasoft creates a unique hardware identification that represents the configuration of the PC
at the time of activation. The hardware identification does not include any personal information, any information about software or
the data that may reside on your PC, or any information about the specific make or model of your PC. The hardware identification
identifies only the PC and only for the sole purpose of product activation. Colasoft Capsa can detect the minor changes to your PC
configuration. You will be required to reactivate product if you reinstall operating system or use Colasoft Capsa on another PC.

Confirmation 1D

The confirmation ID is very important to activate your product successfully. You can only run Colasoft Capsa for no more than 15
times before it is activated.

After you correctly enter the serial number and license key, a dialog will appear to require you to activate your product. You may

choose to activate product over the Internet, or by fax or email.

£ Colasoft Capsa - Product Activation Wizard

r“"'"‘"'“‘"“":‘-‘"-'-- | ‘Welcome ta the Colasoft Capsa Activation Wizard,

You have not yet activated your copy of Colasoft Capsa. This
product will MOT run before you activate it.

To activate the product now, select one of the following and click the
Mext button. Please contact seryvice@colasoft.com for any question.

{(®)iactivate by Internet (recommend

() Activate by Fax or email {please allow bwo workdays to process your
request)

Gl=BlaR Rrlvle

If you want to update your license information before activate the
product, please click the below button:

Activation Enter Mew License Infarmation. .. ]

[ Mexk > ][ Cancel ] [ Help

e Activate product over the Internet (recommend)

It is very quick and easy, the activation process will only take a few seconds with a couple of clicks.

* Activate by fax or email
If you select to activate product manually, it will need more time to finish. Please click the Get Confirmation ID... button
showed on the third page of the product activation wizard. After receiving your request, an IE window will be opened and
show you the Confirmation ID created by our system. Enter the Confirmation ID as required, your product will be activated

immediately.
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Product Activation Wizard

1.

Activaction

Flease dao the Following:

. Include the infarmation below in vour emailffax;

. Enter the User name, Company, Confirmation 10 returned bo you;
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3

Send an email or Fax to us at:

Ernail: service@oolasoft. com

Fax: +di6 23 85120911

Serial Murnber : REHE- HHHE-HHES-H RS -HHHE

Installation ID: REHH-HHHE-SHEH-H RS- HHHE- S0 -HHR

Lser name: | |

Cormparny: | |

Canfirmation I0; | |

C:‘_[Get Confirmation I, _D

—.———

J

[ Cancel Help ]

Or, please provide us the Serial Number and Installation 1D showed on the second page of the product activation wizard.

We will send back your confirmation ID as soon as possible.

Registration to Customer Service

When you run the program for the first time a dialog will appear to remind you to register your product. You are recommended to

register your product at your earliest convenience for getting timely customer services from Colasoft, please check the first option

to connect with the Colasoft website for an immediate registration.

After registration and log in, you can download the latest release or gain the license key for new version, review
your product, retrieve license key, change your profile and get other services from Colasoft.

You may also use the following URL:

https://secure.colasoft.com/customer/main.php?module=customer_cp&action=reqister.

User Wizard

This Wizard will appear upon the first run of the program after its installation, providing adapter setting and adapter test options.
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Welcome to Colasoft Capsa,

This Wizard will assist wou in setting up the system ko analyze wour
nekwork,

Please press the "MNext" butkon to continue.,

uext} | [ Cancel ] [ Help

Adapter Selection: you can select multiple adapters.

Please select ane or maore adapker(s) For maonikar;

= EF Local adapter
[] 10f100 Gigabit Ethernet CardBus PC Card
Marvell Yukon S8EG0SG PCI-E Gigabit Ethernet Controller
[] ¥kware Virtual Ethernet Adapter For Winet1
[] ¥kware Virtual Ethernet Adapter For WMnets
[] Localhost LoopBack.

Physical Address 00:1A:40:41:09:92(802.3)
Link, Speed 100.0 Mbps
Max Frame Size 1500 bytes
IP address 192,168.0.61/255,255,255.0
Defaul Gateway 192.168.0.1 (00;D0:41:26:3F:9E)
Adapter Skatus Cperational
< Back ” Mext = l [ Cancel ] [ Help

Adapter Test: test the adapter/adapters selected in the previous page.
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& Adapter Test

Test stopped.

ER I Marvell Yukon & ;
w" Promiscuous capbure best is successful,

Test is successful, seleted adapter is able to capture

kraffic for the network segment it is capturing on, Start Test

< Back H Finish l [ Cancel ] [ Help ]

e  The green tick means the test is successful.

e  The red cross means the test is failed.

e  The yellow exclamation mark means the test is in process and there are already some test results. More details can be seen
if you move your Mouse to the Item.

Test duration is displayed at the bottom. There is no limit for test duration, you have to stop it manually.

When test is over, whether it is successful or not, the time display will be replaced by a description of the test result. If you press

Next before the test is over or without pressing Stop button, a prompt will pop up to notify you "stop testing first".

User Wizard allows you to select and test adapter/adapters to check out whether the installation and the deployment is correct.

Start capture

Colasoft Capsa stands by if it does not receive a start capture command. To start capturing packets, click the Start Capture Now

button in the Start Page, or click the icon O in the toolbar. The label on the icon will change to Stop Capture 0 when
capture is under way.

Alternatively, you can select the Start Capture or Stop Capture command from the Project menu. You can also start and/or

stop capture using command line parameters. You will be required to assign adapter before packets are captured and analyzed, see

the Packet Capture chapter to get more descriptions about how to select adapter and how to view captured results.

Packet Capture

Colasoft Capsa can capture packets from multiple adapters, once you give it the Start Capture instruction and designate the

adapter, it starts capturing packets in a project. You can open two or more projects to focus on different packets, each project has
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its own settings and parameters. This chapter introduces how to select a capture source for a project, how to view captured packet
information and how to save results for future analysis or comparison.

Using a project for capture and analysis

A project is a scheme of capture settings and a container for captured data. You can save a pro ject to hard disk for reuse at a later
time. Project is an essential ingredient in Colasoft Capsa, you must create a new project or open an existing project before you start

capturing packets or performance other functions.

Colasoft Capsa captures network traffic and analyzed packets on the conditions of project settings. Without project, you could not
do anything even just view old data. Therefore the first thing you should do after launch the program is to create/open a project.
You can choose to create a blank project, select a project template or open an existing project. Details are described in below

sections.

Blank project, saved project and project template

For the first time to use Colasoft Capsa, you can simply click the Start Capture Now button to automatically apply the predefined
settings for capture. You don't need to set project settings, except you have to select the adapter for this project. Each time when
you create a new project, you may always use the blank project to save the time for setting. If you want to change the settings
during capture, you could click the Adapter, Filter or Analyzers icon in the toolbar, or General Settings... from the Project

menu to open the Project Settings dialog, and after alteration, save the project or save it as a template.

You can open a saved project (if applicable) with its data and settings from the Start Page or by clicking the Open icon; but when

you start capture, Colasoft Capsa will clear or reset some contents in the project buffer.

Colasoft Capsa supports project templates, you can first customize the settings for a project and then save it as a template. Project
templates can be easily loaded from the Start Page.

Opening multiple projects

Colasoft Capsa allows you to open multiple projects for focusing on different packets, each project has its own project window,
capture adapter and project settings, which requires you to operate individually.

Multiple projects let you compare your network under different conditions, helping you find out network problems more easily. For
example, when you have two network segments, you can open two projects: Project 1 focuses on segment 1 and Project 2 focuses
on segment 2.

Note: It may reduce your system performance if you open multiple projects and capture packets simultaneously.

Capture sources

For the first time when you start a capture, you must designate the adapters for the project. Even if you only have one adapter, you
still need to confirm it. If you check the option Always show project settings when start capture in the Project Settings -

General page, Colasoft Capsa will remember your adapter selection and in the future capture, will not require you to select again.

Colasoft Capsa supports capturing packets from multiple adapters simultaneously (unique to enterprise edition). To start capture,
you must select a valid adapter at a minimum. All supported adapters are listed in the Project Setting - Adapter page, you can
highlight an adapter to see its property information in the lower pane. The adapter selected will be marked with a tick in the check
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box.

Project Settings

General| &3 Adapter |? Filter | 53 Metwork | 558 Log | 53! Diagnosis

= EE} Local Adapter

[] 10/100 Gigabit Ethernet CardBus PC Card
Marvel Yukon

3056 PCI-E Gigabit Ethernet Contraller
[ ¥Mware Yirtual Ethernet Adapter For YMnet1

[ ¥Mware Yirkual Ethernet Adapter For YMnets

[] Localhost LoopBack.

Property

Packet Driver
Physical Address
Link, Speed

Max Frame Size
IP Address
Defaulk Gateway
Adapter Skatus

Yalue

MDIS Protocol Driver

00: 1A:40:41:09:92(302,3)

100.0 Mbps

1500 bytes
192,1658.0.61255,255,255.0
192.168.0.1 {00:D0:41:26:3F:9E)
Cperational

Calculake netwark, utilizakion

Biandwidth: 100

e
b, 4

Mbps W

[ ]3ave as default settings

K

] [ Cancel

J

Help

]

Colasoft Capsa can capture packets from the following sources:

* Ethernet adapters

Colasoft Capsa works with the most of common Ethernet adapters in marketplace.

* Localhost TDI loopback traffic

Colasoft Capsa can capture The TDI loopback traffic on your local host, but you must install the Colasoft TDI

Driver first: open the Tools menu and click Packet Capture Drivers..., select Colasoft TDI Driver from the

Driver combo box and push Install. After finish the installation, your localhost LoopBack adapter will be added

to the Local Adapter list in the Project Setting - Adapter page.
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Packet Capture Driwers [5_(|
Platform;: Windows ¥P WS, 1 Build 2600
Driwver: I:ZI:IIa::n:IFt TDI Ditiver

CSTDIAPIESU DLL Information
File name:  CSTDIARIEI,DLL
Path:  Ci\WINDOWS Syskem32lCSTDIAPTE S, I
Wersion:  M6.035.01.202

Sizer 94208 Bytes

CSTDISO Driver Infarrmation
File name:  CSTDISO.5YS
Path:  COWINDOWS Syskem32) DriversyCSTDIS0. 55

Mersion: V5.00.01.32

Sizer 24832 Bytes

It is allowed to change adapters during the capture process; however, some data in the project buffer will be cleared or reset if you

do so.

Clear Project Data b—q

The following items will be cleared or reset :

Clear selected log data: [ 15elect all items

Marme Cournk
] HTTP Requests 14

[ Email Messages

[ M5M Activities

[ AIM Activities

[] FTP Transfers

[] 120 Activities

|:| ¥ahoo Messenger Activities
[ ] DNS Queties

LY Y IO e I e N o N s Y o |

a4 ] [ Cancel
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Project window

The project window of Colasoft Capsa is composed of the following components:

¢ Window title

The window title shows the product name and the active project's name.

¢ Menu bar

The menu bar provides many useful commands in Colasoft Capsa.

e Toolbar
The toolbar contains the buttons for the most commonly used menu commands, you can add or remove the toolbar buttons.

* Start Page
The start page is the first screen you can see when you begin a new capture, which offers some common project operations.

* Dock windows
At the left section of user interface by default, the dock windows include Project Explorer and Project Status. The project
explorer dock window lists all network nodes and protocol nodes, letting you quickly select a target to view related information

in tab views. The project status dock window offers the overview information of project.
e Tab views
Including Summary, Diagnoses, Endpoints, Protocols, Conversations, Packets, Matrix, Logs, Graphs and Reports

view, each presenting different information of the same node selected from the project explorer dock window.

More descriptions about these components can be found in the sections below.
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Window title

Menu bar

Toolbar

£ Project 1 - Colasoft Capsa [Capturing] - United States

Menu bar

1 Fil=  Edit  View Project  Tools  Window  Help I
: : = 1 - -
[0 H[G. © 300 & » ¥ & o
: open  Sawe | Back Ln Stop | Benort  Sebtings  adanter  Filter  Bebwoork
Project E: 3 = ~" Summary | Diagnoses | Endpoints | Protocols | Conversations | F 4 r
I Project 1 (3) ~ s @ | (3] -
T Protocols Explorer (2) Hj : - =
3?, Physical Explorer {4} Skatiskics Current |
= ,9‘.; IP Explorer (2} = Capture
.ﬁ‘_} Local subnets (1) Stark Date 2006-04-11
=-F5=  Internet Addresses (1) stark Time 13:16:04
= ""_; Lnited Stakes (4) Duration oo:01:21
; w
< W en7 s n 3 [=! Traffic Bwtes | Lklizat, .. bps
Tokal Traffic 4,088 KE  0.000% 0bps
F=] Project Status 3 x Inbound Traffic 1.657KE | 0.000% 0 bps
Packet fitters: Accept 3 Reject 2 Cukbound Traffic ZAOLEKE  0.000% 0 bps
Inkernal TrafFfic 0B 0.000% 0bps
Error packets: 0 :
Broadcast Traffic Sent 0B 0.000% 0 bps
Packsts captured: 173 Multicast Traffic Sent 0B 0.000% 0 bps
Packets lost: I =l Packet Size Distribution Eytes | Ukilizat. .. bps
Packets accepted: [N 73 <=f §32 B | 0.000% 0 bps
Packets rejected: 100 a5-127 132 B 0.000% 0bps
Buffer usage: | 12 KR 128-255 185 B | 0.000% 0bps =
2L _C 11 M I I'II'II'I\:“I [l ==
For Help, press F1 ‘lll /
Dock windows Tab views

This is a listing of Colasoft menus, with a brief description of each item's function. Menu items followed by suspension points (for

example, Save As...) open a dialog or window. You can make menu choices either by navigating the menus or by using the Ctrl

key combinations shown beside certain items in the menus.

Command

File menu

New

New From Template...
Open...

Save

Save As...

Save As Template...
Close

Print...

Hot Key

Ctrl+N

Ctrl+O

Ctrl+S

Ctrl+P

Description

Creates a new project.

Opens a new project from the saved templates.
Opens an existing project.

Saves the current project to a file.

Saves the current project with a new name.
Saves the current project as a template.

Closes the current project.

Prints the current window in a format appropriate to its type.
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Print Preview
Print Setup...
Import Packet File...

Export Packet File...

Recent File

Exit

Edit Menu
Cut

Copy
Paste

Delete

Find...

Find Previous
Find Next

Select All

View Menu
Toolbar

Status Bar

Go To

Project Explorer
Project Status
Show Adapter Vendor
Show Host Name
Show Port Name
Refresh

Project Menu

Start Capture

Stop Capture

Clear Packet Buffer...
Clear Project Data...
General Settings...
Choose Adapter...

Packet Filter...

Ctrl+X

Ctri+C

Ctrl+V

Del

Ctrl+F

Shift+F3

F3

Ctrl+A

F5

F2

Previews the print effect.

Configures printer functions in the Print Setup dialog.

Imports the packets saved in a packet file to the current project.
Exports the packets in the current project to packet file.

A list of recently opened packet files, with the most recently opened listed first.

You can select a file from this list to open it.

Quits Colasoft Capsa.

Cuts the selection and copies to the clipboard.
Copies the selection to the clipboard.

Pastes the current contents of the clipboard.
Deletes the current selections from Colasoft Capsa.

Finds a specific item in the Project Explorer dock window and Endpoints,

Protocols, Packets, Conversations and Logs views.
Backs to the previous packet if applicable.
Goes to the next packet if applicable.

Selects all items in the current window.

Contains many convenient icons for menu commands.

Displays status alerts in a bar at the bottom of the project window.
Chooses a condition to jump to.

Hides or shows the Project Explorer dock window.

Hides or shows the Project Status dock window.

Hides or shows the adapter vendor where displays the Mac address.
Shows the alias for hosts.

Shows the alias for ports.

Refreshes the contents of the current view.

Starts capturing packets. When capture is under way, the item is displayed as

inactive.

Stops capturing packets. The item is displayed as active when capture is under

way.
Discards all the packets in the packets buffer.

Opens the Clear Project Data dialog and the selected items will be cleared.
Opens the Project Settings - General dialog.

Opens the Project Settings - Adapter dialog.

Opens the Project Settings - Filter dialog.
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Network Profile...
Log Setting...
Diagnosis Setting...
Tools Menu

Name Table

Filter Table

Packet Capture Drivers...

Colasoft Ping Tool

Colasoft Packet Player

Colasoft Mac Address

Scanner
External Tools
Options...
Window Menu
New Window
Close

Next

Previous

Opens the Project Settings - Network dialog.
Opens the Project Settings - Log dialog.

Opens the Project Settings - Diagnosis dialog.

Opens the Name Table window.
Opens the Filter Table window.

Opens the Packet Capture Drivers dialog where you can install additonal

drivers for packet capture.

Opens the Colasoft Ping Tool dialog to ping one or more IP addresses and

domain names.
Opens the Colasoft Packet Player dialog to replay packet files.

Opens the Colasoft Mac Address Scanner dialog to scan the IP address and

Mac address in subnet.
Opens the Custom Tools dialog to invoke other applications or tools.

Opens the Options dialog.

Opens an additional window for viewing the information of the current project.
Closes the current project window.
Switches to the next window in sequence the current window.

Switches to the previous window in sequence the current window.

At the bottom of the Window menu is a numbered list of open windows, with a checkmark beside the name of the current or

front-most window. Selecting a window from this list makes it the current window and brings it to the front of the display.

Help Menu
Contents
Search...

Index

Technical Support
Activate Product...

Check for Latest Version

Colasoft on the Web

About Colasoft Capsa...

Toolbar

Launches the contents page of the Help documentation.

Launches the help search

Launches the help index.

Loads the technical support page of the Help documentation.
Launches the product activation wizard.

Opens the Colasoft website to check for the latest version available.

Opens the Colasoft website, where you can check for the latest version, register

product, send feedback, visit the Colasoft home page or the protocol website.

Opens the About Colasoft Capsa window where you can find the version,

copyright and license information of the product.

The toolbar provides the button navigation for frequently-used tasks in Colasoft Capsa. By default, each button appears with an

icon and a name presenting its function; to hide the text, open the View menu and move the cursor over Toolbar, then uncheck

Icon Text.
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You can add more buttons to the toolbar. Choose Customize... from the View - Toolbar menu to open the Customize dialog.
Alternately, you can right click on the toolbar and choose Customize.... The Customize dialog lets you manage add-in items that
appear in the toolbar. To remove buttons from the toolbar, click the Toolbar Options at the right of the toolbar, then move the
cursor over the Add or Remove Buttons and the Standard command, then uncheck the buttons you would not like to appear in

the toolbar.

To hide the toolbar, right click on the toolbar and uncheck Standard.

Context menus

Many features of Colasoft Capsa can be launched from the context menus. With a right click on the display, you can open the
context menu bar which contents vary with the current view or current selection. The context menus are described with
corresponding display in the Dock windows and Tab views section below.

Start Page

Each time when you open a new project, you can see a start page which offers some quick links of the most common project

operations:

‘2 Project 1 - Colasoft Capsa |LJ|E||§|
File Edit Miew Project  Tools  wWindow  Help
O 2 > B OF
Mew  Open Skark Settings  Adapter  Filker  Mebwork
Start Page ] 1 b

Colasoft Capsa 6.5 Enterprise Edition Evaluation

L

= Start Capture
Start capturing netsvork traffic.

| Start Capture MNow

= Open File

Open recert files.

M Messege. cacproj ChDocuments and Settings\Administra...

=» Load Template
Load template zettings.

Mo recent templates.

For Help, press F1
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e Start Capture
You can immediately start capturing packets by clicking the Start Capture Now button, Colasoft Capsa will automatically

apply the predefined settings of the blank project.

e Open File
You can open a recently saved project file from the list; some contents in this project buffer will be cleared or reset when you

start capturing new packets.

* Load Template
Colasoft Capsa supports project templates, you may save a project as template. When you open a template, Colasoft Capsa
will load its settings for capture.

Dock windows

Colasoft Capsa has two flexible dock windows: Project Explorer and Project Status, you can hide them or change their position
very easily. To hide a dock window, just click the ® icon at the top of the dock window, it wil dwindle into a button on the left of
project window (by default) and will not show its contained information unless you place your mouse cursor on it. To recover the

display, keep your mouse on the button and when the dock window appears, click the # icon again.

A dock window can also be closed if you click the = icon, you can open it again by clicking its name in the View menu or the icon
from the toolbar.

To change the position of a dock window, you may push your mouse cursor on it and keep the left button down when dragging it.

It will go back to the previous position if you double click on the name pane.

The following is the common commands contained in the context menu of dock windows, which can be opened with a right click in

anywhere of a dock window.

Command Description Applicability

Copies the selection as a text file and puts it on the . .
Copy (Ctrl+C) ] Project Explorer dock window

clipboard.

Copies the data tree as a text file and puts it on the . .
Copy Tree ) Project Explorer dock window

clipboard.
Hide Project Explorer |Unshows the Project Explorer dock window. Project Explorer dock window
Add to Name Table... |Adds or edits an alias. Project Explorer dock window
Resolve Host Name Resolves the name of the selected host. Project Explorer dock window
Expand All Subnodes |Shows all subnodes. Project Explorer dock window
Collapse All Subnodes |Unshows all subnodes. Project Explorer dock window
Find Finds an item in the Project Explorer. Project Explorer dock window
Find Next Finds next item in the Project Explorer. Project Explorer dock window
Refresh Refreshes the current view. Project Explorer dock window
Show Value Shows data in value. Project Status dock window
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Show Percentage Shows data in percentage.

Project explorer

Project Status dock window

The Project Explorer dock window is on the left section of project window by default, which allows you to view the current status

of each node and quickly switch among global statistics and the details of specific network nodes; you can not see it if no project

is created or opened. There are three groups in the project explorer: Protocol Explorer, Physical Explorer and IP Explorer.

Project name (three groups contained)

@ Project 1 (3) Protocols E
=T Pratocal Explorer (2) (two
=T Ethernet I1(2)
- IP(3)
+- T UDP (3)
5T
s
- ARP (1)
=|-ua Physical Explarer (4) ngﬁ-fc:hj

+ — Local Seqment (14
ﬁ:_r d i :"““m__H‘PhysfcaI

+ Gateways (1) rteen
IP
+-#%= Broadcast Addresses (1) (Pou
: + IF,;E IMuItl{u:;}st ﬂ IP Explorer
jf:;. wplorer (three IP a

b= Local Subnets (13

- [Ch= 192.168.0.0/24 (13)
44~ Local Host (1)
+-[4=  Broadcast (1)

= 192.168.0.10

194,165.0.29
194,165.0.62
194.165.0.64

(FEE T TR T8 W TF TR

<

192,168.0.205
. 192.168.0,206

5

g

Yo 192168 Status
- Multicast Addresses (2] (transi
-4 Internet Addresses (2)
Name Description

Protocol Explorer

group
nodes containeed)

group
nodes contained)

ddresses contained)

up
contained)

192.168.0.27 -+———— Corresponding IP address

Status af node
(packets is transmitting

192, 165.0.65
192.1 out of the node)
192, 1658.0.89

node
ssion was complete)

This group lists network endpoints by protocol.

This group lists network endpoints by physical address. There are four sub-groups: Local

Physical Explorer

Segment, Gateways, Broadcast Addresses and Multicast Addresses.

This group lists network endpoints by IP address. There are four sub-groups: Local Subnets,

IP Explorer

Addresses.

Private-Use Networks, Broadcast Addresses, Multicast Addresses and

Internet

In the Physical Explorer and IP Explorer group, the arrows on the right of the each node’s icon indicate the current status of
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the node. The node's icon and the arrows will green when the node transmitting packets and become to grey when transmission
complete. The upper arrow indicates packets transmitted in, the below one indicates packets transmitted out from the node.

The number in bracket indicates the amount of the sub-nodes. Colasoft Capsa can list up to 1000 sub-nodes. If a node has more
than 1000 sub-nodes, e.g. 2000, then the node will be showed as xxx (2000) when collapsed and xxx (1000/2000) when

expanded.

Furthermore, the captured addresses will be grouped under countries in the Internet Addresses of IP Explorer group if you

check the Group IP address by its country in the General page of Project Settings dialog.

Project Explor E;. 3 x
= 5% IP Explarer (7) A

“h= "This" Metworks (92)
*h2= public-Data Metworks (74)
~42=  Loopback (96
._E;l=' Mebwark Inkerconneck (13
“ 4= Private-Use Metworks (2)
= Multicast Addresses (85
(SRl It erriet Addresses
32 United States (1000)
®h&  Canada (395)
*h&  Japan (398
®92& Karea, Republic of (254)
®h&  Austria (55)
®5&  South Africa (57)
®o& Draly (217)
®)&  China (459)
®h& Spain (144
b= Fipland (510

The Project Explorer dock window and the tab views on the right section of project window are consistent in displaying data.

When you select a node in this dock window, the data displayed in tab views changes accordingly.

The figure below is the right-click context menu of this dock window. In addition to the common context commands, there is
special command in this context menu - Ping. The Ping command used to invoke the build-in ping tool to ping the IP address of
the selected node in the Physical Explorer and IP Explorer group.

[ Copy Chel+C
Copy Tree

Hide Project Explorer

&4 Add to Name Table. ..

Resolve Hosk Mame

Firg k
- Find... Chrl+F
Find Me:xk F3
|#] Refresh Fg

The name of listed hosts can be resolved manually with the Resolve Host Name command from the context menu with a right
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click on the display.

It is also allowed to make alias and change text color from this dock window.

Project status
The Project Status dock window presents some general information of the currentproject.

E= Froject Sta 3 x
Packet fitters: Accept 3 Reject 0
Error packets: 0
Packets captured: 31,788
Packets lost: 1]
Packets acceptec: | [ NNERRELEEEE
Packets rejected: 0%
Butfer usage: | 7ol

Item
Enabled filters
Packets captured

Packets lost

Packets accepted

Packets rejected

Buffer usage

The items Packets

Description

Shows the number of accepted filter and rejected filter.

Shows the total number of captured packets since the capture started.
Shows the number or percentage of lost packets.

Shows the number or percentage of packets matching the filters accepted for analysis, the progress bar

displaying the proportion of the packets accepted in the total packets captured.

Shows the number or percentage of packets matching the filters excluded for analysis, the progress bar

displaying the proportion of the packets rejected in the total packets captured.

Shows the buffer memory used so far in packet capture as a number or percentage, and graphically by
a progress bar which fills more of the width of the display as memory is used: when 80% of the capture
buffer is used, the color of the bar changes from blue to yellow, eventually showing red as memory use

approaches 100%.

dropped, Packets accepted, Packets rejected and Buffer usage can be displayed either as value (by

default) or percentage, you can select from the context menu with a right click. In addition, with double clicks on the Enabled

filters, Packets accepted and Packets rjected item, Colasoft Capsa will open the Project Settings - Filter page, or

Project Settings -

General page for the Buffer usage item, in which you can modify the settings of filter or buffer usage. The

Project Status window can be hidden and its position is alterable

Tab views

Colasoft Capsa has

these views.

Tab View
Summary
Diagnoses
Endpoints

Protocols

seven tab views, each focusing on different network information. The table below offers the main usage of

Description

Presents the summary statistics of global network or specific network nodes.

Presents the diagnosis events of global network or specific network nodes.

Categorizes and displays network traffic by hierarchical endpoints, physical endpoints, or IP endpoints.

Categorizes and displays network traffic by protocol.
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Shows the Physical, IP, TCP and UDP conversations between pairs of endpoints, the reconstruction of TCP
streams is available.

Conversations

Shows the network traffic between two nodes in real time. The nodes were arranged in an elongated ellipse

Matrix ] o o ]
and lines between communicating nodes indicate the traffic.
Packet Shows a list of captured packets in the order they were received and offers the detailed information of
ackets
packet decode.
Records the network communications of email messages, HTTP requests, FTP transfers, DNS
Logs analysis, MSN activities, AIM activities, ICQ activities and Yahoo Messenger activities.
Primarily from any enabled advanced analyzers.
Presents a variety of graphs displaying network statistics in real time, based on the node you select from
Graphs the Project Explorer dock window and consistent with the Summary view. You can use the Compare
Mode to view two different graphs simultaneously.
R ¢ Displays the real time statistics of summary statistics, diagnosis events and top 10 addresses, and all
eports

available graphs.

Each tab view (except the Graphs view, Matrix view and Reports view) has its own column/sub-column options, you can right
click on the column heading bar and select more columns to display. In the Endpointsview, Protocols view and Conversations
view, with a click or double clicks on a column heading, you can sort the data in this column by ascending or descending, which

helps you easily find the source of top traffic.

Sort endpoints by Total Byles

Summary Diagnnse_:: * Endpoints Protoc Conversations | Matriz | Packets | Logs | Graphs ' Reporks
Ml Tvpe Al - |[E]| E ? g,“r"_ll E3 F|

Marme Brykes Ok Bytes In | Tokal Packets | Packets In | Tokal Bytes3t
= ™% Lacal Seqment 3.086 MB 22623 ME 58,357 24,098 99.918%
=124 Local Host 2787 ME | 24521 MB 53,428 29,693 o7 . 204%
= ;’E_lﬂ.ﬁ.siaruck: 1F:14:95 2787 ME | 24521 MB 53,425 29,693 o7 . 204%
_& Eva 2.783ME | 24.518MB 53,325 29,651 a7 182%
= EﬁRealtEk Zeni:Ad:7EICE I 2,335 ME 1,920 ME 425,723 KB 10,722 4,915 G.313%
! f officel I 2,299 MEB 1,884 ME 425,723 KB 10,366 4,915 G,185%
_é 192.1658.0.2 | 29,445 kB 29.445 KB 0E 235 ] 0. 102%
= .;"&@D-Link:ﬁS:?S:"rQ | 558,794 KB 47021 KB 11.773KE 3,289 108 1.942%

.

You can switch among various views to see different packet information of a specific node by first selecting the node from the
Project Explorer dock window. If you find a suspicious item in a tab view, the Locate Explorer Node command in the context
menu (except the Summary view, Graphs view and Reports view) is able to let you find and highlight its location in the Project
Explorer dock window by IP address, physical address or protocol, and at the same time, other tab views accordingly display the
relevant information of this node.

The columns showed in tab views can be customized; you may show/hide specific columns or change the position of a column.
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Mo, | Absolute Time
19.3..,
19.3..,
19.3...
19.3...
19.3...
19.3...
19.3...
19.3...
19.3..,
19.3..,
19.3...

1341 | 10:54:
15342 | 1054
1343 | 10:54:
1344 | 10:54:
1345 | 10:54:
1346 | 10:54:
1347 | 10:54:
15345  10:54:
1349 1054
1350 | 10:54:
1351 | 10:54:

Column heading

SDU?J

Peter: 137
00:0B:4...
00:0B:4...
YOUHRPC, ..
Peter
YOUIHPC
Peter: 1428
YOUHPC, ..
Peter: 1425
YOUHPC, .
Peter: 1425

Right click to open

DEStirlEltil:lrl Flrnl'nrnl ':im:.\ SRR SEL,

192,168, ..,
Jerry
000664, ..
Peter:137
YOLHPC
Peter
YOLHPC: ..
Peter:1425
YOUHPC:
Peter:1425
YOLHPC: ..

NE b,
AR [ate
AR Absolute Time
?fr Delta Time
1o Relative Time
ME Source
ME
HE Destination
ME Protacol
ME Size
Source Mac
Reset
Moare...

The following is the common commands contained in the context menu of tab views, which can be opened with a right click in

anywhere of a tab view. The particular context commands of each view are described in the sections below.

Command

Copy (Ctrl+C)

Copy Column

Custom Columns

Locate Explorer
Node

Make Filter...

Add to Name Table

Select All

Refresh

Summary view

Description

Applicability

Copies the selection as a text file and puts it on |All tab views except Graphs view, Matrix view, Reports

the clipboard.

view.

Copies the selected column as text and puts it on [Endpoints view, Protocols view, Packets view,

the clipboard.

Shows/hides columns or changes the position of Endpoints view, Protocols view,

columns.

Locates the current node

Explorer.

Opens the Packet Filter dialog and makes a Endpoints view, Protocols view, Packets
new filter on the basis of the selection.

Adds or edits an alias.

Selects all items.

Refreshes the current view.

Conversations view, Logs view.

Packets view,
Conversations view, Logs view.
in the Project Endpoints view, Protocols view, Packets view,
Conversations view, Matrix view, Logs view.
view,

Conversations view, Matrix view, Logs view.

Endpoints view, Packets view, Conversations view,

Matrix view, Logs view.

All tab views except Graph view, Matrix view, Reports

view.

All tab views except Graph view.

Associated with your selection in the Project Explorer, the Summary view provides general statistic information of the selected

node. When you select the project root node, you can get the statistics of your global network; if you select a specific network node,

the view will present the particular information of this node.
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Display Options

Salwz as / Takﬁfnapshﬂt Refresh Sub-column
-
; Sunyénary ‘,Dﬁﬁl%iffgﬂdﬁﬂﬁ&,l Protocols | Cormversations | Makrix | Packets | Logs | Graphs | Reports
@ & @3-
Statiskics Current

=l Capture
Skart Date 2007-02-16
Start Time 16:17:57
Dwration 00:00:24

+| Physical Errors

+ 8§02.3 Errors Y

= Traffic
Tokal Traffic 1.639 KB 22 0.003%  Z.624 ... 4
Broadcast Traffic Sent 262 B 0,000%: 0 bps 0
Mulkicask Traffic Sent 0E 0 0,000%: 0 bps 0

= Packet Size Distribution
<=6 1.188 KB 19 0.0o01%: 1,024 ... 2
62-127 200 B z2 0.002%  1.800 .., 2
128-255 0B ] 0,000%: 0 bps 1]
256-511 262 B 1 0.000%: 0 bps 1]
S12-1023 0B ] 0.000%: 0 bps 1]
1024-1517 0OE ] 0.000%: 0 bps 1]
»=1518 0oe ] 0.000%: 0 bps 1]

+ TCP Packets

+/ TCP Conneckions

+ DMNS Analysis

+ SMTP Analysis

+ POP3 Analysis

+ FTP Analysis

+ HTTP Analysis

+ All Instant Messager Activities
+/MSN Activities

+| AIM Activities

+ ICQ) Activities

+ Yahoo Messenger Activities

By default, only some sub-columns are displayed. To view more statistic information in different columns, right click in the display

and put the mouse pointer on Choose Current Sub-columns and then check columns from the context menu. Alternately, you

can use the icon £ to check more sub-columns.

The following table shows the information titles presented in the Summary view (when the project root node is selected).

Title Description

Capture

Offers the information of gart date, start time and duration of this capture.

Offers the statistics of general errors, including total errors, CRC errors, alignment

General Errors

errors, overrun errors and underrun errors.

Physical Errors
802.3 Errors
Traffic

Packet Size Distribution

Offers the statistics of physical errors.

Offers the statistics of 802.3 errors.

Offers the statistics of packets based on size class.

Offers the information of total traffic, broadcast traffic and multicast traffic.
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Most Common Packet Sizes
TCP Packets
TCP Connections

DNS Analysis

SMTP Analysis

POP3 Analysis

FTP Analysis

HTTP Analysis

All Instant Messenger Activities
MSN Activities

AIM Activities

ICQ Activities

Yahoo Messenger Activities

Offers the packet statistics of the most common sizes.

Offers the statistic information of TCP packets analyzed by the TCP analyzer.
Offers the statistic information of TCP connections analyzed by the TCP analyzer.
Offers the statistic information of DNS connections analyzed by the DNS analyzer.

Offers the statistic information of SMTP connections and messages analyzed by the

advanced Email analyzer.

Offers the statistic information of POP3 connections and messages analyzed by the

advanced Email analyzer.

Offers the statistic information of FTP transfers analyzed by the advanced FTP
analyzer.

Offers the statistic information of HTTP requests analyzed by the advanced HTTP
analyzer.

Offers the statistic information of all instant messenger activities.
Offers the statistic information of MSN activities.
Offers the statistic information of AIM activities.
Offers the statistic information of ICQ activities.

Offers the statistic information of Yahoo Messenger activities.

Click on the + (plus) or - (minus) signs at the left margin to expand or collapse individual items of the display.

In addition to the common context commands as other tab views, this view also has the following special commands:

Command

Save Summary Statistics...
Snapshots

Choose Current Sub-columns
Choose Snapshot Sub-columns
Display Sub-column Title
Display Grid Lines

Expand All

Collapse All

Description

Saves the summary statistics to a file.

Takes a snapshot for summary statistics; shows, hides or deletes a snapshot.
Chooses the columns to show corresponding statistics.

Chooses the columns to take snapshot.

Displays the titke of the sub-columns.

Displays the grid lines for the view.

Expands all items and displays the sub-columns.

Collapses all items and hides the sub-columns.

You can take snapshots for the summary statistics atany time, which will be very helpful if you want to compare your network state

in the future. To get snapshots, click the icon [ or right click on the view to open the context menu, select the Snapshots

command and Take Snapshot from the sub-context menu. Repeat the operations to take multiple snapshots. There is no limit to

the snapshots taken, but you can only see up to 16 snapshots on the display.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 35



Colasoft Capsa User Manual

73 Co

i to Krsw Your

lasoft

Matwmnrk

[ Copy

H:I Save Summary Statistics,

| Snapshots

Choose Current Sub-columns

Choose Snapshot Sub-columns

Show Sub-column Title
Showe Grid Lines

Expand all
Collapse all

Select Al

|£| Fefresh

4

2

[ [[® Take Snapshot

Diagnoses view

The Diagnoses view presents the diagnosis events of global network or selected network node. You can find a diagnosis statistics

according to network layers from the upper view, whereas the corresponding events are listed in the lower subview, each event is

assigned a severity level. By double clicking on an event, Colasoft Capsa will open an Event Relative Packets window showing

the related packet information to this event. To get a detailed description and remedy suggestion, push the References tab in the

lower subview (if applicable).

The diagnosis settings can be customized in the Project Settings - Diagnosis page by clicking the e button from the toolbar.
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Save As Display options Refresh
I yd e
/Summa;a/DWts Protocols | Conversations | Matrix | Packets | Logs | Graphs | Reports 1P
Marne Counk
All Diagnosis Events
+l Application Layer
=l Transport Layer
0y TIZP Connection Refused 28
A TCP Fask Retransmissions 1
Ay TCP Pork Scan 2
Ay TCP Repeated Connect Aktempk 2,034
W TCP Reset Connection 245
W TCP Retransmissions 4
= Metwork Layer
/0y ICMP Port Unreachable 4
o IP Low Tirne-To-Live 17,196
Ewents
& ANF - 92 0 0 0 @ 0 All Diagnosis Events: | 8,075
Seve..| | Laver Event Destination Packet ~
i Application ... | HTTP Server Slow Response Time (321 ms From Packet 4.,  202.106.15... 45196
o Metwork La,,, | IP Low Time-To-Live (See Packet 462007 227127 45200
iy Transpork L., | TCP Repeated Connect Akkerpt (See Packet 44744) 192.168.7.77 45201
o Metwork La... | IP Low Time-To-Live (See Packet 46204) 227127 46204

Show events of the selected item

The Diagnoses view labels events with the following severity level icons:

Severity Level [Icon Description

Information ¥ |Indicates a normal message, no corrective action is required.

Notice & |Indicates normal but significant conditions, may require special handling.

Warning & |Indicates an error condition that requires attention and should be addressed soon.

Critical & Requires immediate intervention by administrators to prevent serious problem to the

network.

Click on the + (plus) or - (minus) signs at the left margin to expand or collapse individual items of the display.

In addition to the common context commands as other tab views, this view also has the following special commands:

Command Description

Upper View

Save Diagnosis Statistics... Saves the diagnosis statistics to a file.
Show Grin Lines Displays the grid lines for the view.
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Expand All Expands all sub-items.
Collapse All Collapses all sub-items.
Subview - Events

. . . Opens a new window to show relative packets information; alternately, you
Show Relative Packet in New Window )
can double click on the event.

Show Diagnosis Level Shows/unshows the events of selected diagnosis level.

Export Diagnosis Events... Exports the selected events to a file.

Endpoints view
The Endpoints view presents the detailed communications of each endpoint in network. You may use the combo box to select a

display type.
e All
Displays all hierarchical address range, including physical addresses and IP addresses.

e Physical
Displays endpoints by physical address.

* IP
Displays endpoints by IP address.

Click on the + (plus) or - (minus) signs at the left margin to expand or collapse individual items of the display.

The percentage columns present the percentage of total traffic, outbound traffic, inbound traffic and internal traffic. The bottom
sub-views offer the packet and connection details of the active endpoint, which can also be viewed in a new window when you

double click on the endpoint.

When the Show Details button F=_‘] pressed down, you can see the packets related to the current endpoint shown in the lower
sub-view. You may also double click on a row to open an Endpoint Details window.

Make Filter

bi
isplay types Add to Name Table

Save As Tree Layout

Show Details Locate Explorer Node
%ary agnoses" Endpdints I'-'Ili‘:utucu:-l ol erwrix Packets | Logs | Graphs | Reports q

Bl Tvpe Al - E %} Qﬁ B Bl 3~ Refresh Endpoints: | 24

Marme Total Bykes Bwtes Out | Total Packets | Total Bwtes%: |  Total Packets®: |
= ("% Local Segment ' 12,262 KB 295 98, 760% 99,662%
=% Local Host 10,495 KB 208 54.,895% 70,270%
= BRasiarock: 1F:14:95 L 254 10,493 KB 208 54.895% 70.270%
4 Rachel | 1T 10,373 KB 205 54, 207 %, 69,257 %
= E3 ¥erox:00:00:00 | &4 B 0B 1 0.229% 0.338%
o lacalhost | &4 B 0B 1 0,229% 0,335%
= =3 VMWare:40:80: 70 | 528 B 528 B 2 1,893% 0.676%
4 office.colasaft.com | 528 B 525 B z 1.693% 0.676%
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In addition to the common context commands as other tab views, this view also has the following special commands:

Command Description

Save Endpoint Statistics... Saves the selected endpoint and its statistics to a file.
Expand All Sub nodes Expands the hierarchical list of endpoints.

Collapse All Sub nodes Collapses the hierarchical list of endpoints.

Protocols view

The Protocols view displays the information of protocols used by network communications. The bottom sub-views offer the
packet and connection details of the active protocol, which can also be viewed in a new window when you double click on the
protocol.

You may use the combo box to select a display type.

All

Displays all hierarchical protocols.

Physical

Displays protocols based on Ethernet Il. For example, ARP, IP, IPv6, IPX, and so on.

IP

Displays protocols based on IP protocol. For example, HTTP, MSN, DNS, NetBIOS, and so on.
Notes: The TCP - Other and UDP - Other are the protocols Colasoft Capsa did not support yet now.

Display types Make Filter
Save As Show Details Locate Explorer Node
J Summary @agnnses Endpoi P’{-tucu Conversations | Makrix | Packets | Logs | Graphs | Reparts 4k
r
H1] Type Hierarchical = || |E ? @ E' Iil - = Refresh Protocols: | s |
Marme Bytes Packets bps | Connections
=- T Ethernet 11 : 56,515 | 1.217 Mbps 2,370
(=R 56,603 | 1.217 Mbps 2,370
& uDP 39,723 | 1.129Mbps ]
T other 150 35,430 1118 Mbps i
T DNS 353,765 KB 3,877 9,224 Kbps 0
= T NetEI0S | 31.406 KB 297 | 2304 Kbps | 0
=ﬁﬂmame Service 26,365 KB 273 2,304 Kbps 1]
T Datagram 5., | 5,041 KE 27 0 bps 0
W RTCP | 30,060 KE 87 0 bps i
= BOOTP | 10.051 KB 30 Obps 0
T DHCP | 10.051 KB 30 0 bps 0
=N Y s B 3,067 ME 16,966 | 85,152 Kbps 2,370
THTTP B 2,142 ME 5,636 | 39.576 Kbps 172
T other | 522,205 KE 5,981 | 18.720 Kbps 673
TCIFS | 745,570 KB 3,256 | 15,312 Kbps 856
T MetBIOS | 159,510 KE 2,475 | 12.672 Kbps £35

Click on the + (plus) or - (minus) signs at the left margin to expand or collapse individual items of the display.
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When the Show Details button F:_‘] pressed down, you can see the packets related to the current protocol shown in the lower
sub-view. You may also double click on a row to open an Protocol Details window.

In addition to the common context commands as other tab views, this view also has the following special commands:

Command Description
Save Protocol Statistics... |Saves the selected protocol and its statistics to a file.
Expand All Sub nodes Expands the hierarchical list of protocols.

Collapse All Sub nodes Collapses the hierarchical list of protocols.

Conversations view
The Conversations view dynamically presents the real-time status of Physical, IP, TCP and UDP conversations between pairs of
endpoints, the sub-views offer the related packets and reconstructed stream the active conversation. This view will replaced by

Connections if open a project file or packet file of version 5.5 or before.

Sub-view Description

Shows the related packets to the current connection. A connection will be kept in the
Packets Conversations view for two minutes after it is closed; when it is cleared from the connection list,

you can still find its related packets in the Packets view.
Stream Unique to TCP connections list. Offers the reconstructed TCP stream of the selected item.

Data Unique to UDP conversations list. Offers the reconstructed UDP data of the selected item.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 40



Colasoft Capsa User Manual

" C{}

lasoft

> Krew Four Mek

=

Conversations type Show Details
‘ Expﬂ.rt

Maks F:rrs/

Locate Explorer Node

Refresh

Conversations summary

Conversation:

9
Phrysical

N nﬁ

IF

s
TP

Yy

Sl*mmar';.f Dlabncuse Ely,p{nt
- @R P

Endpoinkl - =

Realtek Semi:ad: 7.,

Asiarock: 58063
Linksys:D4:4F 56
Asiarock:5mCF A
Bsiarock: S0 CF A
0o:14:85:CAFS:22
00:0F:EA:35:2C:1C
Bsiarock:So:CF A
Bsiarock:3F:03:9F

PR IR o Y

% #F\0O EEE- P % A

Mo,
1z
13
14
1&

s’/wénlc

Felathe Time

B~ 2 -

<- Endpaintz Phts - =
FF:FF:FF:FF:FF:FF 13
FF:FF:FF:FF:FF:FF 2
01:80:C2:00:00:00 a5
Realtek Semi:Ad4:78, .. 50
dmigo Tech:26:3F:9E 404
FFFF:FF:FFFF:FF 2
FF FF:FF:FFFF:FF 2
FF :FF :FF :FF:FF :FF 1
FF:FF:FF:FFFFFF 4

o o e o e e e

Source

132 _ 1le8._0.28:33E5
192 _ 1le8._0.28:2184
Z07 . 46_0_. 2l m=np
192 _ 168 _0.28:2124

Ersatmns Matrix | Packets | Logs | Graphs ‘Repurts 1 b

Conversations:

<- Pkts | Bytes/Sec -x <- Bps

] 11 Bps 0Bps

] 22 Bps 0 Eps

] 32 Bps 0 Eps

45 36 Bps 25 Bps

559 318 Bps @ 2.014 k...

] 1 Bps= 0 Eps

] 3EBps 0 Eps

] &4 Bps 0EBps

] S Bps 0 Bps

-

Destination Size
ZO3_237_237_.101. .. G
207 . 46_ 0.3l m=np g
19Z_ 1e2.0.z8:z2184 =11
207 46_0_.2l:m=np &d

Pt}

)

> |

Sub-tab: show the related packets of the selected conversation

e Conversation list

The conversation list reveals what TCP and UDP conversations your network is making, captured conversations are circularly

stored to keep the display real time and dynamic. Colasoft Capsa will clear those conversations having been closed for more

than two minutes when the list reaches 1000 conversations. The conversation related packets can be seen in the Packets

view, HTTP conversations, Email conversations, FTP conversations and DNS conversations can be seen in the Logs view,

when a conversation is cleared from the conversation list, you may find the corresponding informaton from these views.

You can view the conversation details by switching the sub-tabs at the lower section of the display, or in the new opened

Conversation Details window with double clicks on the selected conversation. When the Conversation Details window is

opened, the data displayed in it will be kept even after the connection is cleared from the connection list.

In addition to the common context commands as other tab views, this view also has the following specific commands:

Command

View Details in New Window

Show Conversations

Export Conversations...

Send Packet

e TCP stream

Description

Opens a new window to show the conversation details; alternately, you

can double click on the conversation.

Defines a condition and shows matching conversations.

Exports the conversations to a file.

Send captured packets from defined NICs.

© 2001-2008 Colasoft Co., Ltd. All rights reserved.

Page 41



A Colasoft

o Krew Your Msbwock

Colasoft Capsa User Manual
From this view, you can see the reconstructed data streams of the selected conversation. The data streams of different
directions can be distinguished by color, e.g. blue is for endpoint 1 to endpoint 2, green is for endpoint 2 to endpoint 1.

Save As Refrash Select a sfream direction
Gekﬁal \E_gézream /% Packets”| FlLogs
& al &
1 Bath directions = 192 .165.0.658, TCP port = 1763

] = L4,233.189.104, TCP t = 20
e:  Endpaintl ko Endpoint2 ! per

43 EndpointZ to Endpaink1 e lient £ie=UTF-8
£r1a=GGLD, GGELD:: 20049-09, GELDrensg=%22under4+updatei 22
HTTP/1.1

Lecept: image/gif, imagel/x-xbhitwap, iwages iped,
image/piped, application/x-shockwave-flash,
application/vnd.wms—-excel, application/vnd.ws-powerpoint,
application/msword, */%

Loecept-Language: ch-os

Feferer: http://tooclbhar.google. comd comnand/ returneth-—
hl=en&éth-—ver=2.0.114.9-big

Loecept-Encoding: gzip, deflat

Tzer—Agent: Mozillas4.0 (compatible; MSIE 6.0; Windows NT
L.1: aV1: ALlexa Toolbar: .NET B 1.1.4322)

Ho=zt: www.google. com

Data streams

By default, the data streams are showed as ASCII. You can change the display to EBCDIC with a right click in the view and
select the Show as EBCDIC command from the context menu.
To save the TCP streams to a text file, press the Save As icon from the toolbar or select the command from the context menu.

The preview size of TCP streams can be customized by opening the Options dialog from the Tools menu. When a TCP stream
goes beyond the size defined, only the contents within the size are shown. To view the whole contents, you must redefine the

preview size to a larger value.
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Always show project settings when start capture.
Blways shaw macximum window when run capsa.
Always show project warning when start capture.

Disable smoath scrolling,

[+] Disable list sorting if item count reaches: IZUUU = :

Keep recent open File count; 4 : I
Enable passive name resolukion
Save Resolved Mame for IP address when capsa exit,

32 i davs

Remaove unused names after

|itesss
TP strean preview size! L o | Kilobrytes

(=

l [ Cancel

/1

Help

Matrix view

The Matrix view shows the network traffic statistics. The line weight indicate the volume of traffic between nodes arranged in an

extensive ellipse indicate the traffic. You can quickly switch among global statistics and the details of specific network nodes by

switch the corresponding nodes in the Project Explorer. There will no data displayed in this view if open a project file or packet

file of version 5.5 or before.
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Matrix group  Letter size Locate Explorer Node

Matrix title / Dislay option

| bl

%ay 'Piégngs/es/lin s | Protocols | Conwersations Matrix | Packets | Logs | Graphs | Reports 4 b
@~ %0 & B (2] Refresh Modes: | 25
Matrix Type 2 2 IP Matrix
v Physical
o IP @
Traffic Type o

192168022201 192188022101

Unicast
Mulkicast 192168.0.23201)

Broadcast

192.168.0.23101)

192.168.0.23601) 192 165.0.23301)

Display Options &
¢ Show Al Modes 19:2.188.0.247(1)
£ Maximun 100 Nodes

192 168.0.2901) 192163010011
3 Maximun 100 \
Conversations
gl T ETT R W 1921630208027 +
192163.045011 =

192.168.0.24501)

192.163.0.246801)

Iser Hidden Modes(0) 192 165.0.255021

192.168.0.25001)
192.168.0.237(1)

Irwisible Nodes(0) 192 166.0.234(1) 192 466.0.23301)
192 165.0.224(1) 192.165.0.223(1)

192.1658.0.21101) @

The table below describes each of the parameters used to set up or save a statistic matrix.

Parameter Description

Matrix group The matrixes are grouped by matrix type, traffic type and display options.
Matrix title The title of the matrix.

Font size Select the display font size

Matrix option Select the display style of the nodes, lines and background.

User Hidden Nodes Show the hidden nodes if you hide them manually.

Invisible Nodes Show the hidden nodes if you choose a rule from the Display Options.

Packets view
The Packets view presents a list of captured packets and the packet decode information in Hex, ASCII and EBCDIC. The following

sections describes how to view a packet and its decode information, how to find related packets, and how to change the layout of

this view.
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Packet list
Summary | Diagnoses | Endpaints | Protacals Cnnversatinns%ﬂatrix Packets | Logs | Graphs | Reparts 1
3 2] - Packets: | 28,641/56,515

Mo, Date Absolute Time Source Drestinakion Protocol Size | Source Pork
13135  2002-05-31  11:03:36,938344 192,1658.0,176:1 192.165.0,,,, MBDGM Z2a0 138
13136  2005-05-31 | 11:03:36,938916 00:0D:60:78: 2604 FF:FFiFF:F...  Ethernet 802.2 252
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13138  2005-05-31 | 11:03:37.392871  Office:445 Peter: 1027 CIFS &4 445
13139 2005-05-31  11:03:37.392902  Peker: 1027 Cffice 445 CIFS &4 1027
13140  2005-05-31 | 11:03:37.789068  00:00:60:78:268:C4 | FF:FF:FF:F... | Ethernet 802.2 102

13141  2005-05-31 | 11:05:37.512985  Peter: 1035 Office:5001 Unknown TCP Prokocol 76 1035

=% Packet Info:

il 00lFF FF FF FF FF FGLINOGEEE i

LT3l Facket Humber: 013140 0008 | €0 78 ZE C4 00 54 EO EO0 | “x+d.Taa
2 Actual Length: 102 o010 | 03 FF FF OO0 S0 00 14 00 | Of. P.0O.
=F Awaiable Length: a5 0012 | 00 00 00 FF FF FF FF FF | _ . _irrmry

| Timestanp:

2005-05-31 00z0 | FF 04 55 00 00 00 00 00 | §O0.....
00zg | 0D &0 78 ZE C4 04 5E 00 T x+AOU.

W 802.2 Header [0/14]
Ep e e — eE.yp.pp.y | U030 |00 DO 0O 0D DO 0D 0D DO | ........
gshination FESS: FEEEEEY el goze | 0o oo oo oo oo DND aa / .....
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Packet decode Hex/ASCIVEBCDIC view

The figure below is toolbar of Packets view.

Surnrnary Dlagnu:uses Enu:lpu:uints Protocols | Conversations Matrix Packets Lu:ugs Graphs Repu:urts

Export —= EIB Q9O

=] [E Bl R "vfﬂﬁﬁ

A

Previous™ Nexf

Autn Scroll Senﬂ Packet

Show Packet List Ma ke Filtar
Show Decode Layouts Locate Explorer Node

Button

Export

Previous

Next

Show Packet List
Show Decode

Show Hex

Layouts

Make Filter

Auto Scroll

Show Hex

Description

Exports selected packets to a file in public formats such as Text and HTML.
Backs to the previous packet if applicable.

Goes to the next packet if applicable.

Show the packet list if check on this button.

Show the packet decode window if check on this button.

Show the Hex decode window if check on this button.

Select a layout of these three windows from the three predefined layouts. By default, the packet

decode information are showed at the bottom of the Packets view.
Opens the Packet Filter dialog and makes a new filter on the basis of the selection.

The packet list will display the newest packet always if check this button. But when you select an

item in the view, this button will stop execution until you check it again.
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Refresh Refreshes the current view.

¢ Packet list

Matching to the setting of Packet buffer size and When buffer is full in the Project Settings - General page, the

packet list view offers the list of packets captured from the node selected in the Project Explorer.

By default, the packet decode information are showed at the bottom of the Packets view. Click the layout icons to change the

display. A packet decode window can be opened when you double click on a packet.

In addition to the common context commands as other tab views, this view also has the following special commands:

Command

Decode Packet in New Window

Highlight Packet

Packet Comment

Summary

Export Packet...
Send Packet

Set Relative Packet

Select Related Packets

Hide Selected Packets
Hide Unselected Packets

Unhide All Packets

Description

Opens a new window to show packet decode information; alternately, you can

double click on the packet.
Highlights the current packet.

Adds, edits or deletes a comment for the current packet; the packet with a
comment is marked with [_d.

Shows the packet summary.

Automatic - show the uppermost protocol summary

IP Summary - show the packet summary of IP protocols; if no IP protocols, show
the uppermost protocol summary

TCP/UDP Summary - show the packet summary of TCP/UDP protocols; if no

TCP/UDP protocols, show the uppermost protocol summary
Exports selected packets to a file.

Sends captured packets from defined NICs.

Sets the current packet as the relative packet.

Selects and highlights the related packets by source, destination, source and

destination, protocol or port.
Only shows the unselected packets.
Only shows the selected packets.

Shows all packets.

The columns in the Packets view offer many packet details. You can select more or less columns to show: right click on the

column heading bar and choose the More... command to open the Select Column dialog, check the column headings you

want to display.

If you only want to view those packets related to the current selection, you can first choose Select Related Packets and a

condition from the context menu, Colasoft Capsa will highlight all related packets; then right lick to open the context menu

again and select Hide Unselected Packets.

The table below lists the column headings available in the Packets view and the specific meaning they indicate.
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Default |Column Heading

* No.

* Absolute Time

* Source

* Destination

* Protocol

* Size

* Summary
Date
Delta Time

Relative Time

IP Identifier

Source Physical
Destination Physical
Source IP
Destination IP
Source Port
Destination Port

Comment

Description
The packet number which is set automatically by Colasoft Capsa.
The actual time when the current packet is transmitted.

The IP address or physical address where the current packet is

transmitted from.

The IP address or physical address where the current packet is
transmitted to.

The protocol used by the current packet in transmission.

The bytes of the current packet.

The summary for the current packet.

The date when the current packet is captured.

The time span between the current packet and the previous packet.

The time span between the current packet and the relative packet (if no

relative packet is defined, the first packet is the relative packet).
The identification number of an IP packet.

The physical address where the current packet is transmitted from.
The physical address where the current packet is transmitted to.
The IP address where the current packet is transmitted from.

The IP address where the current packet is transmitted from.

The port number where the current packet is transmitted from.
The port number where the current packet is transmitted to.

The comment made for the current packet.

You can rearrange the column heading bar by changing a column's position or width.

¢ Packet decode

The packet decode view is a part of the Packets view, presenting the decode information of selected packet, you can use the

icon Fﬂ to show or hide it. Alternately, the packet decode information can be showed in the Packet Decode window with

double clicks on a packet row.

© 2001-2008 Colasoft Co., Ltd. All rights reserved.

Page 47



i i Krew Your Msbwock

A Colasoft

Colasoft Capsa User Manual

Next Show Hex
Show decode
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Actual Length: 74
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Source Address; 00,08, 648,59 E5. 2E (Asiarock Incorporation] [& /6]
Prokocol Tvpe: 0800 (Inbernet IP (IPw4) [12 2]
= Inkernek Protocol: i
oooolla: 00 00 00 00 oo 05 F4 Fa 10&06:
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Hex Decode ASCIYEBCDIC

To show the Hex view, click the icon Eﬁ], which contains the actual packet contents in raw hexadecimal on the left and its
ASCII (or EBCDIC) equivalent on the right. The packet information in the packet decode view, Hex and ASCII/EBCDIC view

are consistent, when you select a section in one of these views, the corresponding portions will be highlighted in the other

views.

You may choose to show packet contents as ASCII or EBCDIC from the context menu by a right click in the Hex view. If you

want to save the data, you can select Copy Hex or Copy Text.

The layout of the Packet Decode window can be changed; use the icon % and EI] to rearrange the display.

The context menus of the packet decode view and Hex and ASCII/EBCDIC view contain the following useful commands:

Command Description

Copy (Ctrl+C) Copies the selection and puts it on the clipboard.

Copy Tree Copies the packet decode tree and puts it on the clipboard.
Expand All Expands all items of the display.

Collapse All Collapses all items of the display.

Copy Hex Copies the selected Hex codes and puts it on the clipboard.

Copy Text Copies the selected ASCII/EBCDIC text and puts it on the clipboard.
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Show ASCII Shows the decoded information as ASCII.
Show EBCDIC Shows the decoded information as EBCDIC.
Logs view

The Logs view of Colasoft Capsa includes FTP Transfers view, Email Messages view, HTTP Requests view and DNS
Analysis view, from which you can find the records of TCP conversations, email messages, web accesses and DNS analysis; in

addition, in this Logs view you can monitor activities of four kinds of instant messengers: MSN, AIM, ICQ and Yahoo Messenger.

In addition to the common context commands as other tab views, this view also has the following specific commands:

Command Description

Open Opens the reconstructed contents of the current log in a new window.
Delete Deletes the selected logs.

Show Port in Client/Server Column Shows/unshows the port number in the Client and Server column.
Export Log... Exports the logs to a file.

* Logs - HTTP requests
This view presents the information of captured web accesses, you can open a listed URL with double clicks.

Export Locate Explorer Node
Log type Make Filter Auto Scroll  Refresh Log counts

\ | /f \

Sum}gar';.f Diagnnse\i En%:u:nints j‘rntn‘cyé Winns Matrix | Packets” Logs | Graphs “ Reports
ﬁ'HTTF‘ Requests - @ ? - B Sﬂ v 2] - Logs: | 76
Logs Tirme Client Requested LRL Met... | User Agent Status...

13:1...  192,168.0....  http:f v, google, comy GET Mozilla/4.0 ... 200

ﬁ 131, 192.163.0.... | httpiffroolbargueries.goo.,., | GET Mozillaj4.0 ... 200
= 13:1... 192.163.0.... | http:ffdata, slexa,comfdat,,,  GET Mozillaj4.0 ... 200
R;LLZE 13:1...  192.163.0.... | htbpe) e, google, cony GET Mozillaj4.0 ... 200
13:1... 192.163.0.... | httpeffroolbargueries,goo.,, | GET Mozillaj4.0 ... 200

] | 13:1... 192.163.0.... | http:ffdata, slexa, comfdat,,,  GET Mazillaj4.0 ... 200
EI.';'.I-%I" 13:1.., | 192.168.0....  htkpof e, qooagle, comy =ET Mazilla/4.0 ... 200
Messages 13:1... | 192.168.0.... httpyffwew. google.comfin.,.  GET Mozilla/4.0 ... 304
o 134, 192,168.0,...  http:f e, becows, comy GET Mozilla/4.0 ... 200
_.__._J 134, 192.163.0.... | httpiffroolbargueries.goo.,., | GET Mozillaf4.0 ... 200
ETP 13:4... 192.163.0.... | http:ffdata, slexa,comfdat,,,  GET Mozillaj4.0 ... 200
Transfers 13:4...  192.163.0.... | htkpef e, lvcows, comgfm. .. | GET Mozillaj4.0 ... 200
L 13:4,.. | 192.168.0....  httpe) e bvcows,comyi... | GET Mozillaf4.0 ... 200
% 13:4... | 192.168.0....  httpef v becows comfi... | GET Mozilla/4.0 ... 200
DMNS Analysis 13:4... | 192.168.0.... httpffwew becows . comfi... | GET Mozilla/4.0 ... 200

Note: a web page may be parsed into several URLs, the URLs end with .css and .js can not be opened.

By default, Colasoft Capsa only captures the web requests from port 80. To capture the web requests from other ports, click

the Log icon gﬂ in the toolbar to open the Project Setting - Log page, then double click the HTTP Log on the left and append
ports to the Monitor Port pane on the right, use a semicolon to separate each two ports. You may also modify other settings

of HTTP Log in this page.

* Logs - email messages
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Colasoft Capsa can capture and analyzed the email messages transmitted in plain text, email list and related information are
displayed in the Email Message view. To view the reconstructed email contents, you can double click on the selected email,
it will be opened with your email client software; alternately, you can right click and select the Open command from the
context menu. Encrypted email messages can not be captured and reconstructed.

Note: Captured emails may contain virus, please be cautious when you open email.

Ssummary | Diagnoses | Endpoints | Protocols | Conwersations | Matrix | Packets” Logs | Graphs | Reporks

4k Email Messages - [ F - 43 - & - Logs: | 46

Date Tirne Sender Ma... | Sender Email Receiver Mame | Receiver Email Subject Size
2005-05-30 131117 "Smith" «<hestli@oolasaft.c.., | “egasw” “egaew@dgmawe,,,  egeing 539
2005-05-30 13:57:39  “karolin” Mail Delivery Subsw.., | "Smith" «<kestli@colasaft.c...  Returne... 279z
2005-05-30 13:58:19  "Smith" <testli@colasoft,c,., | "Smith" <smithei@diangr.v...  agasfga 573
2005-05-30 13:59:29  "Smith" <restl@oolasoft.c... | "hellowiy™ <hellowwi@siang.c... | Hello 572
2005-05-30 14:00:43  "Smith" <kestli@mcolasoft.c.., <karolin@colaosft,... | agegwa 590

To change the settings of email log, click the Log icon 5‘9 in the toolbar to open the Project Setting - Log page, then
double click the Email Log to edit.

* Logs - FTP transfers
You can view the detailed records of FTP uploads and downloads in this view. The FTP transfers are analyzed by the FTP

analyzer of Colasoft Capsa, to change the analysis settings for FTP transfers, click the Log icon 5‘9 in the toolbar to open the
Project Setting - Logs page and select the FTP Log to edit.

4 FTP Transfers = Eiﬂ %} - 88 B & - Logs: | SO
Mo, | Client Server Transfe,.. | Account File PathjMame Diur ation
3 Micholas: 1394 61,132,... 101746 webmaster@lo,,. | fhtdocsiTerms of Use after,doc 00:00:00, 738994
4 Micholas: 1396 61,132,,.. 101806 | webmaster@lo,,. | fhtdocs TCPStreamtiew 00:00:00, 739306
5 Micholas: 1400 61,132,...  10:1&:51 | webmaster@lo,.., | fhtdocsiCapsasoo.chm 00:00:32, 754044
A Micholas: 1405 61,132,... 1020056 | webmaster@la,., | fhtdocsiDatashest_Capsa_en.doc 00:00:10,088762
7 Micholas: 1407 61.132....  10:21:07  webmaster@lo... | fhtdocs/Datasheet_Capsa_en.pdf 00:00:12,093103
7 Micholas:1410  &1.132....  10:21:18  webmaster@lo... | jhtdocsfCapsa_TechSpecs.pdf 00:00:03. 8245860
9 Micholas: 1419 61.132.... 1023149 webmaster@lo,., | fhtdocs/Screenshot)Capsa4.0fTCPOS,,,  00:;00;01,409532
10 | Micholas:1426  &61.132.... 102425  webmaster@lo,,, | [htdocsidoc.zip 00:00:03.621 225
11  Micholas:1428  61.132.... 12443  webmaster@lo..,  [htdocsidesiagn.rar 00:00:06,533059
12 | Micholas:1432  61.132.... 102952  webmaster@lo,.. | [hkdocsfaffiliabe Program After.doc 00:00:01,974857
13 | Micholas:1433  61.132.... 102555  webmaster@lo,.. | [hkdocs/Download License Agreemen.,,, | 00:00:01,911398
14  Micholas:1434 61.132.... 10:2%:58  webmaster@la.., | [Rtdocs/Privacy Stakement After,doc 00:00:02,974855
15 | Micholas: 1439 61.132....  10:26:02  webmaster@lo... | /htdocsfReseller Program After.doc 00:00:01,397690

* Logs - DNS analysis
This view shows the details of DNS analysis results. The DNS Advanced Analyzer in Colasoft Capsa analyze the DNS requests,
replies and status. The DNS analysis are analyzed by the DNS analyzer of Colasoft Capsa, to change the analysis settings for

DNS analysises, click the Log icon
edit.

in the toolbar to open the Project Setting - Logs page and select the DNS Log to
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Summaty | Diagnoses | Endpainks | Protocols | Conwversations | Matrix | Packets” Logs | Graphs | Reports
4k DMS Analysis = E‘?ﬁl %}* @* ‘EB |:|* |£| < Logs: | 35
Time Client Server Cery: Skatus Result
133901 192,1e5.0,,,  61.139.2.6,,,  wew, symankec.com | Success CHAME=wyww, symantec, . ..
13:3%:19 192.1658.0,,, | 61,139.2.6,,,  liveupdake,symant,.,  Success CMNAME=liveupdate.syma. ..
13:3%:40 192.1658.0,,, | 61.139.2.6,,,  www,google,com SUCCess CHMAME=wrw .|, qoogle.c. ..
13:3%042 192.1658.0,,, | 61.139.2.6,.,,  toolbarqueries.qo... | Success CMAME=toolbarqueries.|....
133956 192.168.0... 61.139.2.6...  wiwnw,colasoft.com Success A=67.15.229,157
13:39:58 192.168.0,,, | 61.139.2.6,.,  toolbarqueries.qo... | Success CHMAME=toalbarqueries.|....
13:40:28 192.168.0... 61.139.2.6...  wenw, etherlook.com | Success A=67.15.229.155
13:40:52 192.168.0... ©&1.139.2.6...  wewnw protocolbase... | Success A=04.246.27.57
13:41:11 192,165.0,,, | 61.139.2.6,., | W, Msmn.com Success CMAME =t Msn. com.n...

* Logs - MSN Activities
In MSN Logs view you can monitor real-time information of all MSN activities, including date, time, node, session name, as well as

the message content.

Summary | Diagnosis | Endpaoinks | Prokocals | Conwersations | Matrix | Packets” Logs | Graphs | Re 1
4 Mo activities ~ | 1 T - BE- | B 92 2 Logs: | 15
Logs Drate Time Mode1 Session Marme Content

2007-08-17 13:... | 192.168...  [unknown@zZO7.46....  *** kevin-zhou@msn, com has startg

ﬁ 2007-08-17 13,  192.168.., [unknown@Z07.46.... =3 kevin-zhou@msn,com said: hello

2007-058-17 13:.., | 192.168..,  [unknown@zZ07 . 46.... =3 kevin-zhou@msn.com said; kest
REZLLFS‘E 2007-058-17 13:... | 192.168...  kevin-zhou@msn.co...  *** Good rain! has starked the con
2007-03-17 13:... | 192.168... | kevin-zhou@msn.co.,. <= Good rain! said: okey
o _fd 2007-08-17 13:... | 192.168...  kevin-zhou@msn.co...  «= Good rain! said: hello!
Emnail 2007-08-17 13:... | 192.168...  kevin-zhou@msn.co... <= Good rain! said: hello
Messages 2007-08-17 13:,.,  192.168...  kevin-zhou@msn.co... =3 kevin-zhou@msn.com said: wha
2007-08-17 13:... | 192.168...  kevin-zhou@msn.co... <= Good rain! said: I don't know, T'
2007-08-17 13, 192.168...  kevin-zhou@msn.co... =3 kevin-zhow@msn.com said: wo
MSH 2007-03-17 13:.., | 192.168.., | kevin-zhou@msn,co... | <= Good rain! said: Colasoft Capsa
Ackivities 2007-03-17 13:... | 192.168... | kevin-zhou@msn,co... | <= Good rain! said: I copied that frg
2007-03-17 13:... | 192.168... | kevin-zhou@msn,co... | =3 kevin-zhou@msn,com said: pls 5
/ __-. 2007-03-17 13:... | 192.168... | kevin-zhou@msn.co... | == kevin-zhou@msn,com said: ak, 4
AalM 2007-08-17 13:... | 192.168... | kevin-zhou@msn.co... <= Good rain! said: You are welcom
Activities
)
FTP
Transfe ¥, 5
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All MSN messages are listed in time sequence, to view messages of a specific session, you can click the desired session name in the
session name column, then a text file will pop up to show all the messages of the selected session.

[ csim_session. txt - Motepad
File Edit Format Wiew Help
Fession Mame: kevin-zhou@msn.com - redcolorilSghotmail. com

2007-08-17 13:48:47 ##%¥% good rain! has started the conversation.
2007-08-17 15:48:47 <= Good rain! said: oke

2007-08-17 13:48:55 <= Good rain! said: he1¥u!

2007-08-17 13:48:58 <= Good rain! said: hello

2007-08-17 13:4%9:00 =» kevin-zhou@msn.com =said: what is colasoft capsa
2007-08B-17 13:459:25 <= Good rain! said: I don't know. I'wve never heard
that hefaore.

2007-08-17 153:50:03 =» kevin-zhou@msn.com said: wow, what a regret
2007-08-17 13:50:2% <= Good rain! said: Colasoft Capsa is a
professional packet sniffer and protocol analwyzer designed for network
analysis, packet sniffing, packet decoding and network monitoring. with
the ability of real-time packet =niffing and accurate protocol
analyzing, Colasoft Ca?sa enables you to Tocate and troubleshoot
network problems guickly and efficiently.

2007-08-17 13:50:52 <= Good rain! =said: I copied that from your well
know website

2007-08-17 13:51:14 => kewin-zhou@msn.com said: pls see

www. colasoft. com for more information

2007-08-17 13:51:50 => kevin-zhou@nsn.com said: ok, that's it, thanks
2007-08-17 13:52:06 <= Good rain! said: vou are welcome.

To change the settings of MSN log, click the Log icon ﬁ.ﬁin the toolbar to open the Project Setting - Log page, then double click the
MSN Log to edit.

* Logs - Other Instant Messenger Activities
Views of other instant messengers are same as MSN view, please refer to MSN view for more information.
Graphs view
Unique to Colasoft Capsa enterprise edition. The Graphs view graphically presents the statistic data of the current node. It
contains a number of graph groups and multiple graph titles, including errors vs total packets, network utilization, packet size
distribution, packet size details and many more. The available graph titles and display options will vary with the specific node you
select from the Project Explorer.
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Graph title

/|

Save As

Graph group Compare Mode Pause Refresh

Chart types

/I\

Intervel options

Value options 3D view

Legend box
Gridline

L

“Eum Fhy fJDiagnDses ' End

ints %rntusﬁ;-fl\:c}(ersatiuns Mairix :F‘ackets 'Lng,s;/llﬁraphs | Reparts \ q F

™

1
Errors Packets

a

HTTP Analysis

HTTP Fequests

o]

General #
S0
Itilization {bits)
Itilization {percentage) | = 43
| Metwork Packets s
o 40
Broadcast and Multicast o
Packet Size Distribution = e
i 30
TCP Analysis &« % |
TCP Connections E 25
TCF SYMs, FINs and Resets | & a0 -
Email Analysis 2 |l E 15 L
|
SMTP and POR3 E- 10 -
-=
FTP Analysis - 5
Upload and Download Chytes) 0

J006-04-11 1601 4:56

'-let{un:-rk ackets - @ (=] GI' ?A‘: E: " Inkerval: 1 sec * Yalua: Per 1 sec value
- e -
Network Packets (Global)

2006-04-11 16:1 4:56
Elapsed Time (Interval: 1 second)

S m|m|

B Total Packets

The table below describes each of the parameters used to set up or save a statistic graph.

Parameter

Graph group

Graph title
Save As
Pause Refresh
Chart types
Value

Interval

3D view
Legend box

Gridline

Description

Available graphs are grouped by analyzer, each analyzer has one graph group; the General group
contains some commonly used statistic graphs, involving multiple analyzers.

The title of the graph.

Saves the graph to a *.bmp, *.emf and *.png file.

Temporarily halts refreshing the display.

The chart types which are available for the current node and the selected graph title.
Selects a value type to see the graphic data.

Selects a scale to set the refresh and sampling interval.

Shows the graph in three-dimensional view.

Shows or hides the explanation of the colors appearing on the graph.

Shows or hides the gridlines on the graph.
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Reports view
Unigue to Colasoft Capsa enterprise edition. A project report contains the statistic information of summary statistics, diagnosis

events, protocol statistics, top 10 IP protocol, top 10 physical addresses, top 10 IP addresses, top 10 local IP addresses, top 10

remote IP addresses, and all available graphs with the current settings.

Save As Display Options
/Summ_a'gg_-FEJT'aﬁanses rEn-:Ipl:uints rF‘rl:ntl:ucl:uls r':l:unversatil:uns rMatrix rF‘al:kets rL-:u;s rGrapI'Lszepurts 1P
E_j IE @ T Refresh |Pruject l.cscpruj‘-\Repurt|
Y
Report of Project 1.cscproj ‘' Colasoft Capsa
Report generated on: 2006-07-12 14:27:02 =
B Summary Statistics
B Diagnosis Events
B Protocol Statistics
M TOP 10 IP Protocol
M TOP 10 Physical addresses
M TOP 10 IP Addresses
M TOP 10 Local IP Addresses
M TOP 10 Remote IP Addresses
Summary Statistics
Statistics Values
Capture Count
Start Date 2006-07-12
Start Time 13:09:41
Duration a0:15:29
Physical Errors Count
Total Errors u]
CRC Errars u]
Alignrment Errors u] b

System options

The Options dialog contains some global options which apply to all the projects in Colasoft Capsa. There are four pages in this
dialog - General, Format, Decoder and Analyzer. Choose Options... under the Tools menu or click the Options ¥ button in
the toolbar to open the Options dialog, where you can make general options, define the packet decoder, enable analysis models

and choose the display format.

Options - General

The General options let you set most popular settings of the project.
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| Options E|

| [ General | %ex, Format || 4 Decoder | G Analyzer |
Always show project settings when skart capture,
Always shaw maximum windaw when run capsa.

Always show project warning when start capture,

Dizable smoakh scralling.,

: 5 n [
Disable lisk sorting if item count reaches: ._ZDDD ;
TP strean preview size: b4 = | Kilobytes
Keep recent open File count: 4 %

Enable passive name resolution

Save Resolved Mame For IP address when capsa exit,

Remaove unused names after [2 ! davys

Ik H Cancel ][ Help

¢ Always show project settings when start capture.

If checked, Colasoft Capsa will always open the Project Settings dialog each time when you start a capture.

* Always show maximum window when run Capsa.
If unchecked, Colasoft Capsa will remember the last setting of project window size and apply to next time when you run Capsa

again.

* Always show project warning when start capture.
If unchecked, Colasoft Capsa will not show the warning dialog when you start a new capture.

* Disable smooth scrolling.

Instant scrolling will be enabled in effect if you check this option.

* Disable list sorting if item count reaches:
The sorting function will be disabled when the listed items reach the limitation. The default count is 2000.
TCP stream preview size:
You may customize the preview size of TCP stream, the default size is 64 KB. When a TCP stream goes beyond the limitation,

only the contents within the defined size are shown in the Stream view.

* Keep recent open file count:

Define a limit for keeping recent open file.

* Enable passive name resolution
Enable passive name resolution, Colasoft Capsa will automatically resolve the name of captured IP address.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 55



Geef o Krew Your Mebwock

s} Colasoft

Colasoft Capsa User Manual

0 Save Resolved Name for IP address when Capsa exit.
By default, Colasoft Capsa will automatically save the resolved names for IP addresses when you exit. If uncheck, the

resolved names will lose when you exit without saving them.

0 Remove unused names after

Colasoft Capsa will remove the resolved names which unused more than 2 days in default.

* Reset

Click this button to restore the predefined settings.

Options - Format

The Format dialog let you customize the format of data display. You can define the formats for data display, including decimal
places of normal number, decimal places of percentage, byte format, bit format, bytes per second format and bits per second

format.

| Options E|

| Generl | & Format | Gt Decoder | (5 Anayzer|
Decimal places of normal number: :3 Ei
Decimal places of percentage: 3 E-
Byte Format: IE:, KE, MB, GE, TB v|
Bit Farmat: b, Kb, Mb, Gh, Th v |
Bytss par second format: [Bes, KBps, MEps, Geps, TBps |
Bits per second Format: |I:u|:|s, Kbps, Mbps, Gbps, Thps VI

(4 l[ Cancel ][ Help

Decimal places of normal number
The display precision of a number. You can customize the decimal places though the thousandth in default.

Decimal places of percentage
The display precision of a percentage. You can customize the decimal places though the thousandth in default.

Byte format
By default, Colasoft Capsa displays packets sizes and the traffic in an appropriate byte unit, such as B, KB, MB, GB, or TB.
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Which unit is selected depends on how large each packet or the current traffic is. Users can define the unit from the combo

box.

Bit format
By defaul, Colasoft Capsa displays packets sizes and the traffic in an appropriate bit unit, such as b, kb, Mb, Gb or Th.
Which unit is selected depends on how large each packet or the current traffic is. Users can define the unit from the combo

box.

Bytes per second format
Rate at which bits of information are transmitted. Colasoft Capsa displays the rate of information in an appropriate unit,

such as Bps, KBps, MBps, GBps or TBps. Users can define a display format from the combo box.

Bits per second format
Rate at which bits of information are transmitted. Colasoft Capsa displays the rate of information in an appropriate unit,

such as bps, Kbps,
Mbps, Gbps or Tbps. Users can define a display format from the combo box.

Options - Decoder

The packet decoders are the essential engines to decode packets. All available decoders are enabled by default, but you can close
those you don't need to increase the program performance. If you close a decoder in the list, Colasoft Capsa will not decode the
specific protocol elements when encounters a packet of the same type until you enable it again, as a result you can not view the
decode information of that packet.

To open the Options - Decoder page, select Options... from the Tools menu and then press the Decoder tab. All decoders are

listed by protocol and marked with a tick indicating they are enabled, use the check box before every decoder to disable it.

| Options E|

| B General | < Format | b Decoder | £ Analyzer |
Protocol Decoder ~
aH Colasoft AH Packet Decoder
: ARP Colasoft ARP/RARP Packet Decoder
BOOTP Colasoft BOOTP Packet Decoder
: CIFS Colasoft CIFS Packet Decoder
| [#] cors Colasoft COPS Decader
[ DHCP Colasaft DHCP Packet Decoder
DS Colasoft DMS Packet Decoder
. EGP Colasoft EGP Packet Decoder
: ESP Colasoft ESP Packet Decoder
: Ethernet 302.2 Colasoft Ethernet Frame Decoder
Ethernet S02.3 Colasoft Ethernet Frame Decoder
: Ethernet II Colasoft Ethernet Frame Decoder
: Ethernet ShAP Colasaft Ethernet Frame Decoder
[ Finger Colasaft Finger Packet Decoder
FTP Chrl Colasaft FTP Packet Decoder
. FTP Data Colasaft FTP Packet Decoder
: GRE Colasoft GRE Packet Decoder F:
| = I - I, . |
Ik ] [ Cancel ] [ Help
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Options - Analyzer

The Analyzer page list the advanced analyzers, all of them are enabled in default. To reduce resource occupation and improve the

global efficiency, users can close a analyzer by uncheck the box before it to get more clear view of the analysis results.

Options §|

General | %% Format | £ Decoder L1 Anabyzer

[arne

Email &nalyzer Module

ARP Analyzer Madule

FTP Analvzer Module

IP Analvzer Module

HTTP Analvzer Module
MetBI0S Analyzer Module
DMS Analyzer Module
Instant Messenger Analyzer

Ik H Cancel ][ Help

When you disable an analyzer in the Analyzer page, Colasoft Capsa will stop analyzing the corresponding protocol elements or
displaying the analysis results in the relative views or settings until you enable it again. The following table is the views affected by

every analyzer.

Analyzer Relative views or settings

. Summary view, Logs view, Reports view, Graphs view, Project Settings -
Email Analyzer Module . . . .
Diagnosis, Project Settings - Log

ARP Analyzer Module Diagnosis view, Reports view, Project Settings — Diagnosis

Summary view, Logs view, Reports view, Graphs view, Project Settings -
FTP Analyzer Module ) ) ) )
Diagnosis, Project Settings - Log

IP Analyzer Module Diagnosis view, Reports view, Project Settings — Diagnosis

Summary view, Logs view, Reports view, Graphs view, Project Settings -
HTTP Analyzer Module ) ) ) )
Diagnosis, Project Settings - Log

NetBOIS Analyzer Module Resolves host name passively if uncheck this module.

Summary view, Logs view, Reports view, Project Settings - Diagnosis, Project
DNS Analyzer Module .
Settings- Log
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Summary view, Logs view, Reports view, Project Settings - Diagnosis,

Instant Messenger Analyzer . .
Project Settings —Log

For example, uncheck the HTTP Analyzer Module. The statistic information HTTP Analysis in the Summary view, Logs view,

Reports view, Graphs view and the HTTP Requests group in the Logs view are disable. And in the Project Settings dialog,

the HTTP Events in the Diagnosis page and the HTTP Log in the Log page are disabled too.

Project Settings

= ' .ﬁ.ppllcatlnn Layer
~[+] DMS Hast or Domain Mot Exist

“-[+] DM5 Server Errar
T DMS Server Slow Response Time
T FTP Data Connection Failure

“[+] FTP Non-FTF Traffic

¢ FTP Server Returned Errar

¢ FTP Server Slow Response Time
AT TP Client: Error
- [#] HTTP Mon-HTTF Traffic
“[«] HTTP Request Mat Found
“-[«] HTTP Server Errar
ket HTTF Server Slow Fe
“[+] POP3 Mon-POPS Traffic
¢ POP3 Server Returned Error

=
3 Log Buffer Size (KB 512
Diagnosis Log File (s) Disable
[T General | 5 Adapter | F Filter | oy Network | 7 Log | & Ciagnosis
= =

= ﬁ I:a-:llrn:l.-l" ﬂ-ﬂ:h-

Lo Buffer Size (KE)
Disgnasis Log File (s)

FTF Mon-FTF Traffic
FTP Server Returmed Error
FTP Server Sow Response T
POP3 Nor-POPS Traffic

PORS Sarver Returnsd Err
POP3 Server Slow Respongs Time
SMTP Nom-SMTP Traffic

SMTP Server R::tur eftrror
¢ POP3 Server Slow Response Time plesponse Time
¢ SMTP Mon-SMTP Traffic =
TCP Col Refused
“[«] SMTP Server Returned Error E KPF;::E;]” y R
~[«] SMTP Server Slaw Response Time [#] TP Trvalid Checksum
= F@ Transoork Laver TP Low Windaow
[ & [#] TCP Pott Scan »:
= = [E *
| |
[ ]5ave as default settings Ik ] [ Cancel ] [ Help ]
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Project Settings

General Adapter ? Filter {-"1 Netwu:urk| @‘! Log |L@ Ciagnosis

=

= DS Log
[] DMS Conditions
= Ernail Log
[] Conditions
= FTP Log

Log Buffer Size{KB) 2048

Project Settings

=l
[] DS Canditions Log Buffe

= Ernail Log

= AIM Liog

[] Conditions i
=-[¥] ICQ Log I [] Conditions
[] Conditions M3N Log
= Yahoo Messenger Lag ik}
[] Conditions = AIM Log
[] Conditions
= IC0 Lag
[] Conditions
= ¥ahoo Messenger Log
[] Conditions

[ ]5ave as default settings

Restarting capture

When you stop the current capture, all of the packets currently in the buffer are retained. If you then restart capture, Colasoft
Capsa will clear or reset some items from the packet buffer in order to keep the data displayed accurate and up to date. Theses

items include statistic values, graph values, logs, conversations and the packets stored in the packet buffer.

The log data of advanced analyzers can be cleared optionally, including email messages, FTP transfers, HTTP requests, DNS

analysis, four IM activities and diagnosis events. If you don't want to lose these data, you should save the project before restart

capture.
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x]

Restart Capture

Restart will clear or reset the Following items:

Clear selected log data: [ ]=elect all items

Marne Zourk
|:| HTTP Requests

[ Email Messages

[ M5M Activities

[] aIM activities

[] FTP Transfers

[] 120 Activities

|:| Yahoo Messenger Activities
|:| DMNS Queries

o o o o o o o O

O, ] [ Cancel

Automatic capture

It is allowed to set Colasoft Capsa to automatically open a project and start capturing packets, the data saved in the project will be

cleared.

On the default installation category of Colasoft Capsa, the command line would be started from:

C:\Program Files\Colasoft Capsa 5.0 Enterprise

To automatically open a project file .cscproj or load a template file .csctemp, the command would be:
Capsa50u.exe/autostart <Project File or Template File>
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Project settings

In Colasoft Capsa, every project has its own adapters, filters and analyzers, the Project Settings dialog lets you customize the
settings for the current project. You can define project settings before starting capture or during the process of capture. Click the
Settings button in the toolbar to open a Project Settings dialog, where you can make general options, change project
adapter, add or modify filters, customize network profile, set conditions for logs and select diagnosis events.

Notice: If you check the Set as default settings option and confirm, the current project settings will be saved as default and will
be applied to any new created project.

Project settings - general

This page provides some general project options.

Project Settings

Gaeneral |§3 Adapter | 5§ Filker #} Metwark | £ Log | 53 Diagnosis

Packet buffer size: 16384] 2| kilobytes

When buffer is Full: |Discaru:| aldest packets (ring buffer) A |

[ ] auto save packet file

&
P @

Skatistics Settings
Enable detail protocaol statistics of each endpoint, [ Enable detail protocol skatistics of each conversation

[]Enable detail statistics of packet size, [ ] Group IP address by its country,

[ ]Enable custam part
Always show project settings when skart capture.

[ ]5ave as default settings Ik ] [ Cancel ] [ Help

* Packet buffer size
By default the packet buffer size is 16384 KB. You may change the value, but you must take the size of your system memory

into account, because captured data is stored in the packet buffer and, when you save a project, the data contained in it will
be saved to your hard disk.
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The size you set will also affect the packet list view. The bigger size you set, the more packets you can see in the packet list

view.

When buffer is full
When the number of captured packets reaches the packet buffer size you have specified, Colasoft Capsa will do one of the

following:

Discard oldest packets (ring buffer)
It is recommended to discard the oldest packets when the packet buffer is full, Colasoft Capsa will store new packets and

keep the packet buffer up to date.

Discard new packets

All new captured packets will be discarded after being analyzed and will not be saved to the packet buffer.

Discard all old packets

Colasoft Capsa will empty the packet buffer and then append new packets to it.

Stop capture

Colasoft Capsa will stop capturing new packets.

Note: Don't choose this option if you would not like to cease capture.

Auto save packet file

If checked, Colasoft Capsa will automatically save packets to a single file or split files as you define.

Single file
All packets are saved to a same file.
. File name

Specifies a name for the packet file. Click the [;] button on the right to open a dialog for defining a save path for the
packet file.

Multiple files
Packets are saved to the files split by time or size. To reduce the total size, you may choose to only keep the most recent

files.
. Save in folder

Specifies a folder name and the save path for all files. Click the [;] button on the right to open a dialog for defining
a save path for the folder.

. Base file name

The portion of a file name to the left of the period separator. Colasoft Capsa allows very long file names. Click the E
button to view an example of the base file name.

. Split file every
Chooses a rule for splitting the file if the file size is too big. You can split files by time or file size - months, days, hours,
minutes, KB, MB.

. Keep all files
Saves all split files in the defined save path.

. Keep most recent
Specifies the number of most re cent files for saving.
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e Statistics Settings

You can save system resources if uncheck the following statistics options.
° Enable detail protocol statistics of each endpoint.
If check this option (by default), you will not see detail protocol statistic information of endpoints (except root nodes).

° Enable detail statistics of packet size.
If uncheck this option (by default), you will not see the statistics of Most Common Packet Sizes in the Summary view.

° Enable detailed protocol statistics of each conversation
If check this option (by default), you will not see the detailed protocol statistics of each conversation in the Conversations

view.

°  Group IP address by its country
If uncheck this option (by default), the captured IP addresses will not be grouped under countries in the IP Explorer group

of the Project Explorer dock window.

* Enable custom port

Check this option if you want Capsa to monitor non-standard ports, and then click the button [;] to add ports.

* Always show project settings when start capture

If checked, Colasoft Capsa will always open the Project Settings dialog every time when you start a new capture.

Project settings - adapter

Each time when you start a new capture, you are required to select the adapter. Available adapters are listed in
the Project Settings - Adapter page, you can choose one or more adapters (only one adapter can be opened
in the professional edition ) for the current project. When an adapter is highlighted, some brief descriptions
about this adapter will be showed on the lower Property pane. In this page you can also test the selected
adapter. See "Capture sources" for more references.
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Project Settings

General Adapter |? Filter | 53 Metwork | 558 Log | 53! Diagnosis

= EE Local Adapter

Marwell Yukon 8

[] 10100 Gigabit Ethernet CardBus PC Card

3056 PCI-E Gigahik Ebhernet Conkroller
[] ¥Mware Yirtual Ethernet Adapter For YMnet

[] ¥Mware Yirkual Ethernet Adapter For YMnets

[] Localhost LoopBack.

Property

Packet Driver
Phyvsical Address
Link, Speed

Max Frame Size
IP Address
Default Gakeway
Adapter Skatus

Yalue

MDIS Pratacal Driver

00 14A:40:41:09:92(302. 30

100.0 Mbps

1500 bytes
192.1658.0.61255,255,.255.0
192,165.0.1 (00:DD:41 26 3F19E)
Cperational

Calculake network, utilizakion

Biandwidth: 100

e
w

Mbps W

[ ]5ave as default settings

Ik

] [ Cancel

/

Help

]

Test

To test a adapter you just need to select on adapter and click test at the right bottom, a dialog box will pop up and show the test

information.

Adapter Test

Testing selecked adapter(s), please waiting.. .

X]

B Marvel Yukon 83E5058 PCI-E Gigabit Ethernet Contraller
1. iCapkuring kraffic: no packets captured wet,

Duration Tirme: 00:00:10

Stop Test l [ Zancel
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It is allowed to change adapter during the capture process, however, in order to keep the data displayed accurate and up to date,
any change to adapter settings will clear or reset some project items, e.g. statistic values, graph data, analyzers, conversations and

packet buffer. Log data are optionally cleared, including email messages, FTP transfers, HTTP requests and diagnosis event logs.

Clear, Project Data P§|

The Following items will be cleared or reset :

Clear selected log data: [ ]=elect all ikems

Marne Count

[ ] HTTP Requests 14
[ Email Messages

[] msM Activities

[] AIM activities

[] FTP Transfers

[] 1€9 Activities

|:| Yahoo Messenger Activities
|:| DMS Queries

W=l o o o o O

[ ok ] [ Cancel

Project settings - filter

This page allows you to set filters for analyzing packets. You can add a new filter or select from the Filter Table lists some

predefined filters, or import filter from a file.
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Project Settings

General | 2 .ﬁ.dapter| T Filter |-P:; Metwark | £ Log | 53 Diagnosis
Y Adapter ﬂ]
Accept only ¥
packets NOT Zerverd
matching 1 % Packets fromfo server
fitter.
¥
| o |
matching any of HTTE packets -
3 fiters.
[@ POPZ
@ SMTP
SMTP packets
- Anal
B Analyzer [ﬁgxpnrt ,
[ ]5ave as default settings [ Ik ] [ Cancel ] [ Help ]
* Accept

By clicking this button (if applicable), you can change the current filter's status, Colasoft Capsa will accept the packets
matching this filter for analysis.

* Reject
By clicking this button (if applicable), you can change the current filter's status, Colasoft Capsa will not accept the packets
matching this filter for analysis.

. Up
By clicking this button (if applicable), you can move up the current filter.

* Down

By clicking this button (if applicable), you can move down the current filter.

« Add
Click on this button and choose to create a new filter or add from the Filter Table. When you choose New, Colasoft Capsa
will open the Add Filter dialog, where you can insert a simple filter or an advanced filter. When you choose From Filter
Table, you can check one or more predefined filters and decide the rule. The new added filters will be graphically displayed

one by one, which status and position can be changed with the Accept, Reject, Up or Down button.
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Add Filter X

simple Filter | Advanced Filker

Filter narme: |Filter5 | Filter calar:

Comrnent: |F‘ackﬂt Filker | @ accept O Reject
address filker

Address 1 Address 2

|IF"-.-'4 address w ”E LlEede |.ﬁ.ny address w HE

|Eh:|l:h directions w

192,168,068 v|@
[]Port filker

Part 1 Paort 2

Direction

Protocol Filker

Ethernet I1 Ethernet II

Ik l [ Cancel

e Edit...
To modify the current filter, click the Edit... button and open the Modify Filter dialog, note that the modifications made from
this dialog is only project-related. To modify the filters in the global Filter Table, you must open the Filter Table by clicking

the button ‘-ﬁ@ in the toolbar.

* Remove
When this button pressed down, the current filter will be removed from filter list and can not be recovered.

¢ Import...
You can import filter from a saved filter file.

e Export
Click on this button and choose to export all filters or just selected ones.

Project settings - network

Colasoft Capsa lets you configure your own network profile (enterprise edition only). In the Network page of Project Settings,
you can customize one or more physical endpoints or IP endpoints, accordingly the network nodes in the Project Explorer will be

reassigned or renamed.
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The Auto Detect button is to automatically detect you network configuration, you may also load a network profile from a file, or
save your current settings to a file.

Project Settings F'5_<|

General | E3 adapter | 5§ Filter| # Metwork |@ Log | & Diagniosis

=-aap Physical Endpaints
= lf:? Local Segment
{4 Local Host Edit. ..
|2 Gateways
{®% Broadcast Addresses Remmove
{25 Multicast Addresses
= )8'-; IP Endpaints
[=)-{% Local subnets
4 192.168.0.0/24
"4 Local Host

[
=
o
o

I

Gateway .
[} Broadcast
[ "This" Netwarks Dowin
*4 Public-Data Metworks b’

Gakeway

Please enter IF addresses, IP ranges or netmasks of this
group, one entry per line.

192.168.0.1 [#]Limit sub-nodes: 1000 &
Auta Detect

[] set: as default group

Irmport...
Set as local group
Export...
[ ]5ave as default settings [ Ik ] [ Cancel ] [ Help ]
Add

By clicking this button (if applicable), you can add a new group as a sub-group in the selected group.

Edit
By clicking this button (if applicable), you can change the group's name.

Remove
Deletes a selected group from the list (if applicable).

Up
By clicking this button (if applicable), you can move up the current group.

Down
By clicking this button (if applicable), you can move down the current group.

Auto Detect...
Auto detects the settings of current NIC, gains the information of network configuration and the gateway.

Import...
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Import a network profile in *.cscnet format.

Export...
Export the current network profile to file in *.cscnet format.

Project settings - Log

Log setting dialog box is a place where you can set up conditions for these listed logs. You can also reset conditions
to the default settings, or import a specific log setting, or export the current log settings. To save the current
settings as default settings you need to tick in the bottom box. You can open this dialog box by clicking the Log

button in the toolbar. .

The settings or modifications made in this page will impact the results displayed in the Logs view.

X

Project Settings

General | B3 adapter | % Filer | 5% P-.Ietwu:urk| 5 Log |l=@ Diagnosis

= DMS Log =
[] DMS Conditions Log Buffer SizefkB) 2045
= Email Log
[] ©onditions
= FTP Log
[] ©onditions
= HTTF Lag
[] ©onditions
= M3M Log
[] ©onditions
= AIM Log
[] ©onditions
= 12 Log
[] ©onditions
= Yahoo Messenger Log
[] ©onditions

[ ]5ave as default settings Ik ] [ Cancel ] [ Help

Reset
Resets the selections to default position.

Reset All
Resets all selections to default position.

Import
Import a log file in *.cscdiag format.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 70



Geef o Krew Your Mebwock

s} Colasoft

Colasoft Capsa User Manual

Export
Export the current settings of log page into a file in *.cscdiag format.

Email log

In the setting page, you can define the email log's buffer size, select log file format, enable Colasoft Capsa to save email contends
and set conditions for the display of email logs. The settings or modifications made in this page will impact the results displayed in
the Logs - Email Messages view.

See the figures below as setting examples.

Project Settings

x]

General | E8 adapter ? Filker -#; Netwu:urk| 5‘! Log |L@. Diagniosis

= DMS Log =
[] DNS Conditions Attachment Ignare
= EmaiLu:ug . Size: Range (KB) 1024
Conditions Sender Address iDcolasoft, com
= FTF Log Receiver Address
[] Conditions =
= HTTF Log Atkachrment Ignore
[] Conditions .
5 —— Size Range (KE)
Dg. i Sender Address
] Conditions Receiver Address b@colasoft
5 ATM Log teceiver Address supporb@colasoft, com
[] Conditions
= 120 Log Receiver Address
[] Conditions The address of email recipient,
=) Yahoo Messenger Log Blank. exceptions will be ignored by swstem; the logical
[ Conditions relationship between exceptions is "ARD" if there is any

other exception defined.

Reset Reset alf

/ Import
"//—’
6] ~—&xport

[ ]5ave as default settings (04 ] [ Zancel ] [ Help

By default, the email log is enabled and the log buffer size is preset as 1024 KB. If you disable the email log, you can not see any
email log information from the Logs - Email Messages view. The log buffer size is customizable; when the email log buffer is full,
Colasoft Capsa will discard the oldest email logs and append the new ones to it. By clicking the browse button E] and check
"Save log file to disk"”, you can select to save all captured email logs to a single file or multiple files which are split by time or

size.

e Conditions
Check this option and then you can define one or more conditions for logging, blank conditions will be ignored by system,
system wil log all items if there is no condition defined; the logical relationship between conditions is "AND" if there are more

than one condition defined.
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Exceptions
Define the logging conditions of being excluded by system, the logical relationship between exceptions is "AND" if there are

more than one exception defined.

Save Email Contents
To view the real contents of a logged email, you must enable Colasoft Capsa to save email contents and designate a location in
advance. When this option is disabled (by default), you can only see email log information in the Logs - Email Messages view

and can not open the email.

By clicking the browse button [;] and check Save log file to disk, you can select to save all captured email logs to a single file or
multiple files which are split by time or size.

Log File Settings EJ
save log file ta disk
) single file

File name:

(&) Multiple files

Save in Folder: C:\Program Files\Colasoft Capsa 5.5 Enter E]

Ease file name:  [Email E]

Split File every 1 — Diay w
(JKeep allfiles (%) Keep mosk recent 1m0 % files
[ K l [ Cancel ] [ Help
Single file

All packets are saved to a same file.
0 File name

Specifies a name for the packet file. Click the [;] button on the right to open a dialog for defining a save path for the
packet file.

Multiple files
Packets are saved to the files split by time or size. To reduce the total size, you may choose to only keep the most recent
files.

0 Save in folder

Specifies a folder name and the save path for all files. Click the [;] button on the right to open a dialog for defining
a save path for the folder.

0 Base file name

The portion of a file name to the left of the period separator. Colasoft Capsa allows very long file names. Click the EI
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button to view a example of the base file name.

o0 Split file every

Chooses a rule for splitting the file if the file size is too big. You can split files by time or file size - months, days, hours,

minutes, KB, MB.

0 Keep all files

Saves all split files in the defined save path.

0 Keep most recent

Specifies the number of most recent files for saving.

FTP transfer log

In the setting page, you can define the FTP log's buffer size, select log file format, and set conditions for the display of FTP logs.

The settings or modifications made in this page will impact the results displayed in the Logs - FTP Transfers view.

The setting operations in this page are similar as email log, please refer to Email log for more descriptions.

See the figure below as setting examples.

Project Settings

x]

General | E3 adapter ? Filker -}f; Netwu:urk| 5‘! Log |'q@ Diagniosis

= DS Log
[] DNS Conditions
= Ernail Log
[] Conditions
= FTP Lag
Conditions
= HTTP Lag
[] Conditions
= M3M Log
[] Conditions
= A0 Log
[] Conditions
= 1T Log
[] Conditions
= Yahoo Messenger Log
[] Conditions

Reset
Reset alf
Import

o

=
File Size (KE)
File Marme Zip

0-z00

File Marme

(@ ~—bwort

File Size (KB}

The size of FTP files (value, value range or the
combination of the bwo),

Sample 1:21

Sample 2:125-200

Sample 3 21;125-200

Blank exceptions will be ignored by system; the logical
relationship between exceptions is "ARD" if there is amy
other exception defined.

[ ]5ave as default settings

(04 ] [ Zancel ] [ Help
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HTTP log

In the setting page, you can define the HTTP log's buffer size, select log file format, and set conditions for the display of HTTP logs.

The settings or modifications made in this page will impact the results displayed in the Logs - HTTP Transfers view.

The setting operations in this page are similar as email log, please refer to Email log for more descriptions.

See the figure below as setting examples.

Project Settings

ceneral | 28 adapter ? Filker -}ij Netwu:urk| 5‘! Log |'=@ Diagniosis

x]

Resat

|

= DS Log

[] DS Conditions

= Ernail Log

[] Conditions

= FTP Log

Conditions

= HTTP Log

Conditions

= M3M Log

[] Conditions

= Al Log

[] Conditions

= 120 Log

[] Conditions

= ¥ahoo Messenger Log

[] Conditions

Reset all

Import

=
Content Tvpe irman)oif
Request Method POST
Skakus Code 200
JRL

=l
Conkenkt Type
Request Method
Skatus Code

i colasoft.com

@) ~—-swor

URL

Set filkers for HTTP URL; multiple URLs are separated with
semicolon.

Sample 1: colasaft, com

Sample 2: http: v, colasoft, com

Sample 3: colasaoft, com;protocolbase. net

Blank exceptions will be ignored by system; the logical
relationship between exceptions is "ARD" if there is any
other exception defined.

[]5ave as default settings

O, ] [ Cancel ] [ Help

DNS log

In the setting page, you can define the DNS log's buffer size, select log file format, and set conditions for the display of DNS logs.

The settings or modifications made in this page will impact the results displayed in the Logs - DNS Analysis view.

See the figures below as setting examples.
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Project Settings &|

General Adapter ? Filter }"1 Netwu:urk| @‘! Log |'u(-|‘}; Ciagnosis

= DMS Log

DMS Conditions
= Email Log Status Successful
[] Conditions =
= FTP Log N Query
[] Conditions =tabus Al
=] HTTF Lag
[] Conditions
= M3 Log
[] Conditions
= AIM Liog
[] Conditions
= ICG Log Query
[] Conditions Set filkers For DS query name; mulkiple query are
= Yahao Messenger Log separated with semicolon, e.g: wew, 163, com;
[] Conditions VI, SR, COm.

Blank conditions will be ignored by syskem; the logical
relationship between conditions is "&MND" iF there is any
ather conditions defined,

RTet 127-91' aﬂ/fmpart
() ~——8xport

[ ]5ave as default settings Ik ] [ Cancel ] [ Help

MSN Log

To enable MSN log settings, you have to tick in the box next to "MSN Log". In this dialog box you can define the log buffer size(KB)

and decide whether to save log files to disk.

If you want to save the log files in the disk for future reference, you can click "...", then a "Log File Settings" dialog box will pop up,
where you can make detailed saving settings.
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| General " Adapter " ? Filter || Ji Netwu:urk[ @ Log % Diagnu:usis|

=-[w] DMNS Log E MSM Log
Log Buffer Size{KB) 2048
Log File(s) Disable E]

Log File Settings

Save log file to disk,

{3 single File

File name:

Creerwrite the existing file

(&) Multiple Files

Save in folder: | |

L..]
Base file name: | | E]

Split file every |1 — | |Da*;.-' ~ |
(#)keep all files () Keep most recent ICI file:s
[ ]5ave as default settings L Ok J [ Cancel ] [ Help

Conditions is a place where you can make settings for Account Name and Content. Blank conditions will be ignored by system,
system will log all items if there is no condition defined.
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Project Settings E|
ceneral | 28 adapter ? Filter -}i} Netwu:urk| 5‘! Log |L@ Ciagnosis

= DMS Log E:Conditions:
|:| DMS Conditions Accounk Mame user 1@rsn. com
= [+] Email Log Conkenk hello
[] Conditions =
= FTP Log ficcount Mame
[] Conditions Content
=] HTTF Lag
[] Conditions
= MSM Log
Conditions
= AIM Liog
[] Conditions
= ICG Log Conditions
[] Conditions Flease define ane or mare conditians Far logging, Blank
= Y¥ahoo Messenger Log !:Dndit.inns willlbe ignu:ureul:lll:uy system, system.will lag &l
[] Conditions items if there is no condition defined; the logical

relationship between conditions is "&M0" if there are more
than one condition defined.

[ ]5ave as default settings Ik ] [ Cancel ] [ Help

The settings or modifications made in MSN Log page will affect the results displayed in the Logs - MSN Activities view.

Other IM Logs

The settings or modifications of other IM Logs are similar with that of MSN Log; please refer to MSN Log for more information

Project settings - Diagnosis

This setting page lists all available diagnosis events, all are enabled by default. You can view the description and other references
for an event in the right section when it is highlighted in the left section, the color, severity level and some other parameters (if

applicable) can be customized.

If you disable a diagnosis event in this page, you will not see it in the Diagnoses view.
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Project Settings

EE] ceneral | 8 adapter ? Filker -ﬂ'—; Metwork, 5‘! Log DIEQHDSIS

= Diagniosis Analyzer =
= Application Laver Color B oon0
FTP Data Connection Failure Severity B Motice
FTF Non-FTP Traffic Server Slow Responses Time (ms) 150

FTP Server Returned Error

FTP Server Slow Response Time
HTTP Client Error

HTTF Non-HTTF Traffic

HTTF Request Mot Found

HTTF Server Error

HTTP Server Slow Response Time
PCOP3 Nan-POPS Traffic

POFS Server Returned Errar DesTﬁrlprtlnn: e o th _ I

POP3 Server Slow Response Time & SvErage response time from the server is equa

SMTP Mar-SMTP Traffi ta ar higher than the Slow Response Time threshald,
on- raffic

SMTP Server Returned Errar
SMTP Server Slow Response Time
= Transpork Layer
Disable All TCP Connection Refused Resat
TCP Fast Retransmissig
[w] TP Invalid Ch

IIIIIII"—*:'Wt

L

[ ]53ve as default Ngs \ Import (04 ] [ Zancel ] [ Help

Enable All Invert Seul'etimn Reset All

SMTP Server Slow Response Time

Possible causes and solutions:
The SMTP server is overloaded,

Enable All
Enables all listed diagnosis events, Colasoft Capsa will diagnose all network events. The more diagnosis events enabled

the more resource and memory will be occupied.

Disable All
Disables all listed diagnosis events, Colasoft Capsa will not diagnose network event.

Invert Selections
Inverts the position of all events.

Reset
Resets the selections to default position.

Reset All

Resets all selections to default position.

Import
Imports a diagnosis file in *.cscdiag format.

Export
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Exports the current settings of diagnosis page into a file in *.cscdiag format.

Data management

When your project buffer is full, Colasoft Capsa will discard some packets to keep the displayed packets up-to-date, use the
assistant functions of Colasoft Capsa you can protect important packet information from being discarded. Colasoft Capsa allows

you to copy, export, print and import packet information, details are described in the sections below.

Saving

Saving a project

To save a project with all its settings and captured packets, you can:
e Use standard keyboard command Ctrl + S.
« Click the icon I in the Toolbar.
* Select the Save command from the File menu.

The project will be saved as .cscproj file and stored in hard disk, when you want to have a review in the future, use the Open

command from the File menu or Start Page and select the file name to open it.

Save As

Save in; |s¢j Colazoft Capza 6.3 Projects v! ¢ T" * v

Ty |;"| Email. cscpraj
bb || HTTR2578, cscproj
by Recent |_L| Office 1.cscproj
Documents | ] Traffic 05247, cscproj

—

=
[
Dezktop

7

by Documents

by Computer

-

File name;

VI [ Save l

b M etork, Save ag type: | Colazoft Capza Projects [*. cacpraj) b | [ Cancel ]

Saving project data

By clicking the Save As icon Hj you can save project data from the Summary view, Diagnoses view, Endpoints view,
Protocols view, Connections - General and Connections - Stream view to a text file. The charts in the Graph view can be

saved in .bmp format.
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Saving as template
You may save the settings defined to a template file and be applied to new projects in future. There are two ways to save as

template:

¢ Save from the File menu

Open the File menu and select Save As Template....

e Save from the Project Settings dialog

Click the Save As Default Template... button from any page of the Project Settings dialog.

Copying and pasting
If you want to save packet information to a file, you can make a selection first in the project window (use the Shift key or the Ctrl

key to select multiple items, if applicable), right click and choose a Copy command, then open a file and paste the selection to it.

There are several kinds of Copy command in Colasoft Capsa:

Command Description

Copy Copies the sleeted item in text format.
Copy Tree Copies all involved items in a tree.

Copy Hex Copies the Hex contents of packet decode.
Copy Text Copies the text contents of packet decode.

Copy Column |Copies a specific column in text format.

Copied contents can be pasted to Excel, Word, and other Windows applications.

Importing and exporting

Import from a file

In addition to the files in *.cscpkt (Capsa 5.x and 6.x Packet File) and *.cpf (Capsa 4.0 Packet File) format, you may also import
data from Network Associates Sniffer packet files, EtherPeekv7/ TokenPeek / AiroPeekv9 / OmniPeekv9 packet files, *.dmp (TCP
DUMP) and raw packet files. The Matrix view will blank and the Conversations view will displayed as Connections view if import a

project file or packet file of version 5.5 or before.

Import steps:

e Select Import from File... from the File menu.

* Specify the file name, file type and open mode in the opened dialog.

e Confirm your operation in the enquiry dialog.

* A pop-up dialog will inform you when the file is successfully imported.
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Import Option

%]

File Information
Creake Time: 2006-01-12 02:23:35 File Size: 1.635 MB
File Format: Colasoft Capsa 5.5 Packet: File Packet Counk: 4595
First Packet Time:  2008-01-12 10:22:52 Last Packet Time: 2006-01-12 10:23:34
|:| Range
2006-01-12 10:22:52 2006-01-12 10:23:34
B Eimes:
Bv Mo,
. 0B 32T 466 KB 655,133 KB 0.960 MB 1.280 hiB 1.599 hib
By size: l. j
Packet Buffer
Packet Buffer Size: Kilabytes
wWhen buffer is full, discard oldest packets (ring buffer) b |
[ < Back ] [ Mexk = l [ Finish ] [ Cancel ] [ Help

Export to a file

Captured packets and related information can be exported to a file in public formats such as Text and HTML. Packet list information

can be exported from the Packets view, Connections view and Logs view.

Export steps: (take the Packets view as an example)
* Highlight the selected packets (use Shift or Ctrl key to select multiple items).

* Right click and select Export Packet..., or click the icon ? from the toolbar.

» Specify the file type and items in the opened dialog.
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Export to File

Select file bype:

T k]
5 Files (*.csv)
HTML Files (*,hkml)

Colasoft Capsa Packet File (*.cscpkk)
Sniffer Packet File (*.cap)
EtherPeek)arioPeek Packet File (w9) (*,pkk)
Raw Packet File {* . rawpkk)
libpcapitcpdurnp, Ethereal  ete. ) (*.cap)

[ >

lihmesefkemd ram Ebkarasl abe ' % dreaed )
& b
Select items to export

(%) Selected items in lisk

) all ikems in list
< Back [ Mext = ] [ Cancel ] [ Help

* Define the path to save the export file.

Export to File

Save exported file in:

£3

| FilesyColasoft Capsa 6.5 EE\ExportPacketData, bxh | [ J

[ < Back “ hMext = ][ Cancel ] [

Help

* Check the columns you want to export (only applicable for *.txt, *.csv and *.html format), then finish the export.
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Export to File

Select columns to expork:

Mo,

Date
Absoluke Time
Delka Time
Relative Time
Source =
Destination
Protocol
Size

i IP Identifier

a I

'--||.|-:'.Ir|'.:-1'lf- 0

Exp ort Select all calurnns

[>

(£

|

[ < Back. ” Firish l [ Cancel

* A dialog will inform you when packets have been exported successfully; you can open the file from the dialog directly.

Export to File

The file "C:\Pragram Files\Colasaft Capsa 6.3
EEVExportPacketData.bxt" has been exported successfully,

would wiou like to open the File or open the containing Folder?

Cpen File ] [Open Containting Folder ] [ Cancel ]

Printing
You can not print or print preview selected information during the capture process until you stop the program. When you choose

the Print command from the File menu or click the icon E; from the toolbar, only the visible listings will be printed. To print
selected items, use Shift or Ctrl key to set a print scope. If you would like to print more columns' information, you must show
desired columns first. Colasoft Capsa supports printer printing and PDF printing, you can use the Print Setup command in the File

menu to define printing options.

The information of packet decode or connection details can not be printed directly from tab views, but you can print from the

Packet Decode window or the Connection Details window.
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Statistics

Colasoft Capsa calculates a variety of key statistics in real time, and presents these statistics either as numeric data or in intuitive
graphical displays. You can save, copy and print these statistics, or generate statistic reports.

Summary statistics provide general statistic information of global network or a specific network node, including traffic, packet size

distribution, most common packet sizes, TCP analysis and other statistic information from the advanced analyzers.
Snapshots are a helpful tool to record the summary data for a future reference.

Endpoints statistics present the details of network activities on every endpoint. You can choose to display all hierarchical endpoints,

or just physical endpoints or IP endpoints.

Protocols statistics present the information of protocols used in network communications. The display structure in this view is the

same as the Protocols group in the Project Explorer.

Graph statistics (unique to enterprise edition) display the statistic information in graphical way. In addition to the common graphs
like error packets, utilization, packet size distribution and packet size details, you can also see the graphic statistics based on the
results from the advanced analyzers.

Reports statistics (unique to enterprise edition) are based on the above statistic information. A report contains summary statistics,
protocol statistics, top 10 physical addresses, top 10 IP addresses, top 10 local IP addresses, top 10 remote IP addresses, and all

available graphs.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 84



A Colasof

o Krew Your Msbwock

Colasoft Capsa User Manual

Matrix

Unique to Colasoft Capsa enterprise edition. The Matrix view includes individual tools to customize the display types of network
traffic. This lets you quickly create a picture of all the traffic or sending/receiving traffic. The nodes around an elongated ellipse
display the hosts in your network, the line weight present the volume of traffic between nodes. The green color reveals the traffic
is transmitting current now and the black color displays the transmission is completed by default. When you drag nodes to a new
position, the connecting lines rubber-band. Colasoft Capsa will popup a notice if the captured nodes exceed 1000.

Summary | Diagnoses | Endpoints | Protocaols | Conversations Matrig | Packets | Logs | Graphs | Reporks 1 b
@#r- O & E- Nodes: | 30
Matrix Type & IP Matrix

() Physical

O

Traffic Type ~ 192168.064(1) 192 168.0.89(1)

Unicask 192.163.0.20601) sy etherlook .comi))

Mulkicast

mznportal 112 207 .net(1] wiesy atcdmt.comi(1)
Broadcast
Display Options C.mEn.comit ) 192 168.0.207(1)
e
@ Show Al Nodes 192.168.0.62(1) ] \ 192.168.0.21001)
O plaim.m 100 B1439.2 63(1)
Mazxirnurn 100
Canversations * 207 46.6.2301)
Mew, ..
192.168.010001) 182168.0.255(12)

192 165.0.90(1)

B2AS4481 134017 # 19216502701
192.153.0.53(13/ 'II 21456 g .akamai net(1)

IJser Hidden Modes{)

182 168.06001) 209237 237 10101)
209237 23740101
Tnwisible Nodes(0) Y TSN .COM . NEEtc neti ) (1]
him 56 man.com.c footprint et 192.1658.0.43(1)
toolbargueries Lgoogle.comi1) hm.zc.mzn.com.c. footprint.net( 1)
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Matrix display options
The matrix view has two sections: matrix list and display pane. You can customize the matrix pictures by setting the parameters in
the matrix list and display pane.
* Display List
The matrix list shows the matrix groups and the title of available matrix for the current node.

Group Description
Matrix Type Provides two types address matrix - Physical address and IP address.

Provides three traffic types — Unicast, Multicast and Broadcast. By default this view shows the traffic

Traffic Type , - '
of global network, you can select one or two types to view the specific traffic.

Display Options Provides three predefined display options types and customizing display options.

° Display Options
This pane offers three predefined display options - Show All Nodes, Maximum 100 Nodes and Maximum 100

Conversations. You can also customize your own display options by click the New.. button.

Display Options E]
Mame:; Maxirurn 100 Nades
Max Count: 100 w
Crder By
Cbject: Modes w
Yalue; Taotal Packets L
(%) Highest ) Lowest
[ Ok l [ Cancel

* Display Pane
Character Size

[er- - @ @- |

Matrix Option

°  Character Size
Click the dropdown button in the display pane to select a character display size.
Matrix Option
The Matrix Option includes Show Ellipse Border, Max Node Count and Color Setting.
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Matrix Option El
[ ]show Ellipse Eorder

Max Made Count: 1000

4

Color Setking

Elipse Eorder: E] Background:
Tilke Text: E] Active:
Highlight: [ — v |

Lire:

Bidirectional Traffic:

one ‘Way Traffic:
Mode:

Send Packets Only:

Receive Packets Cnly:

Send and Receive Packets:

Ty 1

Selected:

[ Reset [ Ik ][ Cancel

User Hidden Nodes

The User Hidden Nodes pane lists the nodes which have been temporarily hidden. You can hide the nodes you didnt interested

in currently from the matrix picture.

Ilser Hidden Modes{12)

feeds, china.msn.com
207 .46.2.37
C.MSM.0om

v, colasoft, com
192.165.0,1
192,168,028
192.168.0.66
192.165.0,205
61.139.2.69
rad.msn.com, nsakc,net
msnbanner ., allves, com
msn. allyes, com

The number in the bracket on the header of the User Hidden Nodes pane shows the number of hidden nodes. In this pane, you can
restore the selected nodes to the matrix by right-clicking in the pane and choosing Show Selected Nodes from the context menu, or
restore all the hidden nodes by choosing Show All Nodes. To hide the nodes, select a node, right-click, choose the Hide
command from the context menu, select This Node Only, This Node and It’s Peers and Nodes That are not Peers to This

Node from the sub-context menu.
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Resalve Mame
Add to Mame Table

Locate Explarer Mode

Arrange
Hide » This Mode Only
Make Filker This Mode and Its Peers

Modes That are nok Peers ta This Made

Invisible Nodes

The Invisible Nodes pane lists the nodes which have been temporarily hidden in the matrix because they do not match the

settings in the Display Options pane. The number in the bracket on the header of the Invisible Nodes pane shows the number

of invisible nodes. You cannot restore these nodes unless you choose Show All Nodes in the Display Options list.

Matrix Type o

() Physical
G} IP

Traffic Type

Unicask
Mulkicast
Broadcask

b

Display Options

o

) Show Al Modes
(3 Maximum 100 KNades

) Maximurn 100
il j

Izer Hidden Modes(0)

Irvisible Modes(24) 5

192,168.0.64(1)
192.168.0.207(1)
192,168.0.90(1)
192,168.0.60(1)
192,168.0,29(1)
192.168.0.250(1)
192.168.0.247(1)
192.168.0.246(1)
192,168.0,245(1)

192, 168.0.237(1) =

feeds china.msn.comi1)

zn.com.nsatc.neti1)

207 45.2.37(1)

237 2ITADIY 4

Surimary | Diagnoses 'Endpl:uints Protocols | Conversations~ Matkrid | Packets | Logs 'Graphs Reporks 4 b

er- - @ EB-

IP Matrix

Modes: | 2044

man.allyes . cami1)
192.163.01001)
192168.0211(1)
wenewy protocolbase q

+ weweyy colasoft.com

s
92168 .0.235023) ‘
208237 237.9601) i

192 1668.0.45(1)

menbanner.allyes.comi1)

toolbargueries |.goog

B1.139.2 B3(1)

wzht alexa.comil)

c.msn.cojpl1)

c.nsn.comi1)
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Diaghoses

Colasoft Capsa diagnoses your network from the captured packets and lists all diagnosis events with a severity level. From the
Diagnoses view, you are not only able to see the event count by network layer, but also know event -related information such as
source, destination, packet number, etc. The severity level indicates the event is an informational message, a minor error or a

critical error.

The subviews in the lower section provide more and detailed information of the current row selected from the upper view, for
example, when "Application Layer" is highlighted, the subview Events present all diagnosis events on the application layer. In
addition to the default columns, you can reach more column information by clicking on the column bar and select "More...".
Colasoft Capsa also lets you open a new window to show event-related packets with double clicks on an event. The subview
"References" offer a description for the current event with possible causes and solutions, which is helpful for troubleshooting your

network.

According to the severity levels of diagnosis, Colasoft Capsa contains four kinds of events:

¢ Information

The Information severity level (labeled as “¥) indicates the current event is a normal message, no corrective action is
required.

* Notice
The Notice severity level (labeled as 4)) indicates the normal but significant conditions of the current event, it may require

special handling.

* Warning
The Warning severity level (labeled as i"n) indicates an error has occurred which requires your attention and should be
addressed soon.

e Critical

The Critical severity level (labeled as IE:") indicates the serious error conditions which requires immediate intervention by
administrators.

This chapter provides a list of references information for all diagnosis events, including event description, possible causes and

solutions.

Diagnosis references - application layer

Colasoft Capsa offers expert diagnosis for the following application layer events.

Severity: Notice

Event Description Threshold Possible causes and solutions

Domain Name is The domain name referenced in the query Inf i *The requested domain doesn't exist.
nformation

Inexistent does not exist. * User types in an invalid domain.

The average response time from the
server is higher than the Slow Response The web server is overloaded.

Time threshold.

DNS Server Slow

Response Time

DNS Error The server response to the required host * Format error
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or domain is not implement.

The average response time from the
HTTP Server Slow

Response Time .
Response Time threshold.

The average response time from the
POP3 Server Slow

Response Time )
Response Time threshold.

The average response time from the
SMTP Server Slow

Response Time )
Response Time threshold.

The average response time from the
FTP Server Slow

Response Time )
Response Time threshold.

Severity: Warning

Event Description

The failure of a HTTP client’s authentication

HTTP Basic

request results in the immediate denial of

Authentication Failure o
authentication.

A HTTP 80/TCP connection contains non-HTTP

HTTP Non-HTTP Traffic ]
traffic.

HTTP server returns a 5xx error code to

HTTP Server Error

usually valid.

POP3 Logon Failure A POP3 client fails to log in to a server.

A POP3 110/TCP connection contains

POP3 Non-POP3 Traffic .
non-POP3 traffic.

SMTP Logon Failure A SMTP client fails to log in to a server.

A SMTP 25/TCP connection contains non-SMTP

SMTP Non-SMTP Traffic )
traffic.

SMTP Logon Failure A SMTP client fails to log in to a server.

A SMTP 25/TCP connection contains non-SMTP

SMTP Non-SMTP Traffic )
traffic.

indicate a server error; the client’s request is

* Server failure
* Refused
*Not Implemented

* Reserved

] ] Slow Response Time - 150
server is equal to or higher than the Slow | _
milliseconds

The web server is overloaded.

) ] Slow Response Time - 150
server is equal to or higher than the Slow |
milliseconds

The POP3 server is overloaded.

) ) Slow Response Time - 150
server is equal to or higher than the Slow |
milliseconds

The SMTP server is overloaded.

] ] Slow Response Time - 150
server is equal to or higher than the Slow | .
milliseconds

The SMTP server is overloaded.

Possible causes and solutions

Check for invalid login username or password.

* An application running on TCP port 80 produces non-HTTP
traffic.
* Verify the traffic content of source station and destination

station.

Check for invalid login username or password.

* An application running on TCP port 110 produces
non-POP3 traffic.
* Verify the traffic content of source station and destination

station.
Check for invalid login username or password.

* An application running on TCP port 25 produces non-SMTP
traffic.
* Verify the traffic content of source station and destination

station.
Check for invalid login username or password.

* An application running on TCP port 25 produces non-SMTP
traffic.

© 2001-2008 Colasoft Co., Ltd. All rights reserved.

Page 90



Colasoft Capsa User Manual

sy Colasoft

FTP Logon Failure A FTP client fails to log in to a server.

) A FTP control 21/TCP connection contains
FTP Non-FTP Traffic )
non-FTP control traffic.

FTP Data Connection An initiated FTP data connection fails to be

Failure created.

Telnet Logon Failure A Telnet client fails to log in to a server.

Severity: Information

* Verify the traffic content of source station and destination
station.

Check for invalid login username or password.

* An application running on TCP port 21 produces non- FTP
control traffic.

* Verify the traffic content of source station and destination
station.

* A firewall blocks the FTP data connection.
* The FTP server does not accept PASV FTP dda

connections.

Check for invalid login username or password.

Event Description Possible causes and solutions

) * User types in an invalid Uniform Resource Location
HTTP Request Not HTTP server returns this error when the (URL)

Found requested URL was not found. ) )
* The connection to the web server is broken.

) HTTP server returns a 4xx error code other than
HTTP Client Error o )
404 (Request Not Found) to indicate a client error.

Severity: Critical
Event Description Possible causes and solutions

POP3 Server Returned |A POP3 connection or request is rejected by a POP3 server after a * The client issues an invalid command.

Error TCP connection has already been established. * The server is busy.
SMTP Server A SMTP connection or request is rejected by a SMTP server after * The client issues an invalid command.
Returned Error a TCP connection has already been established. * The server is busy.

FTP Server Returned |A FTP connection or request is rejected by a FTP server after a |* The client issues an invalid command.

Error TCP connection has already been established. * The server is busy.

Diagnosis references - transport layer

Colasoft Capsa offers expert diagnosis for the following transport layer events.

Severity: Notice

Event Description Threshold Possible causes and solutions

* A TCP Server resets a client connection if the client has

An established TCP connection has . |been idle for too long.
TCP Reset Reset Inactive )
) been reset by one end of the . * Many older Web browsers use Reset Connection to shut
Inactive ] ~ |Connection - 15 ) )
) connection after the Reset Inactive down their HTTP connections; however, newer browsers
Connection seconds

Connection threshold is reached.

are better at complying with the TCP disconnection
procedures. Due to the fact that many older browsers are

© 2001-2008 Colasoft Co., Ltd. All rights reserved.

Page 91



Colasoft Capsa User Manual

sy Colasoft

still in use, TCP Reset Connection events are very common

in many of today's LANSs.

The sender does not receive an * The acknowledgment packets are being transmitted via
TCP acknowledgment (ACK) from the a slower path.
Retransmission  |receiver, and therefore retransmits * The network load is very high.

the packet. * The receiver or router is overloaded.

Severity: Warning

Event Description Threshold

TCP Repeated A client is attempting multiple times to

Connect Attempt  |establish a TCP connection.

) A client’s initial TCP connection
TCP Connection

attempt has been rejected by the

Refused
target host.
The percentage of retransmissions on |Too Many
TCP Too Many a connection is equal to or higher than |Retransmissions —
Retransmissions  |the Too Many Retransmissions 10%
threshold.
) Fast
A TCP sender retransmits a packet
TCP Fast o Retransmission —
o before Fast Retransmission threshold o
Retransmission ) 150 milliseconds
is reached.
The checksum of a TCP header and/or
data is in error. The checksum value is
) calculated by the sender and written to
TCP Invalid
the packet, and then recalculated from
Checksum

the received packet by the receiver. It
indicates an error if the two values are

different.

Zero Window Time
— 500 milliseconds
The window size of one end of a TCP
TCP Zero Window |connection being zero is longer than
Too Long the time specified by the Zero Window
Time threshold.

Possible causes and solutions

A firewall may be blocking the SYN packet sent from
the client to the server, or ACK packet sent from the

server to the client.

* A client is requesting a service that the host does
not offer.
* There are no more available resources on the

server to accept new connections.

* The acknowledgment packets are being
transmitted via a slower path.
* The network load is very high.

* The receiver or router is overloaded.

* The acknowledgment packets are being
transmitted via a slower path.
* The network load is very high.

* The receiver or router is overloaded.

* There is a faulty device on the network.

* |f the checksum of all local packets are showed as
invalid, it may be the checksum offload feature has
been enabled; in this case, the adapter performs the
cycle-intensive process of calculating CRC, the
Windows TCP/IP stack does not calculate the IP and
TCP checksums and leaves them as 0x0000. Colasoft
Capsa collects the copy of each outgoing packet
before it goes to the adapter. To fix this issue, you
need to disable the adapter's Offload Transmit IP
Checksum and Offload Transmit TCP Checksum

feature in the advanced setting dialog.

* The receiver is very busy.

* There are insufficient network buffers in the
receiving station.

* This is an indirect result of an application program's
behavior. For example, the application may be
waiting for some other events happening, or the
application may not be releasing the frame buffer.

* An application is very slow.

TCP Slow ACK The time a connection has taken to [Slow ACK Time —-|* The acknowledgment packets are being
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acknowledge data exceeds the |250 milliseconds

average acknowledgment time of the

connection plus the Slow ACK Time

transmitted via a slower path.
* The network load is very high.

* The receiver or router is overloaded.

threshold.

A local or remote station is scanning

TCP Port Scan Port Scanning is an intrusion indicator.

the network for opening TCP ports.

The checksum of a UDP header and/or
data is in error. The checksum value is
calculated by the sender and written to

UDP Invalid

the packet, and then recalculated from There is a faulty device on the network.

Checksum
the received packet by the receiver. It

indicates an error if the two values are

different.

Severity: Information

Event Description Threshold Possible causes and solutions

* A server drops the connection because of

improperly  configured resources or router

problems.

* A user aborts the Web connection due to slow
An established TCP connection has been response from a server.
TCP Reset reset by one end of the connection, this * Many older Web browsers use Reset Connection

Connection results in an abnormal termination of the TCP to shut down their HTTP connections; however,

connection. newer browsers are better at complying with the
TCP disconnection procedures. Due to the fact that
many older browsers are still in use, TCP Reset
Connection events are very common in many of

today's LANSs.

The TCP window size has been stuck for

TCP Window |three or more consecutive packets and has Window Frozen — Check the source station for insufficient network

Frozen dropped below a percentage of the maximum |50% application.
observed window for this conversation.
The TCP window size has dropped below a ) ) . .
TCP Low ) Low Window - |Check the source station for insufficient network
i percentage of the maximum observed o
Window 10% application.

window for this conversation.

Diagnosis references - network layer

Colasoft Capsa offers expert diagnosis for the following network layer events.

Severity: Notice

Event Description Possible causes and solutions

IP An IP packet with a time-to-live field set to O * There is a routing table error somewhere in the network.

Time-To-Live |or 1 indicates that the packet is about to * The packet is looping.
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Too Low expire.

An IP packet has been fragmented and one

IP Fragment o o
o of the fragments is missing. This will usually
Missing ) o
result in a retransmission.
IP Zero . ) .
An IP packet is being sent with the old IP
Broadcast
broadcast address of 0.0.0.0.
Address

Severity: Warning

Event Description
ICMP Destination A station receives an ICMP destination
Unreachable unreachable message.

A station receives an ICMP host unreachable

ICMP Host Unreachable
message.

A station receives an ICMP network unreachable

ICMP Net Unreachable
message.

A station sends an ICMP message indicating a

ICMP Parameter Problem
parameter problem.

A station receives an ICMP port unreachable

ICMP Port Unreachable
message.

A station receives an ICMP redirect message with
ICMP Redirect for Host the Code value set to 1 (redirect datagrams for

the host).

A station receives an ICMP redirect message with

ICMP Redirect for Network |the Code value set to O (redirect datagrams for

the network).

A station receives an ICMP source quench

ICMP Source Quench
message.

The checksum of an IP header is in error. The
checksum value is calculated by the sender and

IP Invalid Header

written to the packet, and then recalculated from

Checksum

the received packet by the receiver. It indicates

an error if the two values are different.

IP Duplicate Address )
with the same IP address.

There is more than one MAC Address associated )

* The originating IP host transmitted the packet with a low TTL to begin

* Try to locate the source of the original packet.

* A fragment has been dropped by a switch or router.
* The traffic on the LAN is heavy.

* This is an obsolete form of TCP/IP broadcast address.

* Check the source endpoint for applications that may be sending this

Possible causes and solutions

The destination network does not exist.

The destination host does not exist.

The destination network does not exist.

The destination port is not active on the station that
sent the message.

A router may have sent the message to inform this
station that a better route exists to its intended

destination.

A router may have sent the message to inform this
station that a better route exists to its intended

destination.

The station that sent the message may be down or

rebooting.

There is a faulty device on the network.

* The newly assigned network address is not unique in
the network and conflicts with the existing network
addresses.

The dynamically allocated network address is not
proper.

* If the MAC addresses are routers, this is not a

problem.
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Diagnosis references - data link layer

Colasoft Capsa offers expert diagnosis for the following data link layer events.

Severity: Warning
Event Description Threshold Possible causes and solutions

The percentage of unrequested ARP
ARP Too Many

U d response of a physical node is equal to or |Unrequested Responses -  |Check the source and target physical
nrequeste ) i
R higher than the Unrequested Responses 50% node for possible ARP spoofing.
esponse
threshold.
The number of ARP request packets per
ARP Request second exceeds the ARP requests/sec * Sample Time - second Check the source station for the
Storm threshold, indicating that an ARP request  |* ARP requests/sec - 10 application that sent the ARP requests.
storm has been detected.
ARP S A station is scanning the network address Check the source station for the
can
via ARP requests. application that performs the scanning.
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Graphs

Unique to Colasoft Capsa enterprise edition. In addition to the standard statistical views, Colasoft Capsa also offers instant graphs

which allow you to view your network situation in graphic way. You can view graphic statistics not only for a global network, but

also for specific network nodes.

There are multiple graph titles and display options available; this chapter explains how to view graphs, how to select display

options and how to save the graphic data.

Graphing statistics

The graphic data in the Graph view and the statistic information in the Summary view are consistent, you can see that from the

following figures.

Stakiskics

+ Capture

+| Physical Errors

+ §02.3 Errors

+ Traffic

=I Packet Size Distribution
<=b
65-127
128-255
256-511
S12-1023
1024-1517
»=1518

+ TCP Packets

+ TCP Connections

+ DMS Analysis

+SMTP Analysis

+ POP3 Analysis

+ FTP Analysis

+HTTP Analysis

Summary | Diagnoses | Endpaoinks

24.500 KB
11.677 KB
26,717 KB
9.515 KB
19.653 KB
31.671 KB

0 E

Pratacals

Conversations

19.800%:
9.437%
21.592%
F.692%
15.883%
£5.596%
0.000%

Matrix | Packets

200,704 kb
05,656 Kb
218.8564 kb
77,963 Kb
161,000 kb
259,443 kb
0b

Logs | Graphs

19.800%:
9.437%
21.592%
FE92%
15.883%
£5.596%:
0.000%:

Reports

Current

392
143
170
29
28
s
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Summary | Diagnoses | Endpoints | Protocols | Conversations | Makrix | Packeks Lngs/ﬁraphisepnrts 4 b

4k Packet Size Distibution = M4 1 (D & B - BB - @ Walue: Cumulated totals - -
Errors Packets % Packet Size Distribution (Glﬂbal)

Errors Packets vs
Mormal Packets

Pheesical Errors 400

430

802.3 Errars w
= 340
General % 2
= 300
Utilization (bits) %
Itilization (percentage) = 250
Metwork Packets g 00
Broadcast and Mulkicast || &
| Packet Size Distribution | £ 150
=
TCP Analysis ¥ g 100
=%
Email Analysis ¥ a0 E’
FTP Analysis ¥ 0 I .
HTTP Analysis ¥ 1

B =54 Mes127 12255 [ 256-511
[Ms121023 10241517 [l ==1518

Both the Summary view and Graph view offer statistical data about your network. However, the Summary view only presents

the instant statistical data, whereas in Graph view you can see the historical data in a certain time span, e.g. last 120 seconds.

Note: By default, Colasoft Capsa only collects the data on intranet nodes continuously, the data collecting on an Internet node are

not initiated until you select it.

Graphs go with the current node, to get global graphs, you must enable no filter and select the projgct root node in the Project

Explorer dock window.

Graph display options

The Graph view has two sections: graph list and display pane. The graph list shows the graph groups and the title of available

graphs for the current node, different nodes may have different graph groups and titles.

Group Corresponding Analyzer |Description

Error Packets None Contains the graphs presenting the statistics of error packets.
General All analyzers Contains the commonly used statistic graphs.

TCP Analysis |TCP analyzer Contains the graphs presenting the statistics of TCP connections.
Email Analysis Email analyzer Contains the graphs presenting the statistics of email messages.
FTP Analysis |FTP analyzer Contains the graphs presenting the statistics of FTP transfers.
HTTP Analysis HTTP analyzer Contains the graphs presenting the statistics of HTTP requests.

There are a number of icons at the top of the graph display which may vary with the graph title you select from the graph list, you
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can use these icons to control the display.

Bar Chart interval Options
Area Chart {Owver Time) Value Options

{Owver Time) Gridline

\ / \

= - ek B =L Interwal: 1 sec = Yalue; Per 1 sec value - O}' F|_‘] [ L=

\ f

Line Chart Legend Box

{Qver Time)
Bar Chart

{Relative Valugs)

Fie Chan
(Relative Values) 3D View

Colasoft Capsa provides the following chart types:

Type
Line chart (Over

Time)

Area chart (Over

Time)

Bar chart (Over

Time)

Bar chart (Relative

Values)

Pie chart (Relative

Values)

Chart Options

Normal stacked area;
100% stacked area;

Clustered area

Side-by-side bar;
Stacked bar;
100% stacked bar;

Clustered bar

Value Options

Cumulated totals;
Per second;
Per interval value

Cumulated totals;
Per second;

Per interval value

Cumulated totals;
Per second;

Per interval value

Cumulated totals; Average per second;
Last 1 second; Last 5 seconds;

Last 30 seconds; Last 60 seconds;
Last 120 seconds; Last 300 seconds;

Last 600 seconds; Last 3600 seconds

Cumulated totals; Average per second;
Last 1 second; Last 5 seconds;

Last 30 seconds; Last 60 seconds;
Last 120 seconds; Last 300 seconds;
Last 600 seconds; Last 3600 seconds

Interval Options

1 sec; 5 sec;

30 sec; 60 sec;
120 sec; 300 sec;
600 sec; 3600 sc

1 sec; 5 sec;

30 sec; 60 sec;
120 sec; 300 sec;
600 sec; 3600 sec

1 sec; 5 sec;

30 sec; 60 sec;
120 sec; 300 sec;
600 sec; 3600 sec

The interval options you select will affect the data displayed in this view, the following table presents the available sampling

duration of every interval option.

Interval Option |Sampling Duration

Global Node |1 sec
5 sec

60 sec

100 sec
500 secs

100 mins
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3600 sec

1 sec

2 sec

5 sec

10 sec

30 sec
Root Nodes |60 sec

120 sec

300 sec

600 sec

1800 sec

3600 sec

100 hours
4 mins
8 mins
20 mins
1 hour
2 hours
4 hours
8 hours
1 day

2 days
5 days

10 days

In addition to the alterable chart types and options, the appearance of graphs also can be controlled.

Icon

3D View
Legend Box
Vertical Gridline

Horizontal Gridline

Usage

Change the graph display from two-dimensional to three-dimensional or reverse.

Toggle or untoggle the display of legends.
Show or hide vertical gridline for the graph.

Show or hide horizontal gridline for the graph.

Highlight an item

The highlight function in the Graphs view let you focus on any item displayed in graphs view. Colasoft Capsa will highlight the item

you interested in when you push your mouse on it.

For example, selects the root node in the Project Explorer dock window, choose the Packet Size Distribution and the 1 sec

interval in the Graphs view and push the mouse cursor on the golden item. You will see the below figure - the items are fades

except the golden item and a popup description under the mouse cursor. The description means there are 19 packets which size
1024-1517 bytes at the 15:19:18, 2006-10-13.

© 2001-2008 Colasoft Co., Ltd. All rights reserved.

Page 99



Colasoft Capsa User Manual

Pol

Colasoft

e to Wrmw Tour Nekwock

Packet Size Distribution (Global)

1024-1517

= 24 - —
=

8 21

[=F]

g 18 -

e

a 15 -

=) .

= 12 -

S

< 4=

RN - i <1
s el r%“-/: Al .
= B A A 1] y ol

u i_,{_L.IIII|I_II||III.I_l__I_J,__l__l__I_I|Illlllllllllm=

2006-10-23 15:13:47 2008-10-23 1:3:19:07

10241517

Elapsed Time (Interval: 1 second)

19
Z006-10-23 15:19:15

2008-10-23 1301927

Compare mode

The compare mode of graphs lets you compare two distinct graphs simultaneously in a view. Click the icon from the toolbar to
split the display into two sections, each section has its own graph groups and display options. You can select a same graph title and

different display value or interval value, or two graph titles with same display value and interval value.
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d&"thilizatiu:un (bits) - E'.'l CD m' B~ Interval: 1sec * ‘alue: Per 1 sec value @ |O§|| |l_|l_|
Ervors Packets ¥ Utilization (bits) (Global)

General n
o 90.000 Kbps
| Utilization (bits) | |8
Ukilization (percentage) & B0000 Khps
Metwork Packets :
Broadcast and Mulkicast E 30.000 Kbps
Packet Size Distribution E
TCP Analysis " 0 bps
2006-04-11 17:20:35 2006-04-11 17:20:35 2006-04-11 17:20:35

Email Analysis Elapsed Time (Interval: 1 second)

FTP Analysis

HTTP Analysis . Htilization (hits)

4

4k packet Size Distribution = . Ej O m.* B+ &f 75 Interval: 1sec T Walue: Per 1 sec value 5 :
Ervors Packets vy Packet Size Distribution (Global)

General &

Ukilization (hits)
Ukilization (percentags)
Metwork Packets
Broadcast and Mulkicast

| Packet Size Distribution |

30

13

(Average per

1]

2006-04-11 17:21:46 2006-04-11 17:21:46 2006-04-11 17:21:46
Elapsed Time (Interval: 1 second)

TCP Analysis

<

Email Analysis ¥
B =54 [Mes127 128255 []258-511
[s12-1023 (10241517 [ll==1515

FTP Analysis

»

Upload and Download
fhvtest

Saving graphs

You can save graphs from the Graph view as bmp/gif/jpg/png format. Click the icon Ej in the toolbar to open a Save Asdialog,
specify the file name and file type, then click Save to confirm. Colasoft Capsa saves one graph each time, repeat the above

operations if you want to save multiple graphs.
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Reports

Unique to Colasoft Capsa enterprise edition. The reports view provides the real time reports of global network or a specific groups.
A report contains the statistic information of summary statistics, diagnosis events, protocol statistics, top 10 IP protocol, top 10
physical addresses, top 10 IP addresses, top 10 local IP addresses, top 10 remote IP addresses, and all available graphs with the

current settings.

To get a HTML report, click the button E_j By default, reports are saved at: %My Documents%\Colasoft Capsa\Reports\Project
Name, you can define the save path.

Report of Project 1 ‘> Colasoft Capsa

Summary Statistics
Diagnosis Events

Protocol Statistics

TOP 10 Physical Addresses
TOP 10 IP Addresses

TOP 10 Local IP Addresses
TOP 10 Remote IP Addresses
Graphs

Summary Statistics

Statistics Values
Capture Count
Physical Ervors Caunt
§02.3 Errors count
02,3 Total Errors a}
502.3 One Collision a}
502.3 More Collisions a}
502.3 Max Collisions a}
502,32 Deferrals a}
Traffic Count
Packet Size Distribution Bytes Packets Awg Utilization Auwgbps  Avg pps
==& T2.750 KB 1,164 0,002 9% 1.524 Kbps 2,977
E5-127 24,660 KB 456 0,001 % T26,17% bps 1,166
128-2335 25,486 KB 198 0,001 % T432.428 bps 0.50&
256-511 21.096 KB 224 0,002 9% 1,699 Kbps 0.5732
S512-10232 25,230 KB 42 0,001 % 522,614 bps 0.1a7
1024-1517 171.289 KB 118 0,004 % 2591 Kbps 0,202
==1518 OB ul 0.000% 0.000 bps 0,000
Most Common Packet Sizes Bytes Packets Aug Utilization Aug bps  Awg pps
&4 Bytes T2.750 KB 1,164 0,002 9% 1.524 Kbps 2,977
55 Bytes 16,500 KB 256 0,000% 245,698 bps 0,655
1510 Bytes 156,309 KB 106 0,003 % 3275 Kbps 0,271
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TOP 10 IP Addresses

Marme Percentage Inbound Percentage Quthound Bytes Packets
Jwebmaster S6,.403% 39.083% 401,174 KB 1,200
‘-_g 209.202.248,101 2.020% 27.999% 126,113 KB 196
\-3 21119615496 15,653% 8.145% 99972 KB Tag
-_;website 2.485% 4.064% S2.71T7 KR 370
‘-_g 211.196.154.79 2,34 7% T.6E88% 42,158 KB 126
\-3 &4.2232,189.104 2.215% 2,399%  24.004 KB 128

-J 127.0.0.1 0.000%: 0.000% 17.873 KB 286

\-_g 209.202.249,2500 1.719% 1.793% 14.756 KB 58
\-_g 209.202.214.246 0,8849% 2,002% 12,125 KB 40
\.3 64,05.80.23 0,823% 0.333% 3. 739 KB 30

Reports options

You can customize the reports by change the settings in the Report Options.

Click the Iﬂ button to open the Report Options dialog and change the settings. The Summary Statistics, Diagnosis Statistics and
Protocol Statistics were displayed in table format but the others were displayed in chart and table formats. Click the Reset button,

the settings will be reset to default position.

Report Options

Surnmary Skakiskics
Diagnosis Statistics
Protocol Statistics
Top IP Protocols
Top |10 % | Table [ Top

Top Physical Addresses
Top (100 2| Table [JTop

Top IP Addresses

[¥]Top 10 % Tahble [ITop

w

Top Local IP Addresses
Top (100 2| Tahble [ Top

Top Remote IP Addreses
Top (10 2| Tatble ClTop

Ik ][ Cancel ][ Help
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Statistic reports

In this view, you can get statistic reports of the global network or a specific group. View a group or global statistic reports by
selecting the corresponding group's name listed in the Project Explorer.

BT Froject Explorer B X Q’Endpnints rF'ru:utcu:DIs rc::unversatiuns rMatrix rF'ackets rL-:ugs rGraplls/VREpurts 10
[ DY Project 4 (3) .
: - S o =1 P t 1R k
il E:ﬁ:Pr ol Explu:nrer(l;._____‘_‘hh a | & [E | roject 1%Repor |
ﬁ Physical Explarer (3) . : o]
 E 3 Local Segment (16) Report of Project 1 ' Colasoft Capsa |
I @_—; Gateways (1) I~
 ®-™ - Broadcast Addresses (1) R eport genersted on: 2006-07-17 14:31:33
EI 'ﬁl P Explarer (3
-5 Local Subnets (1) o
Broadcast Addresses (1 B Summary Statistics
#-[*y=  Internet addresses (4) | | Diagnosis Events
B Protocol Statistics
B TOP 10 IP Protocol
B TOP 10 Physical Addresses
BT Project E::-::pnl-:nr‘eré B X ﬂ’Endpnints rF‘ru:utu:ucDIs rCDnversatinns rMatrix rF‘ackets angs rGrapI}s/wREpurts 40
& Project 1(3)
: o =1 192.168.0.0/ 24 R t
-7 Protocol Explorer (1) w42 | /24\Repor |
=g Physical Explorer (3) -~
=< Local Segment (18] Report of 192.168.0.0/24 3
@ Gateways (13 .
(= Broadcast Addresses (1) [Wepor genersted on: 2006-07-17 14:35:53
El,jl'd IP Explorer (3)
EI@ Local Subnets (1) L
ST 197, 165.0.0/24 (17) B Summary Statistics
- Local Hnst(l B Diagnosis Events
8 Broadcast (1) | (M Protocol Statistics
----- 192,168,029
..... 197 1668.0.68 B TOP 10 IP Pr.utuc:ul
..... 192.163.0.90 | [™ TOP 10 Physical Addresses
----- 192.165.0.92 B TOP 10 IP Addresses
""" 192.168.0.112 | || TOP 10 Local IP Addresses
----- 192.168.0,124
..... 192 168.0.206 B TOP 10 Remote IP Addresses
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Filters

The filters in Colasoft Capsa decrease the packets to be analyzed and displayed, enabling you to focus on what you are really
interested in. However, to get a primary impression of your network communications, you'd better not to set any filters unless you
are practiced in using this program.
Colasoft Capsa has two kinds of filters: global filters and project filters.
* Global filters
Some commonly used protocols filters are predefined and listed in the Filter Table, which can be applied to the current
project by clicking the Add button and selectFrom Filter Table.... Please note that the modification to global filters must be

made in the Filter Table.

=¥ Filter Table M [=E3

: File Edit  ‘Window Help
T EEP 5 EXFP
Default ]
Marne Cornment
? ARPRARF ARF or RARP packets
? Broadcast Broadcast Packets
& CIFS CIFS Packets
¥ DHCP DHCP packets
¥ OIS D5 packets
? FTP FTP data or contral packets
S HTTP HTTP packets
T ICMPv4 ICMPv4 packets
T IPvd IP++4 Packsts
? rulkicask Mulkicast Packets
F MetBI0s MetBIOS Packets
& POP3 POP3 packets
¥ FPRoE PPPOE Packets
T SME SME Packets
F SmTP SMTF packets
5 LDP UDP packets
Far Help, press F1

* Projectfilters
You can define project filters in the Project Settings - Filter page. The filters defined in this page are only applied to the
current project unless you tick the Set as default settings checkbox. Colasoft Capsa graphically displays project filters, you
can easily accept, reject a filter or change its status. The flexibility of Colasoft Capsa lets you accept some filters and at the
same time reject some others: the packets matching the Accept filters will be analyzed and the packets matching the Reject

filters will be discarded.
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Project Settings

ceneral | 28 adapter T Fiter 35 Metwork | 598 Log | 55 Diagnosis
59 Adapter
Accept only v
packetz MNOT [ Server] ]
matching 1 % Packetz fromio server
fitter.
b J
v O |
matching any of HTTP packets _
[@ FOP3
@ SWTP
SMTP packets
Anal
By tnalyzer =T
[ ]5ave as default settings [ (0] 4 l [ Cancel ] [ Help ]

This chapter describes how to create, modify, and use filters for network analysis, you may also find some examples which can help

you be familiar with filters more quickly.

Adding a project filter

Click the filter icon ? in the toolbar to open the Project Settings - Filter page, to add a project filter, you can choose to create
a new one or select from the global Filter Table with predefined filters listed.

* Add a new filter
Click on the Add button and select New... to enter the filter setting page. The Simple Filter tab lets you quickly make the
most commonly used filters by address, port and/or protocol. For example, if you check the box of Address filter, select IP
address and enter 192.168.6.100 in Address 1, keep Both directions and select IP address and enter 221.236.12.213 in
Address 2, after you confirm your operation and return to the previous page, you can see the filter you just define listed with
a tick indicating that it is accepted. After click Ok to confirm, only the packets transmitted between 192.168.6.100 and
221.236.12.213 will be analyzed.
The Advanced Filter tab is for you to create more complex filters with a wider range of filter parameters, including address,
port, protocol, packet value, packet size and packet pattern. You need to select a logical rule for a single filter, the logical rules

can be And, Or or Not. See "Advanced filters" for more descriptions.

* Add from filter table
Click on the Add button and select From Filter Table... to open a dialog which lists all predefined filters, you can check one
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or more filters, before confirm your selection, you need to decide a filter rule: accept or reject the packets matching filter for

analysis.

* Add by captured packet

If you want to make a filter on the basis of a captured packet or item, just right click on the item and select Make Filter....

from the context menu, Colasoft Capsa will fill in the filter automatically. This function is available for the Diagnoses -

Events view, Endpoints view, Protocols view, Packets view, Connections view and Logs view.

New filters can be made at any time and will go into effect immediately.

Make filter by packet

Surnmary | Diagnoses | Endpoints | Protocols | Copfeersatjons Matrp;/ Packets |Logs | Graphs | Reports |

$ 00 EBEEREMmBE FEtw @
Mo, | Absalute Time | Source eskinakion - Size | Protocol | Source Part | Destination Port
‘3bzbz [11:03:5... |137.227 232.. . "19z.160.0d8. .. | L,510|HTIF | 80 |
35283
L5784 Mﬂdif}f Filter
35z8E e S
imple Filker ilker |
e p | Adwvanced Filter |
HGZET Filer name: | 20 Ili | i I E]
: re ;
oy | : Filker color:
2EZE9 I ]
Cornrmenk: ;
B | | {i} Accept {:} Reject
35231 address filker
35E32 Address 1 Address 2
2a2dd |IF"-.-'4 address b HE pirECHER iIF‘\f4 address w I@
SRS ) : |Both directions 5l |
35235 1137,227,232.135 v|[»] 192.168.0.65 v »]
35298
SEEIT
R [+] Port Fileer
T Pork 1 Port 2
|Single pork W |@ Dite o !Single port: w I@
||
! iBl:uth directions ol | :
|EHJ vlm I ilSlD VIE]
Protocol Filker
s ===
| HTTP Ethernet I1{IP TCPHTTR I

Accepting or rejecting a filter

In Colasoft Capsa you can accept some filters and at the same time reject some others. The packets matching to the accepted filter

will be passed to analyzer and analyzed by Colasoft Capsa, and in reverse if you set the filter as a rejected filter. To accept or reject

a filter, you can:

* Decide filter rule when adding/editing filter
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Packet Eilter

Simple Filker | advanced Filter

Filker Mame: |0FFiEEl

Comment: |Pa-:kEI: Filker

Address Filker
Address1

|IF‘ J— - | Direction

| Filter Color: E
.—"'"_'_'_'_ _\_\_\_""\-\.
|<{§} Accept {:} Reject >
'\—\.\_\_\_\_\_ _'_'_'_'_,_I-
Address2
|.ﬁ.ny address w HE

|Eh:|th directions

|192.158.2.w24

v

Change filter status with the Add/Reject button

Project Settings

ceneral | 28 adapter T Fiter |-j»':; Metwork,

5‘] Lag L@ Diagriosis

Accepk
3 Adapter Click these buttons to drang__a_-_________._...r
=3 the current fiter status —___

Arcept only v T Reject

packetz MNOT [ Server]

matching 1 % Packetz fromio server Up

fitter.

Dovn
Fitter status: Reject
¥

ckats

B [ v :EE ket ]7

matching any of PACKELS . ,

[ = FOP3
Kilter status: Accept
@ SMTR =
SMTP packets
i Anal [ ]
Bty tnalyzer =T

[]5ave as default settings [ Ok l [ Cancel ] [ Help

Saving, editing and removing a filter

Saving aproject filter

When you finish the setting of a filter and confirm, Colasoft Capsa will save the filter and list it in the Project Settings -

Filter page. However, since the projects in Colasoft Capsa are all independent, the filter settings of a project can not be

shared by other projects unless you designate the filter setting as default. With the command Set as default Settings...,
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you can save a filter and its settings in the configuration category of system, each time when you open a new project, you can
see the filter listed in the Project Settings - Filter page.

Both simple filters and advanced filters can be set as default.

Project Settings

izeneral | Z3 .ﬁ.dapter| T Fiter |-F-; Metwork, | £ Log | %3 Diagnosis

E3 Adapter Accept

Accept anly v
packets MOT [ Server ]
matching 1 % Packetz fromfto server]
fitter.

b J
v e ]
matching any of HTTP packets _

@ PoPa

[ = SMTP
SMTP packets

Import...

¥

il

By fnalkyzer

Expart W

[ (04 l[ Cancel ][ Help ]

* Editing a filter

To edit a filter, double click it from the filter list or use the Edit button. You can make modifications either in the capture

process or when Colasoft Capsa stands by, after confirmation the modifications will be go into effect instantly.

Note: You are in danger of losing the specified parameters you have already entered as moving from the Advanced Filter

page to the Simple Filter page, you have an opportunity to abort the operaton when a warning appears.

* Removing a filter
To delete a filter, make a selection from the filter list and click the Remove button. If you have set the filter as default, this

operation will disable the previous setting.

Importing and exporting filters

¢ Import filters
Colasoft Capsa lets you import filters from the files in .cscpflt format. Click the Import... button and select Import Filter

from File..., Colasoft Capsa will open the project file and list all available filter files, select one to open.
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Project Settings

| General | adapter | ¥ Fileer |.§eg Metwork | D Log | 53 Diagnosis

Adapter Accepk
Reject
Import Filter
Up
Lok ir: | = Projects w | 4 [? 2 [
— Do
Ty || PacketFilters, cocpflt
4 2, Packetsize, csopflE
My Recent @ Port5001, cacpflt
Documents @ TrafFic.czcpflt
[—’ Edit. ..
Desktop Remove
My D ocuments
8
My Computer |l Export
-~
Q File name: |F'a|:ketsize.|:scpflt W | L Open ] o=
Py Metwark Files of type: | Colasaft Capsa Packet Filter File [*.czcpflt) v | [ Cancel ]

If you decide to clear the current filter list when asked, only the filters imported will be showed; if you select No, the filters

imported will be appended to the current filter list.

Colasoft Capsa

\ ? ) Would you like to clear current Filker lisk?

J

[ Yes Mo ] [ Cancel

* Export filters

To export filters, click the Export... button. When export filters, all the items in the filter list will be exported to a file in .cscflt

format, which can be imported later by other projects.

Simple filters

The Simple Filter page allows you to customize some commonly used filters by address, port and/or protocol in a single filter.

When multiple parameters are chosen they are connected by logical And statements. That is, packets must match all of the

conditions in order to match the filter.
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Packet Filter

Simple Filker | Advanced Filter |

Filker Marme: |0FFiEEl

| Filker Color:

Camment:

|F‘acket Filter

| @ Accepk

address Filker
Address]

|IF‘ subnet

7 | Direction

|B|:|l:h directions

Addressz

(=]
{:} Reject

|.ﬁ.n~;.-' address

vl
|192.1E-8.2.D,|'24 V|E] »
Port Filker
Part1 Part2
|Multiple porks w | CUERI BT |.ﬁ.ny pork " HE
|B|:|th directions w |
|=3|:|;445,-1433;3389; v|@ »
Pratacol Filker
ICMP Ethernet ITIPYICMP
IGMP Etherniet IT{IPIIGMP A
I l [ Cancel Help

The simple filters defined can also be seen in the Advanced Filter page as below.
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Add Filter, E'
Simple Filker | Advanced Filker |
Filker name: |'3'|:Fi'231 | Filker calar: E}

Comment: |F‘au:ket Filter| | (® accept ) Reject

Taand~ S or- Tanor (& X |G

*
Address ] 57 Protocal
192.163.0.10 i} Ethernet INARP

N 6 Part

i} 110
»
C1
+

(4 l [ Cancel ] [ Help

e Address filter
You can set an address filter by physical address, IP address, IP range and IP subnet. To define an address filter, check the

checkbox of Address filter first, select an address type from the upper combo box of Addressl, then input an address into

the lower combo box or select from the name table. Click the EI icon to get references if you are not familiar with address
formats.

The combo box of Direction is for you to specify the send/receive relationship between the two addresses. You should select
Both directions to match all packets going in either direction between address 1 and address 2, otherwise you could instead

match only traffic going from address 1 to address 2, or match only traffic going the other direction.

Similar as Addressl1, you must select an address type and enter a valid address in Address2 , or simply choose Any

Address. You can select an address from the name table for both Address1l and Address2 by clicking the [I] icon. Below
is an example of address filter.

Address filter

Address1 Addressz

|IF‘ subnet W |E] ClrEEiem |F'.ny address w HE
|Eh:uth directions L

|192.158.2.w24 VHE »
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e Port filter
To define a port filter, check the Port filter checkbox, select a port type and input parameters with correct format in Portl
Notice that if you select Multiple ports, the ports you enter must be separated with semicolon. Other settings are similar as

the Address filter section.

Below is an example of port filter.

Port filker
Portl Porkz
|Multiple porks w ”E Llrzcda |Multiple porks w |@

|E=|:|I:h directions W |

|8EI;445; vl@ |1433;3389; v|@

* Protocol filter
To define a protocol filter, check the Protocol filter checkbox, click the Select button to open the Protocol Filter dialog,
find protocols by t he first alphabet of the protocol name, then select protocols by checking the corresponding check box and
click OK to confirm your selection. The selected protocols are listed in the pane at the bottom of the Simple Filter page, you

can delete a protocol item from the list with the Remove button.

Below is an example of protocol filter.

Protocol Filker

Mame Path Select
ICMP Ethernet IHIPY ICMP

IGMP Ethernet IIPYIGMP

Protocol Filter

x)

Type: | Hierarchical LvS |

=[] TP (Internet Protocal)
[] aH {5IFP Authentication Header)
[] EGP {Internet Exterior Gateway Protocol)
[] ElRF {Enhanced Interior Gateway Fouting Prokocol)
[] ESF {SIFP Encapsulated Security Pavioad)
[] =RE {izenetic Routing Encapsulation)
[] ICMPwE (Internet Control Message Prokocol Yersion &)
IGMP (Internet Group Management Prokocol)
[] IR {Interior Gateway Routing Protocol)
[] 1Pwé (Internet Protocal Yersion &)
[] ©sPF (Cpen Shortest Path First Fouting Protocol)
[] PIM {Protocol Independant Multicast)
[] PUP {{xeron) Parc Universal Packet)

|
|

[] TCP {Internet Transmission Control Prokocol)

LI Lo o T Y SRR T Y PP iy SRR o T SR |}

[

1
54

| #
W

[ o] l [ Cancel ] [ Help
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Advanced filters

In addition to make simple filters by address, port and protocol, you can also choose packet size, packet value and packet pattern
as filter parameters, which are available in the Advanced Filter page. Advanced filters are unique to Colasoft Capsa enterprise
edition.

To create an advanced filter, click the Filter icon ? from the toolbar to open the Project Settings - Filter page. Click the
Advanced Filter tab, you can see a screen with some icons and the text And, Or, Not representing the rules for settings

advanced filters. The filter name, filter color and comment can be customized, if you check the check box of Set as default , this

advanced filter will appear in the filter list each time when you open a new project.

Add Filter X

Simple Filker | Advanced Filker

Filker name;  |Peker Filker calar: E}

Commment: Packet Filker| & accept ) Reject

+ And
I 1
. Address + Size — Pt
L} i SE
B opogsmrsa, T @ soto [ a0
@ Size T
== B4 Llj
¥
Or
Not
(4 l[ Cancel ][ Help

You should specify a rule before adding a new filter item using logical And or logical Or statement; logical Not statement is for you
to not accept the current filter item. The table below provides brief descriptions for these rules and other commands available in

the Advanced Filter page.

Command Description

The settings and rules in this filter will be saved, it will appear in the predefined filter list when you start
Set as default ]
a new project.

And The logical And statement shows the relationship of these filters is paratactic, that is, the packet to be
n
captured must meet all these filters.
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Or The logical Or statement shows the relationship of these filters is random.

Not All packets except those matching the criteria inside this logical Not filter will now be passed to the next
stage.

Edit Opens the corresponding dialog to modify the parameters involved.

Delete Deletes the selected filter.

Show Icon Shows filter icon for each filter item.

Show Details Shows details of each filter item.

You may define Address filters, Port filters and Protocol filters in either the Simple Filter page or the Advanced Filter page,
but Packet Value filters, Packet Size filters and Packet Pattern filters can only be defined in the Advanced Filter page. It is
allowed to switch between the Simple Filter page and the Advanced Filter page, however, you are in danger of losing the
specified parameters you have already entered as moving from the Advanced Filter to the Simple Filter page, you have an

opportunity to abort the operation when a warning appears.

Click the rule And or Or and select a filter item to define, the rule Not is disabled unless you choose an existing filter item first.

The following are some setting examples.

¢ Packet Value filter

Packet Value Filter E'
Length:
Zancel

Offset: |12 -

Mask: |EI>::FFFF |

Data order: |Netwnrk byte order |

Operakar: |= W |

Yalue bype: |HE>< il |

Walue: |DXDBD‘5 E

e Packet Size filter

X

Packet Size Filter

Packet size:

5= v | [1024 2| bte(s)

[ (o] 4 ] [ Cancel ] [ Help
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* Packet Pattern filter
You can set packet pattern filters by ASCII, HEX, UTF8 or UTF-16.

Packet Pattern Filter [Z|
Twpe: |HEX w |
Pattern:
|0DA08 3
Match case
Start offset; |12 -
End offset: |13 ~
[ O l [ Zancel ] [ Help

Filter table

By clicking on the button 'ﬁﬁ from the toolbar you can open the Filter Table which offers the most frequently used protocol filters
predefined by system. This table lets you export, edit or delete the listed filter, you may also import filter from file or add a new

filter. The change to this table is global.

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 116



e to Wrmw Tour Nekwock

3 Colasoft

Colasoft Capsa User Manual

= Filter Table M=E3
¢ Fle  Edit Window  Help
eSS EF X P
Default ]
[ame Carmrnenkt
FICP TP packets x
¥ LuDP LDP packets
? FTP FTP data or control packets
¥ DHCP

Modify, Filten

¥ DS

g:g; Simple Filter | Advanced Filker | Double click on the filter to edit

?ICMP Filker name: | | Filker color: E]

¥ ARP or R
? PP Comment: |TCF‘ packets |

¥ SME

F SMTP [ ] address filker
? Telnet Address 1 Address 2

T NetBIOS Fhysical address ? pliceton Any address ?

? RPC Bioth directions
F P4 » »

For Help, pres

[ Part filker
Part 1 Part 2
Single port 7 LiELion Ay pork 7
Bioth directions
» r

Pratocal Filker

TCP Ethernet I IFYTCP

Rernove

L Ok ][ Cancel ][ Help ]
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Command Line Parameters

You can invoke Colasoft Capsa or launch the Help documentation using command line parameters. To open the command line

window, you can click the Start menu and select the Run... command, input capsa in the Run dialog and click OK to confirm.

Then start the command line from the installation category of Colasoft Capsa, e.g. C:\Program Files\ Colasoft Capsa 6.1 Enterprise.
Command line formats:
e Capsa.exe <.cscproj> | <.cscpkt> | <.cpf> | <.cap> | <.pkt> | <.rawpkt> - opens an existing project or packet file.

Example: Capsa.exe C:\Traffic05624.cscproj

* Capsa.exe /autostart <.csctemp> - opens an existing template file and start capturing packets.
Example: Capsa.exe/autostart "C:\Documents and Settings\Eva\Desktop\Traffic05624.csctemp"

* Capsa.exe /? or /help - displays the Help information for command line.
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TCP Reconstruction

Colasoft Capsa can reconstruct TCP conversations. The captured TCP conversations are listed in the Conversations view, to see
the reconstructed contents, you should first select an item from the conversation list, then push the Stream sub-view tab at the
lower section of the display, or double click the selected conversation to open the Conversation Details window, where you can

see more conversation details, including streams and logs.

When a TCP stream is in plain text format, its contents are readable in the Stream view. Below is some example stream of a HTTP

conversation.

#. Traffic.cscproj - Conversation Details [192.168.0.28:2905<->67.15.229.1... [= |[B)X]

File Edt Window Help

i Packets Eﬁtream]
£ a3 | 192.168.0.28:2905 <-> 67.15.229.157:80" Packets: | 10 |

Endpoint 1: IP address = 192.165.0.25, TCP port = 29205 L
Endpoint 2: IP address 67.15.229.157, TCP port = &0

GET /pub/js/cs menu web.js HTTP/1.1

Aooept: ¥/ %

Referer: http://www.colasoft. com

Aocept-Language: en—-us, ch-chyg=0.5

Aocept-Encoding: gzip, deflate

If-Modified-3ince: Thu, 01 Sep 2005 03:40:55 GHMT
If-None-Match: "3d406d-h77-43167547"

Tzer—-Agent: Mozillas4.0 (compatible; M3IIE 6.0; Windows NT 5.1; 3WV1;
LHMET CLE 1.1.4322) Alexa Toolbar)

Host: www.colasoft.com

Connection: Eeep-Alive

Cookie: wisitorid=2489; PageNuwm=3; UserCookie=1142996495354

HTTP/1.1 200 OK

Date: Fri, 14 Apr 2006 05:16:52 GHT

SGerver: Apache/Z.0.46 [(Red Hat)
Lazt-HModified: Thu, 01 Zep 2005 03:40:55 GHT

f rla ] [T Xt} oW el e P e Lo T = el el — Al 1]

For Help, press F1

To view a HTTP conversation in its original format, select a HTTP conversation from the Packets sub-view. All logged HTTP requests
are presented in this sub-view, check to Stream sub-view or double click a URL to open it. A HTTP conversation may contain
numbers of URLs, some of them can not be opened, e.g. the URLs ended with .css and .js.
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Name Table

When you start capture, the nodes in your network will be automatically identified and displayed by their logical or physical
addresses in the Project Explorer and tab views. The Name Table lets you create and edit the alternate name for physical

addresses, IP addresses and ports.
This chapter explains how to assign your own symbolic names to make packet-related information easy for recognition.
Adding to name table
You can add alias to the name table from the Project Explorer dock window or tab views.
* Add from the Project Explorer dock window

Select a node and the Add to Name Table... command from the context menu with a right click, then make alias and set

color in the opened dialog.

Add to Hame Table El
l

[ ok

Twpe: Pheysical Address W

Physical Address 00:0B:6A: 24 F2:58

Alias; [ — ]

Texk color: [E] [ Help ]

* Add from tab views
You can make alias in all tab views except the Summary view, Protocols view and Graph view. Highlight a row and right
click, select the Add to Name Table command and a type from the context menu, in the opened dialog give a new name to

the selected item, you may also alter its color. Once you click OK to save the settings all the packets matching to your

selection will be showed with the new name and color.

One packet may involve multiple aliases because you can alter the name for physical addresses, IP addresses and ports, e.g.

officel for source IP and office2 for destination IP.
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Summary | Diagnoses | Endpoinks | Protocols | Conwversations | Matri " Packets 1|.L|:u;|s '

@ 0O EERE- P B9 d

Mo, Absoluke Time | Source Destination | Pratacal

2z lE:EI'I-‘:III'?..l.II.IZCSE:4IHDf.fIicel:http |atzicez 197 HTTP
23 l&:07:07.3386523 officel:http officez: 1211 HTTP
4 1l&e:07:07_ 4447886 officef:1311 officel:http HTTPF

Z5 | 16:07:10.187158 | localhost- 1909 localhaost !
Z& | 16:07:10.187527 | localhost:- 13909 localhost:

27 0 1lé6:07:10.18765Z  officez:191Z wimr_colasofn,. .. | HTTPR
=] lE:D?:10.535590/)£C31h05t21909 localhost: 1989 un P
Alias for source IP Alias for destination P

Name table window

The Name Table window lets you insert, edit, delete or find alias. To open the Name Table window, click the Tools menu and

select Name Table, or just click the icon E’E from toolbar. In the Name Table window, you can view alias for physical addresses,
IP addresses and ports.

Export Edit  Select a display fype Clear current filter
Import Insert Delste Find Filter parameter

#% Narne Table

2N NN 7 Filker 192.168. - R

: glata s

(- B3 Physics 3’ 1 |;F, Pork

plizs ————— TCP-LDP Port ~
ICom-nsd 1742

Jcarm-amp3 G20

Jcom-net-rmamk 2391

Jcom-tsmux 106

Jrom-webyiew 7339

3d-nfsd 2373

3dz-Im 1538

3H1 1511

3m-irmage-Im 1550

4-tieroprcl 2934 3
For Help, press F1

This window offers the following commands:

Name Hot Key Description

Copy Copies the selection and put it to clipboard.
Insert... |Insert Adds a new record to the alias list.
Edit... Edits the name or text color of the selected alias.

Delete Delete |Removes the selected record from the alias list.
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Select All Selects all alias records.

Find... Ctrl+F  |Finds an alias item in the list.

Filter Set an alias condition to only display those records matching the filter.
Clear Clear the current filter and display all records.

The alias records in the Name Table window are able to be printed, you may have
a preview by the command in the File menu. To switch between the Name Table window and project windows, just open the

Window menu and make a selection.

Logs

The logs in Colasoft Capsa can record global or scope-specific network events, containing four types of log primarily generated by
the advanced analyzers: HTTP requests, email messages, FTP transfers, DNS analysis and four instant messenger activities: MSN
activity, AIM activity, ICQ activities, and Yahoo Messenger Activities. Colasoft Capsa enables all logs by default, you can change

each log's settings in the Project Settings - Log page. If a log is disabled, you will not see the results in the Logs view.
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Logs

i

HTTF
Requests

I
~=d
Ermnail

Messages

M5
activities

AIM
activities
)

FTP
Transfers

&

(o]
Ackivities
¥

N

Y ahoo
Messenger
activities

L)
DMS

Surnmaty | Diagnosis

4 HTTP Requests =

Time

10:38:42
10:35:42
10:35:43
10:35:43
10:45:04
10:47:53
10:48:58
10:49:01
10:49:00
10:49:02
10:49:10
10:53:16
10:54: 35
105735
105735
105735
10:57:37
10:57:35
10:57:39
10:57:40
10:55:09
10:58:14
10:58:14
10:58: 26
10:58: 26
10:55:26
10:55:26
10:55:26
10:55:27
10:58:27

£

Endpaoints | Prokocals | Conversations
F-EB- B %
Client Server
192.168....  74.53.47....
192.168..,,  74.53.47....
192.1658...,  74.53.47....
192.168....  74.53.47....
192.165....  192.168.0...
192.168,.,,  218.30.8Z2...
192.168.... rad.msn.c...
192.168....

192.168.... rad.msn.c...
192.185,.,,  219.153.5...
192,168,...  rad.msn.c...
192.168....  72.14.255...
192.165....  218.30.82Z2...
192.168.... &4.215.16...
192.168.... ©&4.215.16...
192.168.... &4.215.16...
192.168.... &4.215.15...
192.185..., &4.215.16..,
192.1658..., &64.215.16...
192.1658.... &64.215.16...
192.1658.... 64.12.164...
192.168,.,,  207.46.96,.,
192.168,.,,  131.107.1...
192.168,..,  219.153.4...
192.168....  219.153.5...
192.185,.,,  219.153.4...
192.168,,,,  202.104.2..,
192.165....  202.104.Z2...
192.168....  125.76.23...
192.168,.,, &0.28.241...

[

Requested LURL

htkp: /s umpeF .
bkt £ fvavan umnipcf
htkp: /v urnpeF
htkp: S urnpeF .

bttp:fi192.1658.0.1...

Matrize | Packets

hkkpe ) fskak0? ., cp.ici.. .

hkkpegfrad.msn. oo, .

btk fimsn. allves.c...

hkkpsffrad.msn.co...
htkp:/fmsnms. allve. . .

btk frad. man.co. ..
htkpe ) fkoolbar, goo.,
hkkpe ) fskak0 7, cp.ici.. .

hkkpe )i iog, conny'xk, .

hkkpe )i icq. carmc. ..

hkkps i iog, conngxk, .

hkkpsffdficq.comfc...

htkp:/idf g, comfc,..

hkkps i icg. comyc,..

htkpe ) fdf icg. com)c. ..

htkpe ) fich,icg. com)c, .

htkpe ) ficonfig. mess. ..
hkkpe ) e, sqm. . .

htkp:ffimages zhaa, .

http:/fimages love. ..
bkt ffmesn, bitauko,
http:/fmscdn. allve. ..
http:/fmscdn. allve. ..
htkp: /fpublic.marry. ..

httpe ) thouse, vnet. ...

Logs | Graphs

Methiod
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
POST
GET
GET
GET
GET
GET
GET
GET

Req}

Logs: | 296

=1
304
304
304
304
Z00
200
200
200
200
200
Z00
00
Z00
200
200
200
200
200
Z00
00
404
200
403
200
200
200
Z00
00
Z00
200

Serwvet M
HTTF}:
HTTF}:
HTTP/:
HTTP/:
HTTR/:
HTTR/:
HTTR/:
HTTFR}:
HTTF}:
HTTF}:
HTTP/:
HTTP/:
HTTR/:
HTTR/:
HTTR/:
HTTR}:
HTTF}:
HTTF}:
HTTP/:
HTTP/:
HTTR/:
HTTR/:
HTTR/:
HTTR}:
HTTF}:
HTTF}:
HTTP/:
HTTP/:
HTTR/:
HTTR/: w
>

* HTTP Requests view - presents the information of captured web accesses. You can open a URL with double clicks on it or

use the Open command from the context menu.

* Email Messages view - lists captured emails and such information as client, server, sender name, receiver name, etc.... To

view the reconstructed contents of email, just double click the selection to open it with your email client, or use the Open

command from the context menu.

Note: Captured emails may contain virus, please be cautious when you open an email.

e FTP Transfers view - offers the records of FTP uploads and downloads.

* DNS Analysis view — presents the analysis results of DNS requests and replies.

* MSN Activity view - offers the records of MSN activities.
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e AIM Activity view - offers the records of AIM activities.

* 1CQ Activity view - offers the records of ICQ activities.

* Yahoo Messenger Activity view - offers the records of Yahoo Messenger activities.

Generating log files

To generate log files, you should first enable the log file feature. Open the Log page by clicking the icon ﬁ in the toolbar, select

a type on the left, then enable the selected log file on the right. Click the button E] to open the Log File Settingsdialog, where
you can name the log file and designate file path. Colasoft Capsa will automatically generate log files if you check Multiple files

and set the parameters; you may also customize the count of log files saved in your system.

Project Settings

| General | Adapter | “F Filter | #3 Metwark 5 Log L4 Diagriosis |

X]

m

~[w] DMS Log

e e e
= & =
s = m
=2 B,
= B
2338 g

o
[=]
—_
71
el
—
[
[Im]

[

<]
—
o
-
=]
=]
=
]
un
L
]
3
ra}
[

GEIENENE

[ ]5ave as default settings

Log File Settings

Save log file to disk

) single file

= HTTP Log
Log Buffer Size (KB
Apache Log File (s)
Extended Log File (5)

2043
Disable
Disable

File name:

Crernwrite the exisking File

() Multiple files

Save in Folder:

|C:'|,F'ru:ugram Files\Colasoft Capsa 6.5 |

Base File name: |HTTF'

Split file every | 1

g v ™

i keep all files

"EJ' keep maost recent

Files

]

[ Cancel

J |

Help

Help

By clicking the browse button E] and check Save log file to disk, you can select to save all captured email logs to a single file or
multiple files which are split by time or size.

Single file

All packets are saved to a same file.

0 File name
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Specifies a name for the packet file. Click the [;] button on the right to open a dialog for defining a save path for the
packet file.

Multiple files

Packets are saved to the files split by time or size. To reduce the total size, you may choose to only keep the most recent

files.

(o]

Save in folder

Specifies a folder name and the save path for all files. Click the [;] button on the right to open a dialog for defining a
save path for the folder.

Base file name

The portion of a file name to the left of the period separator. Colasoft Capsa allows very long file names. Click the E
button to view a example of the base file name.

Split file every
Chooses a rule for splitting the file if the file size is too big. You can split files by time or file size - months, days, hours,
minutes, KB, MB.

Keep all files

Saves all split files in the defined save path.

Keep most recent

Specifies the number of most recent files for saving.

Log file formats

Colasoft Capsa generates HTTP, email, FTP or DNS log files only when these logs are enabled in the Project Settings - Log page,

where you can designate analysis ports, set filters, select log location or customize other options. The format of log files is:

name%year-%omonth-%day hour.minute.second.log. For example, a log generated on August 18th, 2005 09:25:23 AM with the
base file name "http" is shown as http2005-08-18 09.25.23.log.

Logs can be saved to a single file or split files. If you select split files, Colasoft Capsa will automatically split log files by month, day,

hour, minute, KB or MB.
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File Edit ‘iew Fawaorites  Tools  Help ﬂ"
@ Back - \.._..)I IE p Search H . Folders v
. Address |E} C:\My Documents)Colasoft Capsallogs Vl a0

[Z] httpzo05-05-18 09.25.23.0og ] http2005-08-18 09,39,530.lag
[Z] httpz005-05-18 09.26.24.log  [£] http2005-08-18 09,40.40.lag
[Z] httpzo05-05-18 09.27.26.og  [Z] http2005-08-18 09.41.46.lag
[Z] httpz005-05-18 09.28.29.lag ] http2005-08-18 09.42.47.lag
[Z] http2005-05-18 09.29.34.lag ] http2005-08-18 09,44.06.lag
[Z] httpz005-05-18 09.30.34.Jog ] http2005-08-18 09,45.06.log
[Z] httpz005-05-18 09.31.35.lag  [Z] http2005-08-18 09.46.07.log
[Z] httpzo0s-05-18 09.32.35.lag  [Z] http2005-08-18 09,47.23.lag
[Z] httpzo05-05-18 09.33.36.og  [£] http2005-08-18 09,48.23.log
[Z] httpz005-05-18 09.35.14.log  [£] http2005-08-18 09.49,530.lag
[Z] httpzo0S-08-18 09.36.14.lag

[Z] httpzo0s-08-18 09.37.29.lag

[Z] httpz005-08-18 09.38.29.lag

L4 [ >
#3 obiects 707 KB My Computer

File and Folder Tasks

other Places

Details

Logs
File Folder

Date Modified: Yesterday,
August 17, 2005, 5:46 PM

Decoding Packets

Colasoft Capsa analyzes and decodes packets and displays detailed packet information in the Packetstab view and its sub-views.
Packet decoding information lets you look through the packets themselves, which is very useful in troubleshooting your network to

track down security vulnerability or learning more knowledge about protocols and network services.

The following sections introduce the Colasoft Capsa decoders, describe how to read a packet's information and decode.

Packet decoders

The packet decoders are the essential engines to decode packets. All available decoders are enabled by default, but you can close

those you don't need to increase the program performance.

To open the Options - Decoder page, select Options... from the Tools menu and then press the Decoder tab. All decoders are

listed by protocol and marked with a tick indicating they are enabled, use the check box before every decoder to disable it.
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| Options §|

Protocal

aH

ARP

ECOTR

CIFS

CORS

DHCP

DS

EGFP

ESP

Ethernet 502.2
Ethernet 8023
Ethernet II
Ethernet SHAP

Cecoder

Colasoft AH Packet Decoder
Colasaft ARPIRARP Packet Decader
Colasoft BOOTP Packet Decoder
Colasoft CIFS Packet Decoder
Colasoft COPS Decoder

Colasoft DHCP Packet Decoder
Colasoft DS Packet Decoder
Colasoft EGP Packet Decoder
Colasoft ESP Packet Decoder
Colasoft Ethernet Frame Decoder
Colasoft Ethernet Frame Decoder
Colasoft Ethernet Frame Decoder
Colasoft Ethernet Frame Decoder

Finger Colasaft Finger Packet Decoder

FTP Chrl Colasaft FTP Packet Decoder

FTP Data Colasaft FTP Packet Decoder

GRE Colasoft GRE Packet Decoder -

s WP — == LN — —
K l [ Cancel ] [ Help

Note: The decoders are applicable to global packet decoding. When you disable a decoder in the Decoders dialog, Colasoft Capsa

will continue not to use that decoder to decode the packets of the same type until you enable it again.

Decode view

To view the decode information of the current packet, press the Show Decode icon Ij in the toolbar to open the decode
sub-view, or double click on the packet to open the Packet Decode window.

The packet decode view presents information based on the protocol used in packet transmission, click on the - minus or + plus

signs in the margin to collapse or expand the view of any header section.
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The following decode information is added by Colasoft Capsa.

Name Description

Packet Number | The packet number which is set automatically by Colasoft Capsa.

Packet Length | The bytes size of this packet.

Capture Length | The bytes size captured by Colasoft Capsa.

Timestamp

The actual time when the packet was captured.

The data in the decode view can be copied and pasted to the clipboard.

HEX and ASCII view

Push the Show Hex E_'E“] icon in the Packets view or Packet Decode window to view the actual packet contents in Hex on the
left and ASCII on the right (by default), or change ASCII decode to EBCDIC by choosing Show EBCDIC from the context menu

with a right click on the Hex view.

Surnmary | Diagnoses | Endpoints | Prokocols | Conversations | Matriz Packets | Logs | Graphs | Reports 4
EIH o O Eﬁﬁ T ? '@* D" ﬁ 'fﬂ |EL| Packets: | 791
Mo, Absolute Time | Source Destination Pratacol Size | Summary b

1 17:25:24_ 47793 officeZ:1027 19z.168. 0.2 .. CIFS 178 | Client Reqg...
2 17:E25:24_47T76EEZ 19z 168.0.... officeZ:10Z7 CIF: 97 | Berwver Res. ..
3| 17:z25:24_ 479693 | officel: 1027 192 1g2. 0.2 .. CIF: | 178  Client Beog. .. I
4 17:EE:E4_ 420020 19z 1e2.0.... |officeZ:10Z7 CIFZ o7 | Serwer Res. ..
5 17:E5:24_ 636102  localhost:. .. |localhost:1%30 | UDP 64 | Bro=1330;:D. ..
& 17:E5:z4.637L513 localhost:. .. |localhost:1230  TUDFP 64 | Broc=1330;:D. . Z
-4 Packet Info: ~
g Packet Number: | 000003
Packet Length: 178
|§| Capture Length: Pﬂ‘ckﬂt dﬁ‘mdﬂ 174
L_:I Timestanp: Z00&-01-04 17:Z25:24_ 473633
- % Ehternet - IT [0/14]
ﬁﬂiDEEtinatinn Address: O0:EQ:4E:10:F9:4C (Sanyo Denki) [oOf
ﬁﬂiﬁnurce Address: O0:0B:&A: BA-CF:7h (Asiarcock) [&7E]
|:L_|—IPrDt-DCDl: Ox0s800 [ Internet IP (IPwd
= W IP - Internet Protocol [14/720]
=) Wersion: 4 [14/41] 0=x00FO
=) Header Length: E 120 Bytes) [14/1] 0Ox
[E-E Differentiated Services Field: oooo aooo [1E#1] 0Ox0O0FF
=) Differentiated Services Codepoint: oooo aa. . (Default) [1E/1] 0=0
3 ECH-Capahle Transport: 0. [1E41] 0O=x000Z

The Hex view is graphically linked with the decode view, when you select a portion of packet contents in the decode view, Colasoft

Capsa highlights the selected portion and the corresponding Hex data and ASCII/EBCDIC data in the Hex view.
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Packet decode

=% Packet Info:

Eﬂ Packet MNumbher:
[F]Packet Length:
[F]Eapture Length:
IH Timestamp:

-4 Ethernet II Header
HﬁDestinatiDn Address:
Hﬁﬂnurce Address:

@ Protocol:
=% IP - Internet Protocol

*
L3

J0l3

Jo0ze

J0za .

J04C | 01 E1 54 DD AB 4& EE DO OF CC 28

JOEF | F1 CC 56 5D DA BZ EZ ED SE E7 44
Hex

044728

1510

1506

200&-08-18 10:23:E5E2_108324
[0F£14]
O0:0B:&6A-1F:1a:95
O0:80:C8:21:64:Dd
Ox0g00

[14/720]

Asiarock [
L-Link Svys=s
Internet IP

nse]
[E4E]
(IPwd)

[1zF

41 37 &4 40 47 DE E7 SdoUFL L0 ATIRG. .
BL 35 ZF BZ 27 3B 04 B3 IR IS ST
ASCl

1
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Tools

Colasoft Capsa provides users several useful tools - Colasoft Packet Builder, Colasoft Ping Tool, Colasoft Mac Address
Scanner and Colasoft Packet Player, let users can build packet, ping IP addresses, scan IP and MAC addresses, replay packet
file. Besides these four useful and handy tools, user can also customize to invoke other applications or tools from Colasoft Capsa,
such as the Tracert, Microsoft Office Word 2003, Notepad, and etc.

Colasoft packet builder

Packet Builder is a tool used for constructing your own custom packets and sending them into the network. You could use this

feature to check your network for protection against attacks and intruders.

There are three ways to invoke Colasoft Packet Builder:

o Click the Colasoft Packet Builder command in the Tools menu.

. Open the Start button of Windows and choose All Programs. Click the Colasoft Packet Builder from the Colasoft Capsa

application.
. Choose the Run.. command from the Start button of Windows, input PktBuilder.exe command and click the Enter key.

You can select one of the provided templates and change the parameters in the decoder editor, hexadecimal editor and ASCII

editor to create a packet. Any changes are immediately displayed in the other two windows.

To custom the layout of the three windows, please click the window header, hold on mouse and move it.

%" Packet List N | Packets | 15 | Selected | 1 |
Mo, Delta Time | Source e Destir\#.j Protocol Size | Summary A
| 0000000 | 192.168.0.20... |192.168.0.255:.. NS | 96 | C:NAME=OFFICE
2 0.002020  192.168.0.20...  192.168.0.255:... MBMNS 96 | C: NAME=OFFICE
3 0.193754  192.168.0.93:... 192.165.0.255:... MBDGM 256 | Ci Transaction Ma
4 1.134533 | 192.168.0.26:... 21901334972, | QQ 82  C:keep alivel393

3 0336778 219.133.49.7...  192.168.0.253:4... Q0Q 102 5 Keep alive w
£ | >
r_;?? (2ode Editor | Packet r*\kl
=g 1£a.c]-uat Info: \/JT

[H racker Hunber: 000001 -

rj:l Packet Length: S5

v

o N TR T i %
< >
2 Hex Editar | Total | 52 bytes |
oood FF FF FF FF FF FF 00 50 56 40 34 3D 05 00 45 ....... FVEd=. .E ~
OOCOF 00 00 4E 00 00 40 00 40 11 B7 81 CO 48 00 CE .. .N..R.Q.......
001E CO A 00 FF 00 32 00 82 00 34 \le Iz e N e R e T e

Hold on and drag your mouse to the position displayed in the below figure.
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%" Packet Lisk

B

i

Mo, | Delka Time | Source Destir, =50 Prokocal Size | Summary 2
! 0000000 | 192,168,0.20,, | 192.168.0,255:,,, MNBNS | 98 | C: MAME=OFFICE
Z 0002020 0 19:2,163.0.20..,  192.163.0.255:...  MBMNS 95 | C: MAME=OFFICE
3 0193754 19:2.163.0.93:...  192.163.0.255:... MBDGM £56 | C: Transaction Ma
4 1.134533  192.168.0.268:...  219.133.49.72:... QQ 82 C: Keep alive(393
5 0336775 219.133.49.7...  192.168.0.23:4... QOQ 102 5 Keeﬁ alive T
£ | ¥
(% rode Editor | PacketM 1 |
' |Packet Info: —H
" [ racket Muuber: 000001 -
5 1"_]_-| Packet Lengtlh: 25 B
T e S i e A B —
4 | >
@ He:x Editar \”\ | Total | 92 bytes
0000 FF FF FF FF FF FF 00 50 56 402902 00 45 ....... PVA4=. .E A
DOOF 00 00 4E 00 00 40 00 40 11 7 A B - B0 CE . H..B.B....... =
001E CO &3 00 FF 00 3% 00 59 00 35 4 0 ot R =
Then you will see the Packet List window move to the bottom.
Decode Editor Packet Mo. | 1 |
=W Packet Info: ~
- |[F racket Muuber- 000001 -
ﬁ' Packet Length: =1
ﬁ' Capture Length: Sz

-IFIDElt.a Time: 0.000000 Second ]
< >
[e28 Hes Editor | Total | 92 bytes H
gooo FF FF FF FF FF FF 00 50 56 40 34 3D 03 00 45 ....... FV[Ed=. .E »
O00OF 00 00 45 00 OO0 40 00 40 11 BT 281 CO 48 00 CE 1 ] ol [,
O01E CO 42 00 FF 00 89 00 89 00 34 QA CH 02 14 01 ...neinelnnnns L
0020 10 00 0L 00 00 0o 00 00 o0 20 45 50 45 47 45 ... ..., EPEGE
o03Cc 47 45 44 45 44 45 46 43 41 43 41 43 41 43 41 GEJEDEFCACACACK b
" Packet List | Packets | 15 | Selected | 1 H
Mo, Delka Time | Source | Destination | Pratocal . Size | Summary o
1 0.000000 | 192,168.0.20,,, | 192,168.0.255:... | MEMS | a5 | C: MAME=0OFFICE —
2 0002020  192,165,0.20,,,  192.165.0.255:.., | NEMZ 96 Ci NAME=0OFFICE
b=l [ I N b = | b B b T == B =) 1M 180 N 90, L=l m T ¥ ] =) 1 Te=rmem=~kime bl=
£ >
Toolbar
- T = ] - =
@ @ | F @ D B X | @ v & | = B | @
Impaort  Export = Add  Imsert  Copy Paste Delete | Move Up Mowe Down  Checksum - Send  Send Al Adapter  Abouk
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Button Description
| . Colasoft Capsa supports import files in *.cscpkt, *.cpf, *.dmp, *.pkt and *.rawpkt format. The current packets
mpor
will be cleared if you import a packet file.
Export The packets listed in the Packet List and related information can be exported to a file in .cscpkt format.
Add Creates a packet and it will be listed as the last packet in the Packet List. You can define the packet type from
the five templates provided by Colasoft Capsa and the delta time.
| " Creates and Inserts a packet into the Packet List and it will be listed after the current packet. You can also
nser
define the packet type from the five templates provided by Colasoft Capsa and the delta time.
c Copies the selected text or items in the three windows. In the Decode Editor, you can copy all involved items in
opy . . .
a tree as a text file and puts it on the clipboard.
Past Pastes one or more packets in the Packet List window or paste some content h the Decode Packet
aste
window.
Delete Deletes a packet in the Packet List or delete a period Hex/ASCII code in the Hex Editor.
Move Up Clicks this button to move a packet once towards the first packet in the Packet List.
Move Down Clicks this button to move a packet once towards the last packet in the Packet List.
Check Clicks this button if you want Colasoft Packet Builder calculate the checksum automatically when you editor a
ecksum
packet decode.
Send Sends selected packets to the wire.
Send All Sends all packets in the packet list to the wire.
Adapter Defines an adapter for sending packets to the wire.
About Displays program information, version number and copyright.
Packet list

This Packet List window displays packets and the relative information, allows users to edit the listed packet, such as copy, paste,

delete, add, move up and so on.

%Y Packet Lisk | Packets 15 Selected 1 _-
Mo, Delta Time | Source Drestinakion Protocol Size | Summary ~
1 0.000000 | 192.168.0.20... | 192.168.0.255:.., | NBMS 96 | C: NAME=OFFICE <1D3
2|  0.002020 192.168.0.20... @ 192.168.0.255:...  MNBMS 96  C: NAME=OFFICE <103
3 0.193754 | 192.168.0.93:... | 192.168.0.255:... | MBDGEM 256 | C: Transaction Name ="...

4 1139533 | 192.163.0.28:... 219.133.49.72:... QO 82 | C: Keep alive(393622003)

5 0.336773 | 219.133.49.7... | 192.168.0.23'4... | QQ 102 | 5 Keep alive

6 3.905421 00:00:88:47:... FFR:FF:FF:FRFF...  ARP 64 Whais 192, 168.0.627 T...
7 0.304263 67.15.229.15... 192.168.0.28:1... HTTPS 64  Seq=0333105606,Ack=...
a 0.000420 192.168.0.28:... 67.15.229.157:.... HTTPS 58 Seq=0079530178,Ack=...
3 1598414 | 192.168.0.28:... | 192.168.0.208:...  TCP 64  Seq=0628693960, Ack=...
10 0.000026  192.168.0.28:.., | 192.168.0.208:...  TCP 64 | Seq=0848293389,Ack=...
11 0.000013 | 192.168.0.28:... | 192.168.0.208:...  TCP 64 | Seq=3222455537,Ack=. ..
12 0.108485 | 192.168.0.20... | 192.168.0.28:1...  TCP 64  Seq=1361267039,Ack=. ..
i3 (i rd 103 189 O 0 103 182 0O 2o T = L P o e s B === o | B Wt

Right-clicks to open the context menu, you will see the available commands in this window. Users can define the display column
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and edit packets.

ﬁ Send Selected Packets. ..

send All Packets., ..

Column [\r\ 9 | Mo,
J Copy c Chrl4+C Delta Time
1] Paste Chrl+y Source
2 Delete Del Destination
@ Add... Chrl+R Protocol
@ Insett. .. Ckrl+1 Size
£ Move Up Chri+Up Arrow Source Physical
4 Move Down  Chrl+Down Arrow Destination Physical

Source IP
Select Al Chrl+8

[Destination IP
Source Pork

Destination Port

aurmary

Reset

Import packets

Colasoft Packet Builder supports *.cscpkt (Capsa 5.x and 6.x Packet File) and *.cpf (Capsa 4.0 Packet File) format, you may also
import data from *.cap (Network Associates Sniffer packet files), *.pkt (EtherPeekv7/ TokenPeek / AiroPeekv9 / OmniPeekv9
packet files), *.dmp (TCP DUMP) and *.rawpkt (raw packet files).

There are two ways to import packets into Packet Builder:

Click the import FE] button in the toolbar or the Import... command from the File menu.
In addition, users can transmit captured packets from Colasoft Capsa application by right-click and choose the Send to
Packet Builder command in the context menu of the Packets view.

Export packets

Users can export packets and relative information to a file in .cscpkt format.

Editing packet

All listed packets and their decode information are editable. Users can create a most poplar packet according to the template

provided by Colasoft Packet Builder conveniently.

Create packet
There are two ways to create a packet- Add and Insert. The difference between these two ways is the new added packet's position
in the Packet List. The new packet will be listed as the last packet in the list if add a packet, while the insert means the new packet

will be listed after the current packet.

Click the add/insert P | button to open an Add Packet dialog.
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Add Packet X
Select Template: Ethernet Packet L
Delka time: {100 & 5

I ] [ Cancel ] [ Help

Select Template

To create a packet, you need to specify the packet type by selecting the name from the Select Template combo box first.
The templates contain several kinds of common-used packet - Ethernet Packet, ARP Packet, IP Packet, TCP Packet and
UDP Packet.

Delta Time
Then defines the delta time for the new packet. Delta time means the length of time between the new packet and the last
packet in the Packet List, 100 millisecond in default. If you are inserting a packet, the delta time means the length of time

between the current packet.
Notes: If there are no packets in the Packet List, this feature will not be enabled.

Editor packet

In addition to create packets, Colasoft Packet Builder allows users to edit the decoding information in the two editors - Decode
Editor and Hex Editor. The feature of editing decoding information of packet is unique to Colasoft Packet Builder, as it is not
supported by others packet builder program.

Decode Editor window
Users can edit the packet decoding information by double clicks the decoding item. The corresponding information in the Hex

Editor window and Packet List window will change with the modification of the decoding. Check the Checksum @ button
in the toolbar if you want system calculates the packet's checksum automatically.

Except the Delta time, Colasoft Capsa provides the changeable decoding groups are different in every kind of packet.

Packet type Applicability

ARP Packet Ethernet Type I, Address Resolution Protocol

IP Packet Ethernet Type I, Internet Protocol

TCP Packet Ethernet Type I, Internet Protocol, Transport Control Protocol
UDP Packet Ethernet Type I, Internet Protocol, User Datagram Protocol

For a TCP packet, the decoding information grouped in the Ethernet Type 11, IP - Internet Protocol and TCP - Transport

Control Protocol are all changeable.
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BB Decode Editor | Packet No. | 14 |
El “-‘fpacket Info: A
[ racket Mumber: 000014 3
2P Packet Leng‘th 54 —
; Packet No. | 14 |
: ”~
: 10761 E
EI --Eﬁﬁnurce Addre=ss: O00:00:858:47-E8:E4 [6/E] &=
& 1_@ Protocol: Ox0200 [1Z/75]
E-r i T | Packet No. | 14 |
EI I=Eal:'Il-" - Internet Protocol [14/720] L)
‘| [ wersion: 1 [14/1] OxFO B
4 i |13 Header Length: 5 (20 Bytes) [l4/1]
- B2 PEE [15/1] OxFF
@ { @@ Total Length: 40 140 Bytes) [16/Z]
000 | [P Identification: Ox009D (187)  [18/2]
000l W@ F: oLo. (Don't Fragment )
D0l ¢ | 2P Fraguent Offser: o [z0/7] OxlFFF
fofZ) Time To Liwe: lzs [22/1] B
12 Protocol E Decode Editor Packet Mo. | 14 |
: EhesiE s |'_‘| ={‘-’i=“T|:1= - Transport Control Protocol [34/20] ~
35':'““& H s dl—'Snurce Tort: 5001 (34721 N
Destinat) | Bpestinacion Pore: 1148 [2E/2]
M @ Secquence Hunbher: [38/4]
] VICP - Trans | 5, 0 yuber: 848293395  [42/4]
< @ TCP Dffset: 5 [46/1] 0xFO
-8 Flags: .01 0ooo [47/1]1 D0x3F
| L@ Urgent pointer: .a. 147411 Oxz0
col Acknowledoment number: I . [4771] 0x10
~4@ Push Function: o.. [4771] oxos
3 Beset the conhection: N [4771] Ox04
il Bynchronize sedquence: _a. [47/1]1 0O=x0Z
“d@ End of data: eee. ...0 [47/11 00l
wlnd-:.w 16771 (4821
: Checksum: Ox&ELl (Correct) [50/2] i |
j--Urgent point: ] [52/21]
i Sl Mo TCD Option [54/0] 2
— S - . e T 0 By .

Notes: Colasoft Capsa will validate the entries in the editor. It will popup a window to inform you if the entry is incorrect and

undo the modification. You may save the incorrect entry with the click the Esc key if you confirm the entries, though.

X
L] "_n., Please input a valid walue,
L

Colasoft Packet Builder

In addition, users can execute other operations, such as copy all involved items in a tree, expand/collapse content and so on,
by rightclick and choose the command from the context menu.
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Copy Tree
Expand All
Collapse All

Select Al

@ Refresh  F5

Hex Editor window

The Hex editor displays the actual packet contents in raw hexadecimal on the left and its ASCII equivalent on the right. For you

convenience, both the Hex and ASCII are changeable. The Hex used for modifying the hexadecimal code while the ASCII used for

changing the packet text.

Sending packet

In addition to build packet, Colasoft Packet Builder supports sending packet too. This feature allows users to define many

parameters than the Send Packet feature in the Packets view, such as define the interval between every packet and the delay

between loops.

g}
Click the send & button to open the Send Packet dialog.

Send Packet

Dpkions

[ ]Burst Mode fno delay between packets)

[ ]Loop Sending: 1 : loops {zero For infinite loop)

=
+ | miliseconds

Delay Bebween Loops: |III

Sending InFarmatian

Total Packets: R
Packets Sent: ]
Progress: [ l

1] Close J [ Help

¢  Adapter

Users can define a adapter for sending packet from if there are mo re than one adapters in the PC. Clicks the "Select" button on

the right of "Adapter:" to open the Select Adapter dialog, chooses an adapter from the combo box. The window under the

combo box will display the detailed information of the selected adapter.
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Select Adapter

Adapter: SiS 900-Based PCI Fast Ethernet Adapter

Physical Address: 00006456 CF: 70502, 3

Link Speed: 100.0 Mbps
Max Frame Size: 1500 bytes
IP Address: 192.168.0.28/255,255,255.0

Default Gateway:  192,168.0.1 (00:00:41:26:3F:9E)
Adapter Status; Cperational

[ K ] [ Cancel ] [ Help

. Bust Mode
Check this option, Colasoft Packet Builder will send packets one after another without intermission. If you want to send packet

as the original delta time, please do not check this option.

. Loop Sending
Defines the repeated times of the sending execution, one time in default. Please enter zero if you want to keep sending

packets until pause or stop it manually.

. Delay Between Loops
Appoints the interval between every loop if you defined the loop times more than one. Colasoft Packet Builder will send

without interval between every loop in default.

¢+  Total Packets
Displays the number of sending packets. For example, 4*5 means four packets are selected and each one will be sent five
times. So Colasoft Packet Builder totally sent out 20 packets.

. Packets Sent
Shows the number of packets have been sent successfully. Colasoft Packet Builder will display the the packets sent

unsuccessfully too if there is a packet did not sent out.

L4 Process

The process bar simply presents an overview of the sending process you are engaged in at the moment.

The Stop button will enable after start sending, let you can pause/stop the execution. You can modify the parameters after click
the Stop button and then continue to send packets as the new settings.
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Send Packet

X

Opkions

Adapter:  Si5 900-Based PCI Fast Ethernet Adapter

[ ] Burst Mode {no delay between packets)

[ Loop Sending: 2 | |oops (zero For infinite loop)

Delay Between Loops: |0 = | millisecands

Sending Informatian

Total Packets; 4*5 =20
Packets Sent: 1
Progress: [ 1 | ]

Stop ] [ Close ] [ Help ]

After sending packets complete, the Start button will be enabled while the Stop button will be disabled.

Send Selected Packets &J

Cpkions

Adapter:  Si5 900-Based PCI Fast Ethernet Adapter

[ ]Burst Mode fno delay between packeks)

Loop Sending: ] : I loops {zero For infinite loop)

: |
Delay Bebween Loops: |0 vl milliseconds

Sending InFormation

Total Packets: 4%5=20
Packets Sent: 20
Progress: [IIIIIIIIIIIIIIIIIIllllllllllllllllllllli

Shop Close ] [ Help ]

Colasoft packet player

Colasoft Packet Player is a replayer tool which allows you to replay packet files in .cscpkt.

There are three ways to invoke Colasoft Packet Player:

. Click the Colasoft Packet Player command in the Tools menu.
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. Open the Start button of Windows and choose All Programs. Click the Colasoft Packet Player from the Colasoft Capsa

application.

. Choose the Run.. command from the Start button of Windows, input PktPlayer.exe command and click the Enter key.

%1 Colasoft Packet Player

Adapter;
Packet File:

Options

[ Loop Sending:

Total Packets:

| B 5i5 900-Based PCI Fast Ethernet Adapker

i-l

[ ] Burst Made {no delay between packets)

1 | loops (zero For infinite loop)

Delay Between Loops: I | milliseconds

Sending Informatian

Please specify a packet file,

Packets Sent; 0
Skakus: Flease select a adapter and a packet file, Click Play button to skart,
Progress: [ ]
wor [ ) [k
Adapter

Users can define a adapter for sending packet from if there are more than one adapters in the PC. Clicks the "Select"

button on the right of "Adapter:" to open the Select Adapter dialog, chooses an adapter from the combo box. The

window under the combo box will display the detailed information of the selected adapter.
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Select Adapter

Adapher: SIS 900-Based PCI Fast Ethernet Adapter

Physical Address:  00:0B:68:58:CF: 7A{302.3)

Link Speed: 100.0 Mbps
Max Frame Size; 1500 bytes
IF Address: 192,168.0,258/255, 255, 255.0

Default Gateway:  192,168.0,1 {00;D0:41:26:3F: 9E)
Adapter Skatus: Operational

[ ol 4 ] [ Cancel ] [ Help

Packet File
Defines the packet file you want to send. Packet player supports Colasoft Capsa Packet File (.cscpkt) and Raw Packet File

(.rawpkt) formats now, you can select a packet file by clicking the E] button. Users also can replay a packet file have
been sent out before from the combo box.

Bust Mode
Checks this option, Colasoft Packet Builder will send packets one after another without intermission. If you want to send

packet as the original delta time, please do not check this option.

Loop Sending
Defines the repeated times of the sending execution, one time in default. Please enter zero if you want to keep sending

packets until pause or stop it manually.

Delay Between Loops
Appoints the interval between every loop if you defined the loop times more than one. Colasoft Packet Builder will send
without interval between every loop in default.

Total Packets
Displays the number of sending packets.

Packets Sent
Shows the number of packets have been sent successfully. Colasoft Packet Builder will display the the packets sent

unsuccessfully too if there is a packet did not sent out.

Progress
The process bar simply presents an overview of the sending process you are engaged in at the moment.

Replay packet

Sets the parameters as the below figure. It means the HTTP.cscpkt packet file will be replayed five times from the SIS 900-Based
PCI Fast Ethernet Adapter, five hundred milliseconds delay between every loop, and the packets will be replayed without delay in
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one loop . The Total Packets: 14*5=70 means that there are fourteen packets in the selected packet file, every packet will be
replayed five times and seventy packets will be replayed totally.

¥4 Colasoft Packet Player

Adapter: | B 5is 900-Based PCI Fast Ethernet Adapter “ ' E]
Packet File: E:-;I,Tiapsaﬁ'l,HTT-i:‘.cscka: W !
Options

Burst Mode (no delay between packets)

Loop Sending; = : ! |oops (zero For infinite loop)

Delay Bebween Loops:  |S00 :l milliseconds

|

Sending Information

Total Packets: 14*5=70

Packets Sent; 0

Skatus: Packet File playback stopped.

Progress: [ ]

Skap Close ] [ Help ]

Then, click the Play button to start replay. After the replay is complete, the Packets Sent will change into 70 (see the below figure).
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%1 Colasoft Packet Player

Adapter; | B 5i3 900-Based PCI Fast Ethernet Adapter v ! E
Packet File: |D_'|,I£apsa&'l,l-]TTP_£pkt ; : B
Oplions

Burst Mode {no delay between packets)

Loop Sending:

loops (zero For infinite loop)

Delay Between Loops: (500 :_l millisecands

Sending Information

Total Packets:  14*5=70
Packets Senk: 70

Stakus: Packet File plavback stopped.

Progress: [ ]

Stop Close ] [ Help ]

Colasoft MAC scanner

Colasoft MAC Scanner is a scan tool using to scan IP address and Mac address. It can automatically detect the all subnets of the
NICs installed on the machine and scan the MAC addresses and IP addresses of defined subnets as your need.

There are three ways to invoke Colasoft MAC Address Scanner:

U Click the Colasoft MAC Scanner command in the Tools menu.

. Open the Start button of Windows and choose All Programs. Click the Colasoft MAC Scanner from the Colasoft Capsa
application.

. Choose the Run.. command from the Start button of Windows, input Cmac.exe command and click the Enter key.
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% Colasoft MAC Scanner |Z|E| [g]
File Edit Wew Scan Help

g @“j)’\ﬂ 0@0‘@

Local Subnet 192.163.0.0 -

Export &l Export Selected | Copy  Delete  Find Stark  Pause  Stop | Setking
IP MAC Address Host Mame Manufacturer
b *

MAC Address Scanner

In the toolbar, there are some quick button let you can custom the type of graph.
Button Description
Export All Exports the whole scan results to a *.txt and *.csv file.

Export Selected Exports the selected item(s) of the scan results to a *.txt and *.csv file.

Copy Copies the selected item(s) and puts it on the clipboard.
Delete Deletes the selected IP addresses from the results list.
Find Finds a specific item in the san results.

Start Start to scan a network.

Pause Pause the scan operation for a while.

Stop Stop the scan operation.

Settings Defines the subsequent threads.

Scan network

Choose a subnet from the Local Subnet combo box and click the Start button or F5 to execute scan. Colasoft Capsa will display
the scanned results, including IP address, MAC address, Host Name and Manufacture in the list. It will group all IP addresses
according to MAC address if a MAC address configured multiple IP addresses. The scanned results can be exported into .txt file for

future reference.
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™ Colasoft MAC Scanner |Z|E|r5__(|
File Edit Wiew Scan  Help
| B X ﬂ Local Subnet 192,168.0.0 -1 B
Export All  Export Selected | Copy Delete  Find Skark -
Ip MAC Address Hast Marne Manufacturey %
'_'J 192,168.0.60 e ism mr = 60.0,1658,192.in-addr . arpa
'j 192,168.0.203 Bw o e tnte 208.0.168.192.in-addr.arpa D-Link
o 192.168.0,212 WEP o0 o sl e r ) 212.0.168.192.in-addr.arpa  Asiarock
o 192,168.0.88 CEL L ¥ 88.0.168.192.in-addr . arpa Realtek Semi
'_'J 192,165.0.59 | Bl §9.0.1658.192.in-addr . arpa IBM
'j 192.165.0.61 L 0w » LIMK-TEST=F Wi are
o 192.168.0,211 WEP o o®oaa e - 211.0.168.192.in-addr.arpa  Asiarock
'i 192,165.0.210 CEL Rk # 210.0.168.192.in-addr.arpa  D-Link
'_'J 192,168.0.205 205.0.168,192.in-addr.arpa
B3 . A e ; VMW are
j 192,168.0.206 206.0.168. 192.in-addr . arpa
'j 192,168.0.249 249.0,168.192.in-addr . arpa
'i 192,1658.0.245 [ P— 248.0.168.192.?n-addr.arpa g
‘_‘J 192,1658.0,250 250,0.168,192.in-addr.arpa
'j 192,168.0.243 243.0.168.192.in-addr . arpa
o 192.168.0,207 EFw w w w - 207.0.168.192.in-addr.arpa WMWare
'i 192,1658.0.242 DEYELOP
‘_‘J 192,1658.0,245 HBPw e or 245.0.168,192.in-addr.arpa Asiarock
o 192,165.0,244 DEVELOP o
MAC Address Scanner Found 39 hosts,

Users can custom own scan process by clicking the Setting button to open the Setting dialog.

Setting &|

General |

Scan threads number; 100

(] 4 l[ Cancel ][ Help

You can custom the subsequent threads, range from 1 to 100. It will take more time to finish the scan operation if the subsequent
thread is more less.
1 - Colasoft MAC Scanner will scan all address one after another.

10 - Colasoft MAC Scanner will generate 10 threads.
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Colasoft ping tool

Colasoft Ping Tool is a handy ping utility for users.

There are four ways to invoke Colasoft Ping Tool:

. Click the Colasoft Ping Tool command in the Tools menu.

. Select a packet in the Packets view or a node in the Project Explorer, right-click and choose the Ping command from the
context menu (if applicable).

. Open the Start button of Windows and choose All Programs. Click the Colasoft Ping Tool from the Colasoft Capsa
application.

. Choose the Run.. command from the Start button of Windows, input Cping.exe command and click the Enter key.

=¥ Colasoft Ping Tool E”E”E'
Eile Edit ©Chart Options Help

e Legend box &

@@WQFW@
!,

ve Gridline
3D view Chart types

Ready LM

In the toolbar, there are some quick button let you can custom the type of graph.
Button Description

Save Saves the graph to a *.bmp file.

3D view Shows the graph in three-dimensional view.

Legend box Shows or hides the explanation of the colors appearing on the graph.
Gridline Shows or hides the gridlines on the graph.

Chart types |The chart types which are available for the current node and the selected graph title.

Enter an IP address and click the Start ':} button, stop the execution after a while.
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== www. colasoft.com - Colasoft Ping Tool E|E]E]

File Edit ©Chart OQptions Help

vy, colasoft. com A @Start Ping

wl B L ] [be] & ag

. vy colasoftoom

= £00.00
E ._~
= 40000
-] 1 1 1
£ 20000 | Scroll bar
2
= I:I.I:":I ............................................. -
2006-10-25 131 6:52 2006-10-25 13:17:02 2006-10-25 131712
Seleet All_ Auta Scroll
LQ [} =— Copy All Copy —"L& £ = www.colasoft.com
b - 4 -

f www.colasoft.com | TimeStamp Display | Status Bytes | RTime | TTL |
opy ©7.15.223.157 | Z006-9-25 13:17:05  Success B4 433 50

(=) Location: United States | 2006-9-25 13:17:06 | Success | 64 437 50

) Packets Sent:43 | ZO006-3-25 13:17:08  Success 64 433 50

(=) Packets Received;44 | 2006-9-25 13:17:09 | Success a4 435 al

© Packets Lost:S(10% loss) | 2006-9-25 13:17:11 | Success | 64 444 50

) Response time Minimum43ams || 2006-9-25 1317:12  Success 64 440 5O

R ) i | Z006-3-25 13:17:14  Success 64 533 50
© Responise time Maximum:S60ms {1 5n0e 6 52 13:17:16 | Success |64 | 443 |50 |
) Response time Averagei4lims || 2006-9-75 13:17:17  Success 64 448 50 ¥

Ready AF UM

There are three windows in the interface.
Graphic window
The upper window reveals every ping command in graphic way, used for viewing the secular trend in Ping time. The X
axes indicates the Ping real time, the Y axes reveals the Ping response time in ms. Moves the scroll bar in the graph to

view historical graph.

Ping - Summary
The Ping - Summary window lists all required IP addresses or domain names with its summary, such as IP address,

location, packets Sent/received/lost and response time.

Ping - Details

The Ping - Details window displays the details information of ping execution. When you select an IP address or a domain
in the Ping - Summary window, the Ping - Details window will display the corresponding results. There are two kinds of
display type classical and list. The classical view is same to the output of windows ping. While, the list view used the
display format of Colasoft own, such as TimeStamp (in second), Status, Bytes, ResponseTime (in millisecond) and TTL.

ResponseTime is the real time of local host receives the destination response.

The buttons in the Ping - Summary and Ping - Details window:

Button Description

Copy Copies the selected domain's summary information and puts it on the clipboard.
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Copy All Copies the all domains' summary information and puts it on the clipboard, if ping more than one address.
Copy Copies the selected item in the details window and puts it on the clipboard.

Select All  |Select all items listed in the details window.

Auto Scroll |The details list will display the newest packet always if check this button.

Display Shows the details in classical view, Windows display type, or list view.

For a clear view, please move your mouse cursor to the graph. Colasoft Ping tool will highlight the specific node and node border
upon it. An annotation will automatically popup which contains the domain name and response time. The response time in the
annotation will be a range of time when your mouse cursor puts on the grid, while it will be a time if your mouse cursor puts on the
grid line.

a [FE[L | b s

B ey colazoftoom

goo0.aa

400.00

e, colasoft, com
260,00 464,00 - 435.00

sponse Time()

0.0a

Ping multiple addresses/domains

Colasoft Ping tool allows you to ping multiple IP addresses and domain names at one time without upper limit of the addresses'
number. Enters IP addresses and domain name into the address pane, separate each other with a blank space, comma or

semicolon, then clicks the Start 'J Ping button to execute ping command.

For example, ping 67.15.299.157 and www.download.com. For a clear view of the graph of 67.15.299.157, highlight the item of
67.15.229.157 with move your mouse cursor on it.
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':lE 67.15.229.157 www.download.com - Colasoft Ping Tool

File Edit Chart Options Help
67.15.229, 157, wiw, download, com = (J)Start Ping

al [ | [F] & u

Wler15229157

£ 900.00
E A : ool sy R . 5
= 600.00 =
% = ¥ .
R £7.15.229, 157
& 507.00 - 403,00
- I:II:II:I ..........................................
_ J006-10-25 14:52.37 J006-10-25 14:5247
B B td ﬁ = 67.15.229.157
3! 67.15.229.157 L TimeStamp | Skatus | Bytes | RTime | TTL |7
2 67.15.229,157 2006-9-25 14:53:01 | Success fid 579 49
~+[Z] Location:United Skates 2006-9-25 14:55:02 = Success ik Irz 49
~[Z] Packets Sent:iZ12 2006-9-25 14:53:04  Success &4 515 49
-[Z) Packets Received: 155 2006-9-25 14:53:05 | Success o 229 49
(3 Packets Lost:24(11% loss) Z006-9-25 14:53:07  Success fid EET) 49
@ ishorae time M 364 2006-9-25 14:53:09 | Success £ 617 49
_ AT 2006-9-25 14:53:09  Success £ £06 49
O Response time Maximunn:670ms 2006-9-25 14:53:11  Success | 64 513 49
~+[Z) Response time Average:394ms Z006-9-25 1415313 Success fid 406 49 =
4 www.download.com Sl i
Feady AP MU

To view the details of www.download.com, select the domain name in the Ping - Summary window and move mouse to its graph.

The Ping - Details window will display the corresponding information.
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¥ 67.15.229.157 www. download.com - Colasoft Ping Tool M=

File Edit Chart Opkions  Help

A7.15,229, 157w, download. com - @Start Ping

al |E]L ] W& e

[ e cdovvnlosd com

£ 90000

-]

E A of oy | y 4

= 00.00

= .

-] l

m S A A Sl Sl i M i - A A WWW.dDWI’IlDEd.EDI’I’I -

£ 300a0 £09.00 - 609,00

2 ;

_ 2006-10-25 14:52:37 2006-10-25 14:52:47

B B =l = www.download.com
) 67.15.229.157 || [209] bytes = 56 time = 625ms TTL = 238 -
(=) Lacation:United States — || [208] bytes = 56 time = 659ms TTL = 238
8 Fotlectyoenticls Egg EITEDUtéﬁ ki 614ms TTL = 238

E : Yies = me = ms =

Bkl REE‘?’”EE" lfﬁ [209] bytes = 56 time = 615ms TTL = 233
@ Rockchylost:adtliveloss) [210] bytes = 56 time = 615ms TTL = 238
2 Response time Minimum:364ms | [211] bytes = 56 time = 724ms TTL = 238
=) Response time Maximum:670ms [212] Timeout,
=] Response time Average:394ms [213] bytes = 56 time = 690ms TTL = 238

;J www.download.com [214] T?"“E':"-'t- .
© 216.239.122,225 wl||| [215] TimeOut. v

Ready CAF UM
Options

Users can custom own parameters of the Ping command. Click the Options.. command in the Options menu to open the dialog

and modify the listed parameters.

The below figure is the parameter settings in default.
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Options

Packet Size 64 Bytes
—
Packet Time-To-Live 255
B
Fing Timeout 500 milliseconds
Delay Between PINGs 1500 milliseconds
J -
Address transmitked 3 times pre Hoskt
|
Poll Interwal 00 miliseconds
J..
Load Default Ik ] [ Zancel ] [ Help

Packet Size

Sets the size of ICMP packet when execute Ping command. The packet size range from 1 to 1024 bytes.

Packet Time-To-Live
Indicates how many more hops this packet should be allowed to make before being discarded or returned, range from 1
to 255.

Ping Timeout

The amount of time to allow for a response from the peer equipment, range from 100 to 2000 millisecond.

Delay Between PINGs

The interval time between two pings, range from 100 to 10000 millisecond.

Address transmitted
The amount of host or domain resolution, range from 1 to 5.

Poll Interval
The refresh interval of graph, range from 100 to 5000.

Load Default
Clicks this button to reset all parameters to default position.
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External tools

In addition to the four tools referred previous, users can customize to add other Windows applications and tools into Colasoft Capsa

with the External Tools. You can not only invoke but also execute the added applications and tools via Colasoft Capsa.

The following figure is the tools menu in default.

Tools

G4 Mame Tabls
ﬁﬁ Filker Table

Packet Capture Drivers. ..
M&C Address Scanner
Packet Builder

Packet Player

Firg

External Toals, ..

| @ Cptions. ..

Click the External tools... command from the Tools menu to open the External Tools dialog page. The following is an example
of how to add the Tracert command of Windows into Colasoft Capsa.

1. Click the New... button to enable the Property dialog box.

2. Name the tool as Tracert.

3. Enter the path of the program C:\WINDOWS\system32\tracert.exe or click the [;] button to choose the path.

4. Add the parameter $(IP) into Arguments.
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External Tools

Packet Player
Packet Builder
MaC address Scanner Femove
CFing

Tracerk

Mowe Lp

I I %
=
X

Manve Dowin

Property
Title: iTral:erI: |
Command: |C:'I,WINDOWS'I,systemﬁE'l,tracert.exe | [ ]
&rguments: §$':IF':'

Command Line:

CWIRDOW S system 32 tracert, exe

[ Ok ] [ Cancel ][ Apply ] [ Help

5.  Click the E] button to open the Arguments dialog.

X

Arguments

I, l [ Cancel

6. Click the Macros >= button to view the details.
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|

Marme Descripkion
F{PHY) Single Physical
FIMPHY) rulki Physical
$(IF Single IP
$(MIF) Multi TP
$(PORT) Single Part
$(MPORT) Multi Port
$(PRO) Single Protocol
${MPR.O) rulki Pratacal

Macros =< l [ Insert ] [ k. ] [ Cancel

Colasoft Capsa lists the parameters IP Address, Physical Address, Port and Protocol in the window. You can add a
parameter by selecting it's name and clicking the Insert button. If the parameters did not listed, you can enter the

parameters into the upper window manually, like as -d, -h, -j and -w in Tracert command. Every parameter should be

separated with a blank space

7. Choose the IP Address and click Insert button. Click the OK button to save the settings and back to the External Tools
dialog.

8. Click the Tracert command in the Tools menu to execute the program.

| Tools | Window Help
&8 Mamne Table

ﬁﬁ Filter Table
Packet Capture Drivers. .,
MAC Address Scanner
Packet Builder
Packet Plaver
Ping

| Tracerk

M,
Ml

External Toals, ..

@ Cpkions. ..

In addition, you can execute to trace an IP with Colasoft Capsa conveniently. Select a packet in the Packets view and right click,
choose the Tracert command. The source and destination IP address of the selected packet will be listed out, you can trace either

one by its name or both by the All command.
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Tracert V[ 20748 26 100
Select Eelated Paclets 3 192%8. 0.490
Hide Selected Facksts #11

Now let's trace 207.46.26.109 by click its name. System will trace the this IP address and display the details of the execution

in the popup window.

\YINDO¥S \ sy=temn32\tracert. exe

Tracing route to hyZmsglZ242814.phx.ghl [207.46.26.1891
over a maximum of 3@ hops:

28
11
8
11
18
18
43
111
332

3

18
11
22

2

2
18
43

192.168.8.1

222.218.192.1
228.167.24 .21
221 .237.185.21
222.213.1.177
282 .97.78.198
282.97.43.157
282.97.33.158
282.97.51.238

3
3
3

3
3
3

3
3
3

3
3
3

3
3
3

3
3
3

3
3
3

3

[T I R R T T - R T I I I
E)

[T I R R T T - R T I I I
E)

[T I R R T T - R T I I I

3
3
3

1
2
3
4
5
6
?
8
2
A

1
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Send packet

Users can send the captured packets listed in the Packets view and Packets list sub-view of Conversations view. Select one or more
packets and right click, choose the Send Packet command to open the Send Packet dialog.

Send Packet &J

Opkions

[ ]1Burst Mode (no delay between packets)

w

[ ]Loop Sending: 1 : ! |oops (zero For infinite loop)
Delay Between Loops: |0 e | rnilliseconds

Sending Information

Total Packets; k]
Packets Sent: 1]
Progress: [ ]

Stop [ Close J [ Help ]

¢+ Adapter
Users can define a adapter for sending packet from if there are more than one adapters in the PC. Clicks the "Select" button on

the right of "Adapter:" to open the Select Adapter dialog, chooses an adapter from the combo box. The window under the

combo box will display the detailed information of the selected adapter.

t Adapter,

Adapter: [0-Based PCI Fast Ethernet Adapter

Phyysical Address: 0006 68:56:CF: 70502, 3

Link Speed: 100.0 Mbps
Max Frame Size; 1500 bytes
IF Address: 192,168.0,258/255,255,255.0

Default Gateway:  192,168.0.1 (00:00:41;26:3F:9E)
Adapter Status: Operational

[ Ik ] [ Cancel ] [ Help
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¢+  Bust Mode
Check this option, Colasoft Packet Builder will send packets one after another without intermission. If you want to send packet

as the original delta time, please do not check this option.

. Loop Sending
Defines the repeated times of the sending execution, one time in default. Please enter zero if you want to keep sending

packets until pause or stop it manually.

. Delay Between Loops

Appoints the interval between every loop if you defined the loop times more than one. Colasoft Packet Builder will send
without interval between every loop in default.

. Total Packets

Displays the number of sending packets. For example, 4*5 means four packets are selected and each one will be sent five

times. So Colasoft Packet Builder totally sent out 20 packets.

. Packets Sent
Shows the number of packets have been sent successfully. Colasoft Packet Builder will display the the packets sent

unsuccessfully too if there is a packet did not sent out.

A dialog will display the results of the execution. The sending parameters can be seen on the top on the dialog.

Send Selected Packets g]

Opkions

Adapter:  SiS 900-Based PCI Fast Ethernet Adapter

[ ]1Burst Mode (no delay between packets)

Loop Sending: =] : ' |oops (zero For infinite loop)

Delay Between Loops: |0 % millisecands

Sending Information

Total Packets; 4%5=20
Packets Sent: 20
Progress: [llllllllllllllllllllllllllllllllllllllli

Skof Close ] [ Help ]
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Customizing User Interface

Colasoft Capsa 's user interface is flexible and easy to use, sometimes you can change it's settings to get a clearer view. Basically

the customizable sections or commands include the following:

Name Description Applicability

Adds new toolbars or commands, shows
Toolbar* ] toolbar
or hides toolbar text ...

Shows or hides columns, changes the Summary view, Endpointsview, Protocols view,

Columns* N o ) ) ]
position of columns. Packets list view, Conversations view, Logs view
Docked windows* Shows or hides the project explorer bar... |Project Explorer, Project Status
. Sorts the listed data on a specific Endpoints view, Protocols view, Conversations
Sorting™ o )
condition. view
Highlight Highlights the packet selected. Packets list view
Packet Comment Makes a comment for the current packet. Packets list view
Show/Hide Packet List Shows/hides the list of captured packets. |Packets view
Hide Selected/Unselected | ) o
Filters the packets displayed. Packets list view
Packets
. Shows/hides the packet decode )
Show/Hide Decode ) ) Packets view
information.
. Shows/hides the HEX code of the current )
Show/Hide HEX Packets view
packet.
Project Explorer docked window, Endpoints view,
Name Table Makes an alias for the selected item. Packets list view, Conversations view, Matrix
view, Logs view
Project Explorer docked window, Summary view,
Expand/Collapse All Displays/undisplays all available data. Endpoints view, Protocols view, Matrix view,

Packets decode view

The sections below give details about the items marked with *; for the explanation about those features not described in this
chapter, please see the corresponding sections in this manual.

Toolbar

The toolbar includes some icons of frequently used commands, such as New, Open, Save , Start, and so on, you can customize
the commands or options in the toolbar.

* Hide toolbar
Colasoft Capsa shows the standard toolbar by default. To hide the toolbar, open the View menu and put the mouse cursor on

Toolbar, then uncheck Standard.

¢ Hide toolbar text

© 2001-2008 Colasoft Co., Ltd. All rights reserved. Page 157



sy Colasoft

Colasoft Capsa User Manual

Colasoft Capsa shows the text under toolbar icons by default. To hide the toolbar text, open the View menu and put the

mouse cursor on Toolbar, then uncheck Icon Text.

e Customize toolbar
Colasoft Capsa allows you to customize the toolbar commands, which is similar as the operation of Microsoft Office. You may

open the View menu or right click on the toolbar, then select Customize... to modify the toolbar commands.

Columns

Colasoft Capsa displays captured data with corresponding column headings, you can select more columns to show more

information, or alter the position of columns.

* Show more columns
Right click a column heading in a tab view (except the Summary and Graph view), select the More... command to open the

Select Column dialog, check the columns to show or uncheck to hide.

e Column display options
By default the data displayed in a column are aligned left, but they also can be aligned center or aligned right with the

alignment options in the Select Column dialog.

e Column width
To increase or decrease the width of a column, just hold down the mouse button on the column line and move horizontally; or

you may fix the width in pixel in the Select Column dialog.

* Change position
To change a column's position, move your mouse to the column, hold down the mouse button and drag the column to your
intended position. You may also do the operation in the Select Column dialog with the Up or Down buttons.
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Select Column

Select column ko show:

Mo,

absalute Time
Source
Destination
Protocal

Size

Summary

|:| Date

[] Delca Time

[] relative Time
[] 1P Identifier
[] source Physical
[] Destination Physical

~
Hide
1
Davn
3

Width aof selected column {in pixels):

III X

K ] Cancel

Sorting data

Just with a click or double clicks on the column headings in the Endpoints view, Protocols view and Conversations view, the

sort order will be changed. The icon

data in this column is displayed by ascending.

Sort endpoints by Total Bytes

indicates the data in this column is displayed by descending, and the icon

summary | Diagnoses Endpoints F'ru:utu:u:zs Conversations | Makrix | Packets | Logs | Graphs | Repaorts

Bl Type al -
Marme Bvtes Cuk
= [* Local Segment 3,086 MEB
= [#% Local Host 2,757 MEB
= Efasiarock: 1F:14:95  [IEERELE 2,757 MB
W Eva [ 27.302 MA| 2,743 MB
= E@Realtek Semi:a4:75:C6 2,335 MB 1.920 MB
i officel | 2,299 ME 1,684 MB
i 192.168.0.2 | 29,445 KE 29,445 KB
= BRI D-Link:65:75:49 | 553,794 KE | 547.021 KB

|

Dock windows

Bvtes In
22,622 MB
24,521 MB
24,521 MB
24,5158 MB

425,723 KB
425,723 KB
ne
11.773KE

Total Packets
£5,357
53,425
£3,425
53,525
10,722
10,366

238
3,280

Packets In
24,095
29,695
20,693
29,651

4,915
4,915
]

108

Tokal Bytes%s
09,918%

a7 . 204%

97 2045

97 182%
G.313%
G.185%

0, 102%
1.942%,

indicates the

The Project Explorer and Project Status are both dock windows which are on the left section of display by default, you can hide

or alter their positions.

¢ Hide dock windows
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Click the % icon to hide a dock window; to show it again, put your mouse cursor on the dock window button, then click the
I icon again.

* Close dock windows
Click the ® icon to close a dock window. To recover the display, click the Explorer or Statusicon in the toolbar, or make

selection from the View menu.

* Change position
To change a dock window's position, move your mouse cursor to it's title bar, hold down the mouse button and drag the whole
bar to your intended position.

* Reset

Double click the title pane, the dock window will be reset to default position.

Performance Optimization

The performance of Colasoft Capsa depends on many factors like network environment, network scale, traffic size, etc. To get the

most out of Colasoft Capsa you can take the following measures to optimize its performance.

* Program configuration
By default, Colasoft Capsa captures and analyzes all the traffic passing through your network. When you only need to analyze

segmental packets, the efficiency will play down if you maintain the default settings.

°  Packet filters
The packet filters in Colasoft Capsa are flexible and customizable, you can discard undesired packets by setting filters to

increase the analysis speed.

° Logs
The logs can be disabled in the Project Setting - Log page. When you disable a log, Colasoft Capsa will not display the

logged data corresponding to it.

°  Packet buffer size
The packet buffer size is set to 16384 KB by default and should be customized according to your system memory size, it
might slow down the system performance if you set a big value.

°  Project settings
Some project settings may increase the resource occupation of your system, such as resolve host name of captured IP

addresses, enable logs, save log file to disk, etc. You can enable such optional functions only when necessary.
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° Analyzer
The more analyzers are enabled the more system resource and memory will be occupied. You can disable some analyzers

in the Options - Analyzer dialog.

° Packet decoders
The more decoders you enable for packet decoding, the more system resources are occupied. You can disable some
packet decoders in the Options - Decoder dialog.

°  Multiple projects
It will increase system's resource occupation when multiple projects are capturing. It would be better not to use multiple

projects if a single project can fulfill the monitoring work.

°  Monitoring multiple adapters
Colasoft Capsa can monitor the traffic passing through different adapters (unique to enterprise edition), but opening
multiple adapters simultaneously may play down the program performance. To ensure the capture and analysis efficiency

it is recommended to open an adapter at a time.

Hardware optimization
The minimum requirements for Colasoft Capsa are PIII 500 CPU and 256 MB RAM. With the minimum requirements Colasoft
Capsa can work well in a small network; however, it may occur such problems as slow analysis speed, unstable system
performance or even crash in a big network (e.g. a network with over 1024 hosts). If so, you need to optimize your hardware
facilities.

CPU

CPU is one of the most important symbols for system performance, you can enhance the system and program performance

using a CPU with quicker process speed.

System memory
Another important symbol for system performance is system memory. Sufficient system memory can ensure the speediness

of project storage.

Hard disk/NIC
Such system assistant facilities also may affect the performance of Colasoft Capsa, it is recommended to use high-speed
hard disk and 100M - 1000M adapters.

Operation system and system services

The performance of Colasoft Capsa may also be influenced by other running processes, enabled services or defined virtual
memory. On the server installed with Colasoft Capsa you should enable as few applications/services as possible, expand
virtual memory and do not offer outbound services. In addition, since higher operation system occupies more system

resources, it is recommended to adopt the most appropriate operation system in view of different configurations.

Network topology optimization
The network topology is very important for network monitoring and analysis, too many broadcast, multicast or loop-back
packets will add the resource occupation. You should check your network topology, avoiding loop-back traffic or improper

connections to reduce trash packets in your network.
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