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1.Preface

Summary
Thisguideintroduces the configurations, operations, and dailgintenancefor Colasoft UPM.

Who should read thiguide
Thisguideiswritten for all usersof Colasoft UPM

Glossary
The commonly used terms in this guide are describeteriable below:

Term Description

Probe One probe indicates one data collection site, for collecting netwo
packets. One probe corresponds to one network linkn@mronos
server

Aggregation probe One aggregation probe is mapped with two or more probes.

nChronos nChronos Server, which is deployed at the critical links to capture
analyze and store network packets.

Accesselationship If two IP addresses are communicated, theradsesselationship
between them.

Accesselationship Accesselationship diagram consists of tlaecesselationships

diagram among multiple IP addresses.

Business A business means a specific transactiompteted via network. One

business can be done via one or more network applications.
Business logic diagram A business logic diagram consigt the accesselationships among
server nodes and client nodes fiblre business.
Business transaction path Abusiness transaction path consists of server nodes and client n
that are passed sequentialbyy to complete a specific task, such as
balance inquiry, bank transfer.

Network node Network communication endpoint, one IP address or a network
segment can béaken as one network node.
Network path Also called as communication path. A network path consists of

probes and network devices passed sequentially by when two
network nodes communicate.

Intelligent alarm An advanced alarm triggered by UPM Center whigtomatically
compares the packets difference, retransmission packets and pre
data from two probes on one network path.

Asynchronous duplex lon¢ One TCP connection method.

connection Asynchronous duplexvhen a program sends and receives data,
there ale two sub processes which send and receive data
respectively.

With long connection, one TCP connection can send multiple pac
continuously. During the keelpve period of the TCP connection, if
no packets are sent, both ends are required to send detecti
packets to keep the connection.

Copyright© 2023Colasoft All rights reserved. 1
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2.Introduction

Colasoft UPM is a network business oriented performance managesysteém By analyzing the
network from service layer, application layer, down to network layer, Colasoft UPM combines
network operation and maintenance with service performances, analyzes the performance, quality,
fault, and security issues based on bussemd thus provides the visibility to business
performances. Colasoft UPM helps users promote business oriented, proactive netwoakiams
capability, ensure the running of businesses, and enhance troubleshooting efficiency.

2.1.Components
Colasoft UPM ausists of nChronos Server and UPM Analysis Center (hereinafter referred to as
Glta /SYuGSNEULOO®

nChronosservercan be deployed at thkeynodes on the communication link for business system,
and capture business communication data by switch port mirroringetwork TAP. ThaChronos
servercollects and analyzes the performanoetric parameters and application alarm information
in realtime, and uploads to UPM Center via the management interface for overall analysis.

UPM Center is deployed to conveng€hrorosservers collect the business performanogetrics
and alarm information uploaded byChronosservers and display the analysis results.

2.2.Deployment

The deployment obJPMisvisualizedasthe following figure:

i g “E LAN

UPM Center SN

.
Jimimi}
Printer ﬁ Office

ServersFar.rrnT o poap “M o ‘ momoe
EEE = onos Ve
[ s S o g
e
//’ \® 1Chronos Server
< -
e E - N
nChronos Server
& iy, CER P, 7
nChronos Server i S

ServersFarm -7
-
¢ L=/ =/ =1

Servers Farm

nChronos Server

2.3.SystemRequirement

Metrics of UPM client usage environment are shown in the following table:

Metric Minimum
Google Chrome 50 or higher version
Firefox 46 or higher version
Suggest: 1920 1200
Mininum:128Q 800

Copyright© 2023Colasoft All rights reserved. 2
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UPM central serverare available inwo models, UPM301and UPM 3030.

2.4.Listening Port

Int er f a Description

The portconnnGhertoinnogs WRMW veenm @lor o n
22000pserver pustUbkeNM siatwaet ioshi at g hpfoarht
showled al ways on.

The encpyppbedconCadcobonong serve
22100nhChronos server pushes data to
after encryptingpdahauiwdt heS8Lw
Thepof obr accessing UM svweolud adg eb.e

r 1

443 UPM server faipr eAwda3l Ip owitl It om 8080
8080 Thpofor accessi ng. URIM dbecksp angoee  n
on.
NTP time synchronization interf
123 . .
ser vischeoulidt be al ways on.
22 SSH remote m@marctlstsbisngoff by defau
27017 The peetl bMontghoedDBnnect. olnt Goodf f
9200 The peset éonalinstartup of the E
be provided todédshefbubgidefault
9300 The port used for inter_nal star
be provided to the outside. It o
The port used by the UPMGgser Vdrd
19528535 efaul t.

2.5. TechnicalQupport

Basically, we provide technical support to all users of our products, including commercial customers
and freeware users, but please understand thammercial customers have priorities to get help
and to be supported within one working day.

For common questionsiserscan find answers in ou¢nowledge Base

Website support
In addition to upto-date FAQs and glossary, there is version upgrade information and public
resources available &tttp://www.colasoft.com

Email support

Usersare welcome to contact us aupport@colasoft.comwvith technical questions at any time. We
will replyusersas quickly as possible.a Sedikshould include information about the serial
number of the product, product version and edition, the version of operating systetajled
description of the problem and other relevant information.

Forum support
To get our support, providdza SsN@gestions and discuss our products with other users, please join

our Support Forum

2.6.Monitor Port

The legitimatemonitor port used by UPM is shown in the following table:

| Interface | Minimum |

Copyright© 2023Colasoft All rights reserved. 3
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Y/ KNRPYy2aQ AYGdSNFI OS

server.nChronos pushes data to UPM serve

through this interface, which should be openg
all thetime.

b / K NERcy@apr@phidnterface to connect
to the UPM interfacenChronosencrypts the
22100 data and pushes it to UPM server through th

interface, which should btirned onall the
time.
The interface on the UPM server for accessi
the Web, which should beirned onall the
time. The UPM server firewall will map
interface 443 to interface 8080.
The interface on the UPM server for accessi
thewWelr ¢ KA OK R2 S tuyied on.
NTP time synchronization interfadé UPM
123 needs to provide NTP service, it needs to b
turned on all the time
SSH remote access interface, which is off 4
default

22000

443

8080

22

2.7.Default Account

The default accounts provided by UPM are shown inftilowing table

Number User Name Password Explanation
1 csadmin ICSUPM23 UPM webdefault login account
2 root IColasoftL23 UPM server default login account
3 - ah(G26h@ HTTPS certificate password
4 - (t*4RES$J Socket certificate password
5 upm Y6*(TA7d Database login password

Copyright© 2023Colasoft All rights reserved. 4
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3.BasicConfiguration

Colasoft UPM does the entire monitor and analysis job by analtteEngata fromnChronosservers
Therefore, before using UPM to monitor network businesses, it is required to do lsasne
configurations

Go to Configuratior>Basic Configuratiorns enter theBasicConfiguration page, as the screenshot
below:

Basic Configuration

The SDN mirror image configuration afsBIconfiguration features are only available for specific
users.

3.1.Connect UPM to nChronos

The monitoring and analysis of the UPM center relies on the data captured by the front end at
various data collection point&lsersneed to connect the front end to the UPM center.

3.1.1. nChronosConfiguration

nChronoss responsible for data collection, analysis, statistics and regular data reporting to UPM
center

1 Go to Configuratior>nChronosServerConfiguration to enter theChranosserver
configuration page

9 Access the nChronos server web configuration pagknalysis Center to connect UPM
center.

1 View the detail of UPM Center nChronos Configuratio®r nChronos Server List ¢beck if
nChronos serves connected successfuliynd the connection status is online.

3.1.2. Probe Configuration

All analysis results on UPM are based on the data collected by probes. One probe indicates one data
collection site. UPM probe corresponds to the network linkn@mhronosserver.

Click the menConfiguration> Probe and Link to open thegihe and link onfigurationpage and

click the buttonc'x ato open the Add Prob box.

3.2.Business Configuration

Business configuration is thaified entry for businessrelated configuration items.

dick the menuConfiguration> Business Configuratidn open the Business Configuration page
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Business Configuration

3.2.1. Application Configuration

Application configurationiugpportsthree application categoriestandard applications, eigenvalue
applicationsand WEB applications, among which the standard applications support three
application typesshort connection, asynchronous double foreman connection and long connection.

Click the menConfiguration> Busiress Configuratior> Application Configuration angserswill go
to the Applications

The configured application will issue to nChronos servers of the central connection, and recognition
will be enabled by default.

3.2.2. Business Configuration

Business configuration supports business logic diagrams, business performance evaluation alerts,
business performance alerts, and other configurations

9 dQick the menuConfiguration> Business Configuratior Business Configuration to open
the Business Cdiguration pageUserscan configure business infrastructure information,
business logic diagrams, business paths, and business alerts.

1 LY GKS o0dzaAyS&aa f23A0 RAFIANIY O2yFAIdzNI GA2Yy 3
2LISy (KS a! RR MOAAYyASOEAGLEEZ v Awf R2 ¢ | Y RUserRR (G KS N
can also edit the communication path of the client by addimgapplication client in the
a pplicaton Sructure¢ window.

After the application is added to the business, nChronos server esdahe application to enable
critical application analysis. Service performance alerts are issued to links mapped by probes on the
service path.

3.3.Transaction Configuration

Userscan enter the transaction configuration entry interface through the "Configonat
Transaction Configuration" menu

3.3.1. Data Dictionary Configuration

The data dictionary configuration matches the collected code with the description of the actual
business, which facilitates the system to parse the identified code into the information that the user
can understand.
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Click the menu Configuratiosr Transadbn Configuration> Data Dictionary Configuration to open
the data dictionary configuration pagdserscan add data dictionaries either individually or in bulk.
The dictionary codes and dictionary names are unique within each dictionary

When the statenf the data dictionary is not enabled and the business field configures the data
dictionary property, it is not displayed for selection when the business field values are subsequently
set.

3.3.2. Business Transaction Capture Configuration

The configuration of busess transactiorapturingpoints is the basis of business transaction
analysis. The business field information of the transaction can be automatically obtained after the
configuration is completed.

Click the menu Configuratiof Transaction Configuratio-> Business Transaction Capture to add
capturing points. The applications and probes of different points may be different.

Only applications that have transactigroups mounted on nChronos sensdrow up in the list of
applications

If the status ofa collection point is not enabled, the collection point will not be shown in the
business trasaction metrics configuration and the transaction algrage.

3.3.3. Business Field Configuration

Business field configuration is mainly about configuringabsociation relationship between

business field and data dictionary, as well as the basic definition of the field, so as to facilitate
subsequent analysis and statistiffie system obtains the corresponding business fields according to
the configured acquition points in the configuration of business transaction acquisition points.

1 Click the menu Configuratios Transaction Configuratio® Business Fielt set business
field properties.

f Click the butto[ﬁ 2 2LISy (KS a=+ A QUserstaliey thd pdbes,2 y ¢ LI IS o
transaction groups and transaction information which to the business field belongs.

Users only can configure the captured field, and cannot add fields.
Set the common business fields as query field to improve later data query efficiency

Only the business fields that are set to query fields can be used in business transaction metrics and
transaction alarms.

3.3.4. Business Transaction &ric Configuration

Business Transaction Metric Configuration Configures the business metrics that need to be
monitored and analyzed/Vhen configuring, it needs to be associated with business systems and
transactions.
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Click the menu Configuratiof Transaction Configuratiof» Business Transaction Metric to add
transaction metrics.

Thefilter conditionsand calculate fields must be enable business fields.clmilate fields must be
business fieldsf numeric type.

3.4. Home pageconfigure

3.4.1. Features

3.4.1.1 Terminology
Blocks

A relatively independent display area or page module in the page.
3.4.1.2 FunctionaBackground

There are many system function menus. After users enter the system, it is not easy to find
and quickly enter the required function page.

Most of the cases when users analyze problems are based on specific objects (applications
IPs, sessions, etc.)

For analysis, it is necessary to guide users to find objects quickly.

3.4.1.3. Functional value

Guide users to quickly find the object to be analyzed (application, IP, session, etc.), and the
monitoring or analysis view to be viewed

3.4.1.4 Functional Description

The home page is the entrance to quickly help users obtain the target object of analysis.

The home page is divided into several display blocks, namely: Search, Quick Entry, Personal
Collection, Recent Visits, Frequent ¥isand Link List.

Retrieval: Perform associative matching on the input keywords to help users quickly obtain
the target object for analysis and perform the next retrieval or analysis operation.

Quick Entry: Support users to add frequently used functiagepas shortcut entries, which
is convenient to quickly open the function pages. The initial state of the system will default
to some shortcut function entries.
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PersonalCollection Allows users to add defined monitoring views, analysis views and
specific objects (such as linkBs,applications, services) to their persomallection as
commonly used or special attention analysis objects, to facilitate quick selection of views
each time or objects for viewing and analysis.

Recent visits: Display the monitoring view page or analysis page that the user has recently
visited, and display the lag0records

Frequent visits: Displays monitoring view pages or analysis pages thatgueritly visited
by users, and displays the t@w0records in the last b days by default.

Link List: Displays the data link list, which is convenient to directly search for links for link
analysis.

3.4.2. Operation guide
3.4.2.1 Show and hide blocks

Each display blocupports hiding and showing, the method of hiding the block:

Method 1: Move the mouse to the right side of the block title, an icon with three dots will
appear, click the icon to display the hide button, and click the hide button to hide the
block.

# Quick entry

Method 2: In the lower right corner of the home padieere is a home page personality

setting button click the button, and uncheck the checkbox to hide the
block in the popup window.

Copyright© 2023Colasoft All rights reserved. 9
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Personal settings

Block settings Search
Background settings Quick entry
Recent visit
Frequent visit

Personal collection

Link list

3.4.2.2 Block display sorting

Basic Configuration

In the lower right corner of th home page, there is a home page personality setting button

" click the button and drag the mouse to adjust the display order of the
blocks on the home page in the pop window.

Personal settings

Block settings Search
Background settings Bl iy
Recent visit
Frequent visit

Personal collection

Link list

Cancel

Copyright© 2023Colasoft All rights reserved.
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3.4.2.3 Sethe homepage background

In the lower right corner of th home pagethere is a home page personality setting button

" ", click the button and select the background setting in theppp
window. Supports switching background images, and supports uploading background

images.

Personal settings

Block settings Display method: Cover Stretch Tile Align Center

Background settings @

B 2
. Local Upload

No Background

Cancel

3.4.2.4 Edit Quick Entry

Systendefault quickentry: business performance monitoring, link traffic analysis, custom
indicator monitoring, retrieval, reporting, and configuration.

Allows users to customizguickentries. Move the mouse to the right side of the block title,
an icon of three dots will appear, click the icon to display the edit button, click the edit
button, the function menu checked in the pap window will be displayed in thguick

entry block

® Quick entry

Copyright© 2023Colasoft All rights reserved. 11
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Quick entry

Business Performance () Business Performance

izt s B e mes Business Status [ Business Performance Analysis [_] Transaction Performance Anal...

Dot Bariermemeas Business Metrics Analysis E] Business Performance Alarm
Link Analysis
Transaction Analysis
Abnormal Activity
Web Logs
Custom Monitoring
Terminal Monitoring
Discover
Search
Report
Alerts Business Status Business Metrics Analysis
Configurations
System Management
Custom

Junior Center

Cancel

3.4.2.5 Editcollection

Supports adding monitoring views, links, applications, IPs, and services to personal
collections as commonly used and special attention analysis objects.

Views that can be saved include: custom monitoring view, custamitoring largescreen
view, network performance monitoring view, network topology monitoring view, scene
analysis view, and terminal monitoring view.

Supports collection of all types of links, aggregation, common, andirskg

Supportscollectedappliation objects and IP objects. When adding, you need to specify
the link at the same time.

Support the collection of business, click the business to directly enter the business
performance analysis page.

Move the mouse to the right side of the title of tipersonal collection block, an icon of
three dots will appear, click the icon to display the edit button, click the edit button, and
add and delete theollectedobjects according to the object type in the pap window.
When adding, it only supports addingews and links within user permissions.

# Personal collection
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Personal collection

Monitor view + @
Link
adress n
IP Add Link
Application
DK O 192.168.1.1 demol
ress

Business The current page 1, total 1 pages, total 1 records. Show 20 ¥ records per page.

3.4.2.6 Associative search

When a user types a keyword in the search input box, the system will automatically
perform realtime associative matching and display based on the keyword. The associated
range inalides: function menu, monitoring view, link, service, network segment,
application and other configurations. Appropriate search suggestions are also given.

As shown in the following example: Enter an IP address, the system will recognize it as an
IP, and povide retrieval suggestions, and will also show which configurations the IP exists
in.

192

Quick search entry
QSearch:192
QSearchPort:192
QSearchTCP service port:192
QSearchUDP Service Port:192
QSearchTCP Conversation:192

QSearchUDP Conversation:192

Segment
192.168.8.0/24 [ Search { Settings
192.168.6.0/24 [ Search { Settings
192.168.1.0/24 R Search <2 Settings
192.168.5.0/24 R Search {2 Settings

192.168.0.0/24 [ Search {2 Settings

Copyright© 2023Colasoft All rights reserved. 13
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3.4.3. common problem

1. Whether the content displayed on the home page is bound to the logdediser one
by one

Problem Description

Are the homepage display blocks arldck content bound to the loggeith user, and
different users have different homepages?

Question answer

The home page display block and block content are bound one by one with the dmgged
user, and different users have different home pages.

When a user logs in to the homepage, the search records, personal favgtitelsentries,
and access records they see are all related to the current user.

2. Whether the retrieval records and recent access records are always kept

Problem Description
Are hone page search records and recent visits records always kept?
Question answer

15days records will be saved by default. The saving time can be adjusted by modifying the
system parameters.

B ¢  home Q

Configuration ID Configuration Name The Current Configuration Range

homepageDataDeadline Time for the retention of search records and recent access records on the homepage (unit: days) 15 - 60

indexSummaryLimit Allowed Maximum Number of Home shortcut 6 1-20

3. Why do | sometimes do a search operation but don't see the s#arecord?

Problem Description

Why do | sometimes do a search operation and enter a keyword, but | don't see the search
record?

Question answer
The system will only log retrievals for:

Case 1: After entering the keyword, press Enter directly orkéydoard to jump to the
global search page;

Case 2: After entering the keyword, in the Lenovo ellopgin window, select a specific
object, click it, and jump to the page.
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4.0ther Configuration

4.1.Network Segment Cdirguration

9 Click the menu Configuratios Business Configuratiosr Network Segment to open the
network segment configuration page.

9 Single addition and batch export of network segments are supported.

1 remote update of network segment via FTP is suppor@uatkthe button ‘B 0 configure
remote update

The configuration function is consistent with the network path combing, and the network segment
information of the two pages after adding/editing network segments will be updated at the same
time.

4.2.1ssueStrategy Configuration

9 Click the menu Configuratio®r Business Configuratien Issue Strategy to open the issue
strategy configuration page.

1 Click buttorﬂ to open the issue strategy adding window.

1 When configuring applications and network segmepteaseselect the expectedssue
strategy. When ndssueis specified, the application amitwork segment configuration will
be issuedo all links.

4.3.Alarm Configuration
The Alarm configuration menu is a unified entry for all system alarms configuration.

Userscan go to the alarm configuration portal through the Configuration> Alarm Configuration
menu, as shown in the following figure:

Alarm Configuration

4.3.1. Abnormal Access larm Configuration

Abnormal Access Alarm Configuration is used todundllegal or abnormal network access
activities.

Click the menu Configuratios Alarm Configuration> Abnormal Activity Alarm to open the alarm
configuration page.
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9 Step 1: Enter the alarm basic infoation and select a link.

Add Abnormal Ac

Basic Configuration Advanced Configuration
Alarm Name:
Alarm Description: Creator:
Alarm Catego

Alarm Type: Abnormal IP Access

9 Step 2: Configure access trigger rules. @leenents of each rule include source IP, target IP,
target port, application and protocol.

Add Rule

Rule Group: No Option
IP Address
IP Address

Dest. Port:

Application: System A... alpemix
System Pr... 0_HOP

Description:

Poli ) Allow

Rule Priority: (® Top () Bottom

U  Each rule consists of elements such as source IP address, destination IP address,
destinatian port, application, and protocol.

U Rules have priorities. When detecting alarms, they are checked in the order of rule
priorities. When a rule is hit and the rule access policy is set to deny, an alarm is
triggered.

U Rules can be managed and prioritizedrble groups.

MACabnormalaccessules.
U  Each rule consists of elements including MAC address, alias, and description.
i Configured MAC addresses are whitelisted. When detecting alarms, if a MAC address

is not in the rules, an alarm is triggered.
0 Rules can®managed by rule groups.
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4.3.2. Abnormal Traffic Alarm Configuration

Abnormal Traffic Alarm Configuration is used to foud the conversations with abnormal traffic
metrics in the network.

Click the menu ConfiguratiemAlarm Configuratior>Abnormal Activity Alarm to open the alarm
configuration page. Enter the alarm basic information.

Basic Configuration Advanced Configuration
Alarm Name:
Alarm Description: Creator:
Level: Severe Alarm Category:
Alarm Type: Service Access Alarm Suppress Threshold:
Time Bucket: 1 second
Link :

Trigger Condition: And

Cancel

1 Alarm Type: IP address, IP conversation, network segment, application, segggemgnt,
VLAN and so on.

9 Time Bucket: The time cycleitfor judging if the trigger condition is met

1 Suppress Threshold: When the value is greater thath dynsecutive time buckets (time
units) simultaneously meet the trigger conditions

1 Link: The data range for alarm detection.

4.3.3. Email AlarmConfiguration

Email Alarm Configuration is used to fiodt if a particular keyword information exists in the header
or the body of an email in the network.

Click the menu ConfiguratienAlarm Configuratior> Abnormal Activity Alarm to open the alarm
configuration pageEnter the alarm basic information.
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Basic Configuration Advanced Configuration
Alarm Name:
Alarm Description: Creator:
Level: Severe Alarm Category:
Link :

Keyword: (] Search Subject [ search Content

adzf GALX S FSFHGdzNE (Seg2NRa FNBE aSLINGSR 08 a9yls

4.3.4. Domain Alarm Configuration

Domain Alarm Configuration is used to fimait the activities of accessing specified domain and IP
address in the network.

Click the menu @hfiguration>Alarm Configuratior> Abnormal Activity Alarm to open the alarm
configuration page. Enter the alarm basic information.

Basic Configuration Advanced Configuration
Alarm Name: Black List Domain Alarm
Alarm Description: Creator:
Level: Severe Alarm Category: DEMO
Link: demox
Keyword: D Search Subject E] Search Content

*abcabc.com
www.test*

 adA GALX S Lt 2NJ R2YFAY yIYSa FNB aSLI NI SR o8
f  Fuzzy matchingis supported atied p ¢ A& | G6Af ROl NR®

4.3.5. Signature Alarm

SignatureAlarm Configuration is used to firait characteristic keywords specified in network
conversation transmission packets, such as Trojan characteristic

Click the menu ConfiguratienAlarm Configuratior> Abnormal Activity Alarm to open the alarm
configuration page. Enter the alarm basic information.
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Basic Configuration Advanced Configuration

Alarm Name:

Level: Alari y: Abnormal Transmission

Link:

Signature: TCP

1 Signature can be encoded in ASCII and hexadecimal.
1 Multiple signature can be added to make the matching more accurate.

4.3.6. Terminal Aarm Configuration

Userscan go to the Terminallarm Configurationpage via Configuration&larm Configuration>
TerminalAlarm Gonfiguration

Terminal alarm configuration page as shown below:

Configurations Terminal Alarm

erminal Group

VolP Group

On the left side of the page is the terminal grouping (level 1 nodes). Alarms aiguredfby group,
and the alarms are only valid for the terminals under the corresponding group.

To add a terminal alarnuserscan clicki KS 6 [il@ gntedthe dialog box, as shown below:

Basic Configuration Advanced Configuration

Alarm Name:
Alarm Description: Creator:
Level: Severe Alarm Category:
Alarm Type: Online Rate Alarm Time Bucket: 60 seconds
Probe: x Demol

Trigger Condition: And

Cancel

f Choose different types of alarms dependingdzi Sneéd<
91 Inthe advanced configuration, we mainly configure the effective time period and the way of
sending the alarm.
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4.3.7. Predefined Alarm Configuration

UPM Center provides predefined alarm template feati#hen defining a businessserscan select
predefined alarm template. By default, system provides six alarm types: Application Monitoring
Alarm, Single Server Alarm, Any Server Alarm, Segment Client Alarm, Any Client Alarm, and Single
Client Alarm. For ez alarm typeuserscan definecorresponding type aélarm, as the screenshot
below:

4.3.8. Business Alarm Configuration

Click the menu Configuratiors Alarm Configuratior>Business Alarm Configuration to open the
Business Alarm Configuration page, assbeenshot below:

Custom Alarm

llapse

» All Businesses(26/26)

On the Business Alarm Configuration paggerscan manage and configure all business alarms.
There are three types of business alarms: Customized Alarm, Intelligent Alarm, and Asynchronous
Duplex Long Connection Alarm

4.3.9. LinkTraffic Alarm Configuration

Click the menu Configuratiors Alarm Configuratior>Link Traffic Alarm Configuration to open the
Link Traffic Alarm Configuration page, as the screenshot below:
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Configurations > Link Traffic Alarm Configuration

Link List
+

Demoi [0 Acion 1D Alarm Name Alarm Category Level Time Bucket Alarm Type Alarm Description Creator

vian100

Current gage 1 . total 0 pages , total 0 records Show for

The link List displays all nChronos servers connected UPr@enl thelinks for eacmChronos

server. Select a node and then click the butt'rﬂ £to add an alarm.

If the selected node is amChronosserver, then the added alarm will be forwarded to all links on
that nChronos server; if the selected node is a link, then the added alarm will be only forwarded to
that link.

The Add Alarm box shows as the screenshot below:

Basic Configuration Advanced Configuration

Alarm Name:
Alarm Description: Creator:
Level: Severe Alarm Category: Abnormal Transmission
Alarm Type: Probe Traffic Alarm Repeat Times: 0
Time Bucket: 1 Second

Trigger Condition: And

Top Statistics: (] Enable

4.3.10. Network Performance Alarm Cdiguration

Click the menu Configuratiosr Alarm Configuration> Network Performance Alarm Configuration
to open the Network Performance Alarm Configuration page, as the screenshot below:

Configurations > Network Performance Alarm-Colasoft UPM Welcome csadmin v ©F Theme xit

Group List
Show Column ~
All Groups

] Action Status Group name

]

High Packet Loss

Intersegment Utilization

Network Interruption

Chengdu-Djakarta

High Packet Loss default Group Chengdu-Djakarta

Network Interruption t Gros )C-Djakarta

yw Packet Loss
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UPM Center will generate Network Performance Alarm automatiealtprdingo the intelligent
analysis for network path. Network Performance Alarm inclUdesvork Interruption Packet Loss
etc.

4.3.11. Network Topology Alarm Configuration

Click the menu Configuratios Alarm Configuration> Network Topology Alarm Configuraih to
open the Network Topology Alarm Configuration page, as the screenshot below:

Network Topology Alarm Configuration is an alarm configuration for custetric between
network devices.

4.3.12. System Alarm

System alarm is to alarm CPU, memory and onlineista

ClickGonfiguration-> nChronos Server ConfigurationnChronos Server List to enter the fraartd
list page Click to open the system alarm configuration window, as shown in the following figure:

Global Configuration X
System Alarm: On Off Trigger Duration: 10 minute

CPU utilization

< 70 < Middle < 90 3 i (unit: %)

CPU Utilization> Trigger Alarm

Memory Utilization

Memory Utilization> Trigger Alarm

Storage Utilization

[ sysLoG

Please select

Cancel

4.3.13. Alarmand Information Send Configuration

Click the menu Configuratiosr Alarm Configuration> Alarm and Information Send Configuration
page, which includes Email Send Configuration tab, Syslog Send Configuration tab, SMS Send
Configuration tab and SMTP Server Configuration tab, as the screenshot below:
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Configurations > Send Configuration-Colasc

Email Send Configuration yslog Send Configuratic SMS Send configuration figuration

4.3.14. Email Send Configuration

The alert sending page is used to set the subject of thesage, the recipient of thelarm, and the
interval between when thalarmis sent

To add a send rule, click the buttdn ¢ to open the Add Send Rule box, as the screenshot below:

Time Interval:

s Alarm Format: 3 s x Alarm ID me a x Trigger Time
al Time

x Trigger Condition x e x Alarm Description

Link Traffic Alarm Format: 3 vel x Alarm y = Alarm D x e x Al c ger Time UTC
| Time : C(second)

n x Alarm

Abnormal 3 ormat: r < Als x e x Als > ger Time UTC

4.3.15. Syslog Send Configuration

The Syslog Send Configuration tab is forisgtsyslog server address, send method and syslog
format. The syslog send rule is related to alarm categosgrscan set one send rule for multiple
categories, andiserscan also set one send rule for one category.

When setting syslog format, it is regedl to configure send format based on the alarm type
(business alarm, network alarm, probe alarm) that the alarm category belongsiseridon't
configure send format for an alarm type, alarm logs of that alarm type will not be sent via syslog.

To conigure a syslog send rule, click the buttix' ¢to open the Add Send Rubox, as the
screenshot below:
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Name:

Syslog Address:

Send Type: Send Immediately Send Regularly Suppress Send
Syslog Level: debug Syslog Type: kern
Character Encoding: UTF-8 Custom Separator:
Message Fixed Length: Send Host Name:
Business Alarm Format: % Link Name x Business Name x Level x Alarm Category % AlarmID % Name x Alarm Type x Trigger Time
x Trigger Time UTC  x Trigger Time UTC{second) x Statistical Time x Statistical Time UTC{millisecond)

X Statistical Time UTC(second) % Trigger Source  x Trigger Condition x Trigger P x Transaction Name * Alarm Description

% Repeat Times
Please select a field
Network Performance Alarm Format: * LinkName x Level x Alarm Category x Alarm ID x Name x Alarm Name (Node Name) x Alarm Name x Alarm Type

x Trigger Time % Trigger Time UTC x Trigger Time UTC(second)  Statistical Time x Statistical Time UTC(millisecond)
x Statistical Time UTC(second) x Trigger Source x Trigger Condition x Alarm Description

Please select a field

Link Traffic Alarm Format: x LinkName x Level x Alarm Category x Alarm D x Name x AlarmType x Trigger Time x Trigger Time UTC

% Trigger Time UTC(second) x Statistical Time x Statistical Time UTC(millisecond) x Statistical Time UTC(second)

Cancel

4.3.16. SMS Send Configuration

The SMS Sernfiguration is used taget the recipient of SMBiessage, the sending policy and the
SMSmessage format.

Name:
Recipient:

Customize SMS Rules:

Send Policy: @ Send SMS message every time when an alarm is triggered

(O Send SMS message when an alarm is triggered for the first time. Interval 1 hours later, send it again

Custom Separator:

Business Alarm Format: x Business Name x Link Name x Alarm ID x Alarm Name (Node Name) x Alarm Name x Alarm Type x Level x
% Trigger Time x Trigger Time UTC x Trigger Time UTC(seconds) x Statistical Time
x Statistical Time UTC(millisecond) x Statistical Time UTC(second) x Triggering Source x Trigger Condition

Triggering IP % Transaction Name x Alarm Category x Alarm Description x Suppress Threshold
Please select a field
Network Performance Alarm Format: x Link Name x AlarmID x Alarm Name (Node Name) x Alarm Name x Alarm Type x Level x Trigger Time

x Trigger Time UTC x Trigger Time UTC(seconds) x Statistical Time x Statistical Time UTC(millisecond)

% Statistical Time UTC(second) x Triggering Source x Trigger Condition x Alarm Category = Alarm Description

Cancel

4.3.17. SMTP Server Configuration

To successfully send alarm logs and SLA reports to email usershave to configu
settings correctly.

The setting options are described as below:
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Name: Tle name of the sender.

Email Address: The email address of the sender.

Mail Server: The address of the email server.

Encryption: The encryption connection type of email server.

Port: The port number for the encryption connection.

=A =/ =4 =4 =4 =4

Username: The user nanoé the sender to logon the email server.
1 Password: The password for the sender address.

After the configurationuserscan click Test to check it.

User Information

Name:
Email Address:

Server Information

Mail Server:
Encryption: No -

Port: 25

Logon Information

Username:
Password:

Save Test Please first save the settings and

then test.

Parameter Name Parameter Description

Name The name of the sender.

Email Address The email address of the sender.

Mail Server The address of the mail server.

Encryption The encryption method supported by the system is SSL.
Port The port of the mail server. If encryption is not selected, the

default port is 25; If SSL is selected as the encryption
method, the default port is 465.

Username Sender's email.

Password Sender's email password. When configuring system
support, user authentication is not required, which means
the password can be left empty.

4.4. VolP Terminal Management Configuration

Pleasaefer to 11.1Terminal Management
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4.5.Name Table Configuration

In the name table configuration, usersrceustomize aliases for IPv4 address, IPv6 address, MAC
address, IP addresVLAN IDMPLS VPN ID, DSCP ID, ISL VLAN ID, VXLAN ID and NetflieasyD
identification and management of network Settings.

4.6.APIConfiguration

Please refer to théPldocument

4.7. Network Device Configuration

Network device Configuration You can add existing network devices, such as switches, routers, and
firewalls, to the systemThe configuration page consists of the device group tree list and device list,
as shown in the following figure:

Network device configuration page

The following table describes the functions supported by the root node and device group node in the
device goup tree list:

¥ All Groups @)

Device2 (&) # 1] )

Operation Instruction
Add subgroups

Edit current group

Delete current group

IENNE]

Refresh interface information
The following table describes the functions of the operation bar on the top of the device list:

Operation Instruction

Add network devices, please refer from3.1.1 nChronos
configuration 3.1.2 probe configuration

Delete network device

Export network device configurations

Inport network device configurations

Mobile network configuration
Batch set query templates

You can configure the frequency of automatic interface
updates and synchronize the interface names to the
enabled/disabled status of the name list.

BIEEEEE] &2
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4.7.1. BasicConfiguration

Oick, addnetwork devices BasicQonfigurationsettingas shown in the following figure:

Basic Configuration Monitor Configuration

Name: nChronos
Type: Other

Description:
Device IP:
Device ID:
MAC Address:
Geolocation:
Contact:

Phone Number:

Name andevicelP address in basic configuration This parameter is mandatoryDdvVieelP
address is used as the proxy IP address for SNMP monitoring.

4.7.2. Monitor configuration

Oick, add network devices Monitor Gonfigurationsettingas shown in the following figure:

Basic Configuration Monitor Configuration

Monitor Status: [] Enable
Correlate NetFlow Data: Correlate Based on Device IP Correlate Based on Device Name
Correlate Link:
SNMP Version:
Query Group:
Query Type:

Poll Frequency:

Monitoring status is disabled by defauffter enabling the function, you need to set the following
parameters:
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Operation Instruction
Correlate NetFlow Data | Automatically associate backtracking NetFlow links based
on device proxy IP or name
SNMP Version Support SNMPv1 SNMPv2 SNMPv3

SNMP Community Select SNMPv1 or SNMPV2 need to set community. If
select SNMPv3, no need to set community, but security
parameters are necessary.

Five frequency are supported: 5sec 10sec 30sec 1

Poll Frequency

min 5 min. One or five minute frequencies are
recommended.
Query Type The default category public is selected. You can switch to

a custom category. The category determines which OID is
used for device polling.

NoteE The Query Type corresponds to the OID Query Type configured, helping the
device determine which OID in the indicator configuration is used for query.

4.7.3. Interfaceconfiguration

After the device monitoring configuration is complete, the interface information is automatically
obtained.Click the device name node in the tree to view the list of interfaces.

Configurations > Network Devices

Network Devices OID Query Configuration

Device Group =

o G G 8 B 2 Q  Metric Value ~

Action  Name Type Source Description Device IP Device ID MAC Address Geolocation Contact
» All Groups @ 1

4 @ uPM Other Import Manually

Z @ nChronos Router  Import Manually

Current page 1, total 1 page(s), total 2 record(s). Show for every page: 20 w record(s)

Operation Description

F Batch edit interfaces, support configuring interface description,
interface bandwidth, and enabling interface trend analysis.
Delete Network Device

Export Network Device Configuration
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Individual interface configuration and batch interface configuration. As shown in the following
figure:

Interface Description: lo TO lo
Bandwidth (Mbps): 10
Analysis Status: (@ Enable

Cancel

Batch Configuration

Set Bandwidth ~ Set Analysis Status
Interface Name Interface Description Bandwidth (Mbps) Analyze or not
enp101s0f1 enp101s0f1 TO enp101s0f1 Yes

eno2 eno2 TO eno2

loTO lo

enol TO enol

O
O
O
[J enpioisofo enp101s0f0 TO enp101s0f0
O
O

Cancel

4.8.0ID Query Configuration

OID Query configurationsed to configure and manage monitoring indicators (including common
indicator configuration and computing indicator configuration), indicator groups, and query
templates.The OID query configuration page consists of a query template tree list and artondica
list

go to Configuration> OID Query Configuration. Clickk S ! RR fgzii2y280Sy GKS ! RR
Group box, as the screenshot below:
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Query Group Name:
Description:
Metric: Please select

Cancel

S !“F'eézijﬁzyzt'uéy ! aSUNRO /2y FAIdzNI Az

Metric Name:
Description:
OID:

Ask Type:
Type:

Unit:
Accuracy:

Trend Analysis:

4.8.1. Query Template Configuration

The system has buiib default templates. Users can click the button on the right side of all query

template nodes to add custom query templates, as shawhe following figur@

Add template

Query Group Name:

Description:
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Operation Description
To add a query template, please refer to 3.2.1 Query Template
Configuration
s Edit Query Template
[0} Delete Query Template
Operation Description
To add a regular index, please refer to 3.2.3 Regular Index
Configuration
iy Delete Index
Compile MIB library and display OID tree list.
Add Calculation To add a calculation index, please refer to 3.2.4 Calculation
Index Index Configuration
Index Filtering Filter options include: All Indexes, Regular Indexes,
Calculation Indexes

4.8.2. Metric Group Configuration

Metrics of the same group will be displayed on the same trend chart in device performance
analysis. The system has biiiltthree default metric groups, including:

Packets per secah including metrics for packets received per second and packets
sent per second.

Bit rate, including metrics for received bit rate and sent bit rate.

Bandwidth utilization, including metrics for received utilization and sent utilization.

5

.Users can clicthe button on the right side of the template node to add custom metric
groups

4.8.3. General Indicator Configuration

The system has buiih default general indicators, including:

Total number of sent packets
Total number of received packets
Total number ofeceived bytes
Total number of sent bytes
Interface bandwidth

Interface status

Interface description

Interface name

Interface identifier

Number of interfaces

Users can click tbutton to add custom general indicators, as shown in the following
figure:

Copyright© 2023Colasoft All rights reserved. 31




N Colasoft

Maximize Network Value Oth er CO nfl g u ratl O n

Metric Name: CPU usage
Description:
OID:  public v 13.6.1.4.1.2021.11.11.0 OID Test
Request Type: GET
Type: Value
Dictionary:
Unit: Percent
Accuracy: 2
Metric Group: Ungrouped
Trend Analysis: Enable

Cancel

Monitoring indicators need to configure metric name, OID, OID dictionary, request type,
value type, unit, and trend analysis enable status.

The configuration is explained in the following table:

Operation Description
OID Configure OID query category and OID, supports configuring
multiple OID. Support quick addition of OID, testOlDavailability.
Request GETand WALK methods.
Method
Value Type Text and Numeric types
Unit
Decimal Places
Metric Group | Configure the associated metric group
Trend Analysis | Enable/Disable the analysis configuration

Units can be configured in 'Settings' -> 'Unit Conversion'.

OIDs can be quickly added through MIB compilation. After compilation, select the desired
OID and click 'OK' to automatically ifilithe OID input box in the metric configuration.

Test
OIDs can be tested to verify their availability. Click the bu.

4.8.4. Computed Metric Configuration

The system has buiibh computed metrics, including:

Received Packets
Sent Packets
Received Bit Rate

5
5

5
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Sent Bit Rate

Received Byte Count

Bytes Sent

Packets Received per Second
Packets Sent per Second
Receive Utilization

Send Utilization

Users can click thieutton to add custom calculation metrics, as shown in
the figure below:

Add Calculated Metric

Metric Name:
Function: Difference (current value - last moment value)
Request Type: GET
Field: Interfaces
Accuracy: 2
Unit Format: None
Metric Group: Ungrouped
Trend Analysis: Enable
Absolute Value: Enable

Cancel

Thecalculation function supports difference, percentage, and division.

The calculation field can select normal metrics or calculation metrics.

4.9. Superior UPM Configuration

The distributed architecture of UPM adopts midtage deployment, hierarchical managemand
distributed data collection. It monitors and analyzes the nChronos data collected by UPM centers in
various physical networks. The superior UPM center has the data authority of the probe and link of
the subordinateUPM centerThe subordinate UPM paot access the superior UPM center data.

Each subordinate UPM is relatively independent.

To configure &uperior UPMClick the menu Configuratier Superior UPM to open Superior UPM
Configurationpage, as the screenshot below:
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Configurations > Superior UPM

Frontend Name:

Center Address:

Center Port:

User Name:

Password:

sst: (0

Disconnected from UPM Center

Connect

4.10. Map Configuration

Map configuration is the unified management of maps supported by the map component in the
monitor views By default, maps of Chinese provinces are built into the system.

Name:
Please select a file:

Preview:

Cancel

4.11. Unit Conversion Configuration

Unit conversion configuration is the dieid management of the unit information needed for
business field, transaction metric configuration and OID configuration.
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Unit Name: Bps
System: 1000

Unit: Bps
KBps
MBps
GBps

TBps

Cancel

4.12. Configure Al managementof intelligent
baselines

Almanagementalculate key indicators that users are concerned about andrigayer
corresponding intelligent baseline alerts. The system supports intelligent monitoring of link
indicators, business indicators, application indicators, VolIP indicators, network performance
indicators, transaction performance indicators, and busirtemssaction indicators.

The indicator management interface of intelligent baselines is shown in the following figure:

Configurations > Al Management

Metric Management Smart Platform Configuration

Object + ® @ Q B =+ Baseline authorized 0, 0 used

Transaction object (0) D Operation Object name Effective scope Object Type

Transaction statistic bast

Transaction server basel foliats
Link object (0)

The current page 1, total 0 pages, total 0 records. Show 20 ¥ records per page.

Probe baseline (0)

Network segment sublir

Virtual network sublink |

MAC sublink baseline (0

Application baseline (0)

Application group basel

Network segment baseli

Baseline between netwo

IP object baseline (0)

IP session object baselin
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4.13. Kafkainterface andtask

4.13.1. Kafkainterface setting

Select Kafka Configuration from the configuration menu and click Kafka InterfafiguCation to
enter the Kafka interface.

Configurations > Kafka Configuration
Kafka Interface Configuration Push Task
(1) After the broker configuration, please go to Push Task page to configure push tasks.

Action  Broker Name Broker Address Authentication Type

2@

Current page 1, total 1 page(s), total 1 record|; revery page: 20 ¥ record(s)

QickEll, The Add Interface configuration dialog box is displayed

Broker Name:

Broker Address:

Authentication Type:
Username:

Password:

Topic Name:

Cancel

The following table describes the configuration fields in the dialog box.

Name Instruction
Broker Name This parameter is mandatory. It is used to set the
Broker name. The Broker name must be unique
Broker Address | This parameter is mandatory. It is used to set the
address of the Broker. The format is IP: port. This
supports IPv4 and IPv6, Multiple addresses are
separated by Enter.
Authentication | This parameter is mandatory. It is used to configure the

Type Kafka authentication mode. SASL and no authentication
can be selected.
Username When SASL authentication is selected, configure the
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Name

Instruction

Kafka authentication account.

Password

When SASL authentication is selected, configure the
Kafka authentication password.

Topic Name

This parameter is mandatory. This parameter is used to
set the name of the interface Topic. Multiple Topic
names can be created at the same time.

NoteE Kafka version must be later than 1.0.0 to avoid problems caused by version
negotiation errors

ClickOKto complete theconfiguration of the Kafka interface

4.13.2. Task Push Configuration

Select Kafka configuration from the configuration menu and click Push Tasletalempush task
configuration screen.

Clicll the add push task pepp box is displayed.

The following table describes the configuration fields in the dialog box.

Name

Instruction

Task Name

Mandatory. The task name must be unique.

Broker Name

Mandatory, select the Broker configured in the Kafka
interface configuration.

Topic Name Mandatory. Topic name can selects a Topic that is pre-
configured in the Broker.

Link Mandatory. Configure the link for pushing tasks to
obtain data. Can choose more than one.

Data Table Mandatory. Select the data table type to be pushed.

You can select the data table contained in the selected
link.

Filter Condition

Optional: Sets the filter criteria for pushing data. You
can configure the logical configuration of and, or.

Query Field Mandatory. Configure the data fields to be pushed. The
optional fields are included in the selected data table.
Sort Field This parameter is mandatory. You can select the fields

in the query fields to sort pushed data. Single choise.

Key-value field

Mandatory. You can set the statistical range of data to
be pushed.

Sort Type Mandatory. You can set the sorting mode for pushing
data. The sorting mode can be none, ascending, or
descending.

Sort TOP Mandatory. The default value is 2000.

Execute Mandatory. Set the execution frequency of the push

Freqguency task. The value can be 1 second, 10 seconds, 1 minute,

10 minutes, 1 hour, or 1 day.

Automatic Data

Mandatory. Whether to automatically format data. The

Formatting value can be Yes or no.

Data display This parameter is mandatory. You can select value,
Format alias, or value + alias.

Data Output This parameter is mandatory. The format of the output
Format data can be binary or JSON.

1 Notice Configure the Kafka interface before creating a push task.
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Click "OK" to complete the configuration of push task.

4.13.3. Report sendingtask

1. Report Sending Configuration to enter the configuration page
2. CIic, a sending configuration popup will appear

1" Report&eting: Configure the name QGQ included reports and their
corresponding formats for this sending plan.

Sending settings Report Setting Email Settings
Plan Name:
Select Report:
LOGO:
PNG, * GIF, *. BMP

Cancel

" 27 Email$nding: Configure the subject, body, recipients, and CC recipients for
this sending.

Sending settings Report Setting Email Settings
Email Title: Colasoft Business Performance Management System Analysis Report

Email Body: This is the regular report fror usiness performance management
system. Please check the atta

Recipient:

Cancel

" 3 Sendind=ttings: Configure the sending methoftequency, and relevant
content of report data for this scheduled sending task.
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Sending settings Report Setting Email Settings
Send way: Send Alone Merge to Send
Send Period: Daily Weekly Monthly Quarterly
Execute every day 01:00 v Execute
Dispatch Data Rules: Unified Rules Custom Rules ®
Scale: 1-Minute Scale

Business Period: All Period Specified Period

Report Data: Last Cycle Current Cycle

[ Compare:

Cancel

3. Click OK to complete the report sending task.

4.14. System Parametersonfiguration

Administrator in your browser URL bar type https://upmip/system/parameter.html or https://ypmi

/sysp access UPM parameters configuration page.
Colasoft UPM ystem Parameter Configuratior

Commaonly Used Configuration API Configuration Storage Configuration Environment Configuratic
ess Performance

v Al Configurations
Report

The maximum number of comparison queries under application discover timed collection

acking g

itoring

supportZip Socket Enabled Compression

supportCors

Custom quarterly rey time (monthly)

astomReportMonthSendDate Customize Monthly Report Delivery Time (date)

Commonly used setting

The common configuration page is used to configure variables for code execution. For example,
maxLimit indicates the maximum value of a data quémg default value i22000.If your

environment needs to increase the maximum number of queries, modify the corresponding
parameters and save.

Third-party Interface Configuration
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The thirdparty interface configuration page is used to configure thgedty interfacesystem
parameters, such as the IP address and version.

Storage configuration

On the storage configuration page, you can monitor UPM data and check the usdgegdDBand
ElasticSearch in real time

Environment configuration

The environment configuration page is used to configure some parameters for system startup, such
asMongoDBconnection address and password, which can be modified on this fdbe.

modification is incorrect, the syem fails to start, you can delete the Linux /data/upm/custom
properties files]et the MongoDBpasswordo the initial state, then can be successfully stad.

4.15. Qonfigure report sending tasks

1. Click Report> Report Sending Configuration to entee sending configuration page, as shown
in the following figure

2. Click to pop up the send configuration pop window

"~ 17 Report configuration: configure the name, logo , included reports and corresponding
formats of this sending plan.

Report Setting Email Settings Sending settings
Plan Name:
Select Report: test for report requirement

LOGO:

1. Image size supports below 100KB
2. Image format supports * JPG, *. PNG, *. GIF, *. BMP

Cancel
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Email cofiguration: configure the subject, body, recipient and cc of this sending.

Report Setting Email Settings Sending settings
Email Title: Colasoft Business Performance Management System Analysis Report

Email Body: This is the regular report from Colasoft business performance management
system. Please check the attachment for the detailed report.

Recipient:

Cancel

" 3 Sending configuration: Configure the sending method, frequency and report data content of
this scheduled sending task.

Report Setting Email Settings Sending settings
Send way: Send Alone Merge to Send
Send Period: Daily Weekly Monthly Quarterly
Execute every day 01:00
Scale: 1-Minute Scale
Business Period: | All Period Specified Period
Report Data: Last Cycle Current Cycle

() Compare:

Cancel

3. Click OK to complete the report sending task.

5.Disco\er

5.1.Application Discovery

Applicationdiscovery means to discover the access relationship between applications according to
the service access data collected by the probe(s). Users can create applications, create business and
make fast comparisons based on the results of application discovery.
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5.1.1. Interface Introduction

The applicatiordiscovery interface includes the top filter bar, the left toolbar, thecovery diagram
and the list area, as shown in the figure below:

Application Discovery ~ Network Patt

= Default Group

Merge Based on A

|

125.70.10.93 221.237.152216

] fm

221.237.152.215  222.210.127.144

171.220.36.7 221.237.152.216 22006

110.176.109.28  221.237.152.215 30002

| 221237152215 113.12544.117 10002

221.237.152.215  113.127.140.79 10002 wn TCP A

| 221.237.152.215 36.61.61.209 10002 Unknown TCP A

80.86.151.32 221.237.152.213 3389 Unknown TCP A

] 221.237.152215  106.122.105.174 10002 Unknown TCP A

| 221237152215 222210.127.144 6302 Unknown TCP A

221.237.152.215  222.210.127.144 6301 Unknown TCP A

1 2

Top Filter Bar

The top filter bar is used to filter and display the cortteshown in thediscovery diagram. The
filtering modes include:

1 Mergebased on applications: This mode is used to set the diagram of the node according to
the application. If it is open, all the same application server nodes will be merged into one
point.

9 Filtering based on probes: This mode is used to filter the dataagfain according to
probes. Only the selected nodes will be displayed in the diagram.

9 Filtering based on protocols: This mode is used to filter the data of diagram according to
protocols. Only the selected nodes will be displayed in the diagram.

i Filteringbased on node types: The node types include TCP, UDP and all. Only the selected
nodes will be displayed in the diagram.

1 Filtering based on search: This mode is used to filter data according to the input search
condition.

Left Toolbar

The lefttoolbar is used to manage the data acquisition task and set the display settings of the
discovery diagram. The options in the toolbar include:

9 Data Collection: This option is to create the data acquisition task. All data in the diagram
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come from the data equisition task.

9 Data Snapshot: This option is used to manage data acquisition task. Snapshot data can be
compared to generate into reports.

Display Configuration: This option is to set the diagram display content.
Refresh: This option is to refresh datea diagram.
Reset: This option is to reset the position of each node in the diagram.

Hide Clients: This option is to hide all the clients in the diagram.

= =4 =4 =4 =4

View HidderNodes:Thisoption is to view the hidden node(s). Users can hide node(s) by
right-click he node(s) in the diagram.

=

Add Background Image: This option is used to add background image to diagram.

91 Help: This option is to view the marginal data of the diagram.

Discovery Diagram

Discovery diagram is the result display of data acquisition taskeoides two display styles:
carding diagram and mechanical diagram. The options in the discovery diagram include:

Modifying the name of the node(s)
Checking node(s) information
Checking the connection between the two nodes

Displaying or not displaying ne(s) connected to the selected one

1
1
1
1
1 Hiding or not hiding node(s) connected to the selected node
1 Adding the selected server node(s) to be a new application

1 Adding the selected server node(s) into an existing application
1 Modifying the applicatiortonfiguration information

9 Adding the selected node(s) to be a new business

1 Displaying all the other nodes connecting to the selected one

List Area

The options in list area include:

1 Service Access: It shows the service access relationship that wasezblldsers can add
applications, add to applications, add exception access rules, and export.
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1 Node: It shows all server nodes were collected. Users can add applications, add to the
application, view client(s) and delete node(s).

1 All Applications: It showall the customized application(s) in the system. Application(s) can
be added to group, modified, copied or deleted, and also be added to business.

1 Application Access: It shows all applications imported through a third party platform or
synchronized to thesystem. Users need to manually define the applications synchronized
into the system as customized applications.

5.1.2. DataCollection

Data collection is the basis of application discovery. UPM conducts application relationship carding
according to collected seice access data.

Data collectionincludes twomodes: reatime collection and timed collection.

Reattime Collection

I A0 u@ odziGi2y 2F b5Fil /2f tt@@GA2ybHT |
/| 2Tt SOGA2Yy €3 uedelowK2gy Ay GKS FA3

Data Collection

Collection Type: Real-Time Collection Timed Collection
Task Name:
Link: Allx
Application: Please select
Collect Rule:

® Collect Filter Address:

Collect Filter Port:

Collect Duration: @ 1 Minute O 5 Minutes (O 10 Minutes (O Custom

Cancel

5SAONRLIIAZ2Y 2F aSddAy3a AdGSya Ay GKS as5FdF /7 2ffSC

Setting Items Description

Task Name It is used to set the name of the collection task. When there are multip
collection tasks, it i;ecommended to set the name for each collection
task to facilitate the distinction and search.

Link It is used to set the data source for collection, that is, which link data
needs to be collected, supporting multiple selection.

Application It is used tacollect data only for the specified application(s), supporting
multiple selection. If no application is specified, data from all applicatig
will be collected.
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Collect Rule It is used to set collection rules. One rule is composed of server IP ad
and port. It supports setting multiple acquisition rules. If a rule is set, 0
data that conforms to the collection rule will be collected.

Collect Filter Addres{ It is used to set the IP address that needs to be filtered out when
collecting data.

Collet Filter Port It is used to set the server port(s) that needs to be filtered out when
collecting data.

Collect Duration The system providesthinute, 5minute, and 18minute time ranges for
setting up data collection. It also supports customized tiargges. The
default time ranges is-fninute.

Timed Collection

C|ickthebuttong2¥ b5l Gl /2ttS0GA2ybE + REFEGF | OlidzAaAadaz
| 2Tt t SOGAZYEéX &4 aKz2gy Ay GKS FAIANBE o0St26Y

Data Collection
Collection Type: Real-Time Collection Timed Collection
Task Name:
Link: Al x
Application: Please select
Collect Rule:

® Collect Filter Address:

Collect Filter Port:
Collect Duration: Start 2020-11-02 00:00:00 [J End

Collection Frequency: ® 5 Minutes (O 10 Minutes

OK Reset Cancel

The difference between Timed Collection arehRime Collection is that the ending time of Timed

Collection can be set to a future time. If the ending time is not set, the collection task will continue
until the task is finished manually. The collection frequency includes 5 minutes and 10 mamates,
the default collection frequency is 5 minutes.

Operation Suggestions

Since data collection will have a certain impact on system performance, the following operation
Suggestions are made when data collection is carried out:
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1 The data collection duratioshould not be too long.
9 Too much Timed Collection tasks are not recommended.

9 By setting the collection filter conditions, users can reduce the amount of data collected and
shorten the time of data collection.

5.1.3. CreateApplicaions

There are many ways to creaserver nodes as applications.

Method 1: Select the server node in the application carding diagramclgik, and select Add
Application or Add to Application in the popup rigtiick menu.

1 Add Application: Selecting a server node and add itreeaapplication. Users need to
select classification, application type, and then set the basic information of the application.

1 Add to Application: Selecting a server node as an application rule and add it to an existing
application. Users only need to setean application in the droegown list.

Method 2: In the "Service Access" list on the right, select one or more service access records, and
click "Add Application' or "Add to Application icon at the top of the table to complete
the creation of the application.

Method 3: In the "Node" list on the right, select one or more node(s) information and click "Add
Application" or "Add to Applicati icon at the top of the table to complete the creation
of the application.

Method 4: In the "View Node Information" pegzl,d 6 2 E 20 QSd S OSNIBSNE 2NJ &4! O
A

Ot A0 4! ﬁez INDJEA RIRG njzuuf A €xoplofitte yakle to complete the
creation of the application.

O« O«

l
P
.
Y

5.1.4. CreateBusiness

In the application carding diagram, one or more of the selected applications can be quickly created
as businesses for applications that have been discovered.

Method 1: Creatébusiness through application relationship diagram

1 Stepl:n the "All Applications " list on the right, select one or more applicationschckithe
button at the top of the table to complete the creation of the business.

Add to Business

Business: Demo Business

Application: DB Server

0O Application Association

Level:

Duplicate Path Settings: Skip Overwrite
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1 Step 3: Click th&Next" button to set the client, as shown in the figure below:

Add to Business

1 Step 4: Click the "OK" button to jump Business Logic Diagrgrage, as shown in the figure
below:

i : o

Edit Business Business Logic Diagram Alarm Settings

Applicatio... Relationship Group Con... Show the A... ~ @
DES
¥ Web Server O
¥ Server D D

221.237.152.216 o0

¥ Client oQg
All clients O
¥ DB Server (]

¥ Server 00
=
@ &3 221.237.152217 oog

All clients Web Server ¥ Client
118.123.8.103
¥ App Server
¥ Server
118.123.8.103
¥ Client
221237.152.216
¥ test
P Server

Client

Back Finish and Exit Next

In the business logic diagram, the system will conduct the connection between nodes
accoding to the service access relationship in the application discovery. For nodes that can
find access relationship, automatic connection will be made. The probe on the connection is
the probe that collects access relationship of this service. If the cayrebpg access
relationship cannot be found, the user needs to connect manually, and when connected, the
user needs to manually specify the probe on the path.

Method 2: Create through the entrance above the 'All Applications' list

In the right "All' list, slect one or more applications, click the 'Add to Business' icon above

the table to complete the business creati
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5.1.5. Snapshot Comparison
The data snapshot function is mainly used to compare the difference of data collected by different
datacollection tasks.

In the data snapshot list, select the snapshot compar.1 icon in the collection task operation
column to compare the collection results of the selected collection task with the snapshot showing
the collection task in the currentiew. The comparison results of snapshots are shown in the figure
below:

Snap Report

Report Name:

Report Description:

Report Format: EXCEL
Report Type: =Daily
Execute every day 00:00 ~ Execute
Business Period: ' All Period Specified Period
No Comparison Current snap Last Cycle

Recipient Email:

Cancel

In the snapshot comparison information, all nodes increased and reduced are displaigdd Giick
the export button in the upper right corner of the "Comparidaformation” popup box to export
the comparison information to a FILE in CSV format.

In the comparison diagram, the red text represents the increased IP nodes during the comparison,
and the light color text represents the decreased IP nodes during th@aoeson.
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Click the "Close Comparison" button in the top bar to exit snapshot comparison mode.

Settings Description
Report name Used to set the name of the snapshot report.
Report Description Used to set the description information for
shapshotreports, optional configuration item.
Report Format Used to set the format of the report, currently
supports Excel format.
Report Type Used to set the type of the report, currently

supports daily report. The system supports
setting the generation time ahe report,
default execution at 0:00 every day.
Business Period Used to set the time range for data collection
the report, the system defaults to collecting
data for the whole day.

Used to set whether the report is compared, t
system provides 3 ofmns:

No Comparison: The report only includes
the data collection results for the current
day, and the system defaults to no
comparison.

Current Snapshot: The report will use the
currently displayed snapshot in the syste
as the base report, and each geatxd
report will be compared with the currently
displayed snapshot.

Last cycle: The report will compare the
report of the day with the snapshot
generated in the previous report cycle.
Recipienttmail Used to set the email address to receive the
report. Pkase separate multiple addresses wil
line breaks.

5

5.1.6. Generate snapshot report

The snapshot report function mainly generates reports according to the specified period of data
collected by the collection task and sends them to the specified mailbox.

Inthe data snapshot list, select the snapshot re icon in the collection task operation column
to generate a report of the collection results of the selected collection task. Generate snapshot
report pop-up box as shown in the figure below:
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Snap Report

Report Name:

Report Description:

Report Format: EXCEL

Report Type:  Daily

Execute every day 00:00 ~

Business Period:  All Period Specified Period

No Comparison Currentsnap Last Cycle

Recipient Email:

Cancel

Thedescription of each setting item in the generate snapshot reportppoox is shown in the
following table:

Setting Items Description

Report Name It is used to set the name of the snapshot report.

Report Description| It is used to set thenapshot report as an optional configuration item.

Report Format Excel format is currently supported.

Report Type It is used to set the type of report. Daily report is currently supported. Tk
system supports setting the generating time of the reportdBfault, the
report will be executed at 0 o ‘clock every day.

Business Period It is used to set the time range of data collection in the report. The defa
of the system is to collect the data of the whole day.

Recipient Email It is used to set the mhnox address to receive the report. Please use
separators between email addresses.

5.1.7. CustomMetric Discover

In the application of carding, the system supports filtering access relations according -aefised
indicators, and displays them different colors in the carding diagram according to the access
frequency of indicators.
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Enable access times filtering in the Displaynfigurationpop-up box, and set thresholds for filtering
conditions and access frequency, as shown in the figure below.

Access Times Filter: [] Enable
LI

The metrics supported by access count filtering include TCP synchronization packets, total number of
connection requests, three handshakes, and connection failures. For example, setting TCP
synchronization packet means that among the collected semviaccess records, only the records

of TCP synchronization packet will be displayed in the carding diagram.

The system supports setting the color of low frequency access, medium frequency access and high
frequency access. In the carding diagram, the between nodes will be displayed according to the
color of set frequency.

After the display setting is completed, the filter condition and frequency color set by the user will be
displayed in the carding diagram, as shown in the figure below:

Default Group

Merge Based on Applications: @ 4  AllProbes(3) ¥ AllProtocol... ¥ All Nodes v

Q Search

Access Frequency

.-

1-2

.-

5.1.8. Other Canmon Operations
Add Group

UPMprovides view grouping function, and users can group and manage according to the type of

Copyright© 20: + olasoft Al rights reserved.




N Colasoft

Maximize Network Value DiscoverConfiguration

collecting task or the area of collecting data.

Click the button to the right of the view title bar, and the add Group dialogdymxup, as
shown in the figure below:

Add Group

Group Name:

Data Snapshot

The data snapshot list shows all the data acquisition tasks created within the current view group, as
shown in the figure below:

Data Snapshot

Action Task Name Collection Type Status Collection Frequency Application Probe Rule Start Time
Real-Time Collection Finished 1 Minute DB Server, App Server, Web Server  All 2020-11-04 17:08:00 :
Real-Time Collection  Finished 1 Minute DB Server, App Server All 2020-11-04 17:08:00 :

Real-Time Collection  Finished 1 Minute DB Server, App Server All 2020-11-04 16:49:00 =

Current page 1, total1 page(s), total 3 record(s). Show for every page: 10 ¥ record(s)

The operations provided by the operations column in the data snapshot list include:

1 Snapshot report: to choose a snapshotlué generate reports on a regular basis, sent to the
specified email.

9 Collectagain: to bring up this snapshot of the data collection configuration dialog, the user
can modify the acquisition conditions, start data collection.

1 Compare compare the snapsh@nd shows a snapshot of the current.If the snapshot was
already in the display state, the comparison icon would not appear in the action column.

1 Show: set the snapshot to display status. If the snapshot is already in the display state, the
display icon des not appear in the action column.

1 Delete: delete selected snapshot.
DisplayConfiguration

DisplayConfigurationis mainly used to display the results of applicatiiscovery as shown in the
figure below:
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Display Configuration

Top Clients for One Server Node: 1
Top Servers for One Client Node: -
Client Segment: Please select
Max. Lines: 200

® Display Filter Address:

Display Filter Port:

Access Times Filter: Enable  TCP SYN Pkts £ times

Display Node as: O IP Address ® Name () IP and Name

Cancel

Descriptions of each setting items afeown in the following table:

Setting Items Description

Top Clients for One Server No{ It is used to set the maximum number of clients a server no
can connect to. The number of clients is set to a rangesid
and the default is 15.

TopServers for One Client Nog It is used to set the maximum number of servers a custome
node can connect to. The number of clients is set to a rangg
1-500 and the default is 15.

Client Segment It is used to set the client segment that the user is conedr
with, only the nodes associated with the client segment
selected by the user are included in the application carding
diagram.

Max. Lines It is used to set the client network segment that users are
concerned about. Only the number of node lines selddig

users will be included in the carding diagram, and the range
1-3000, and the default is 200.

Display Filter Address It is used to set the IP address to be filtered out, the node s¢
the filter address will not be shown in the carding diagram.

Display Filter Port It is used to set the server ports that need to be filtered out,
the nodes associated with the filtered ports are not shown i
the application carding diagram.

Access Times Filter By setting the access times, the collected servicesgc
relationships can be filtered, and only the access relationsh
that meet the filtering conditions can be displayed.Metrics th
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support filtering include TCP synchronization packets, total
number of connection requests, number of three handshake
and number of connection failures.According to the number
visits, it can be divided into low frequency access, intermed
frequency access and high frequency access. Users can
customize the threshold and color.The colors of the lines in
applicationcarding diagram are displayed according to the
userdefined colors.

Display Node as It is used to set the name that the node displays, which can
an IP address, alias, IP address, and alias. The system defg
to alias.

View Node Information

After sdecting the node in the carding diagram, righiick and select "View Node Information" from
the rightclick menu to pop up the "View Node Information" pop box.

The applicationdiscoverdiagram includes multiple types of nodes, each with different node
information.

ClientType Node

Node information shows all server information accessed by the client. Users can select one or more
server information as application rules to quickly add to the application, as shown in the figure
below:

View Node Information

Access server

All Probes

221.237.152.215 5000 CP ler China Chengdu 2020-07-14 19:35:14

221237152215 C = China Chengdu 2020-07-14 19:35:14

Server Type Node

All access port information provided by the server is shown in the node information, as shown in the
figure below:

View Node Information

Access Port

All Probes
Application Belonged
China Chengdu 2020-07-14 19:35:14 Unknown

China Chengdu 2020-07-14 19:35:14 Unknown

For each server port record, you can select the client and select the same port host operation.

1 Choose client: playing box disphagited the client IP address of the server port.
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1 Choose same port host: playing box display provides the same server port server IP address.
Users can add selected clients and servers to the application as application rules.
Client and Server Type Node

The node information shows all access port information provided by the node as a server and which
servers are accessed as clients, as shown in the figure below:

View Node Information

Access Port Access serv

All Probes

[0 Action robe Geolocation First Discovery Time Application Belonged
China 2020-07-14 19:35:14 Unknown
China 2020-07-14 19:35:14 Unknown

China 2020-07-14 19:35:14 Unknown

Application Type Node

The node information shows the application rules and access afifammation actually collected by
the application, as shown in the figure below:

View Node Information

Application Rule Access Client

Server Address Connection Type Probe Business Belonged Geolocation First Discovery Time

118.123.8.103 P demo Demo Business China 2020-07-14 19:35:14

118.123.8.103 TCcP demo Demo Business China 2020-07-14 19:35:14

118.123.8.103 cp demo Demo Business China 2020-07-14 19:35:14

TCcpP demo Demo Business China 2020-07-14 19:35:14

118.1238.103 TCcP demo Demo Business China 2020-07-14 19:35:14

Merge Based on Applications

The system supports merging the nodes according to the application before dispMihieg the
"Merge Based on Applicatitswitch is turned onnodes belonging to the same application are
combined in the applicatiodiscoverdiagram and presented as application nodes.

Filtering

When there ar¢oo many nodes, it can be filtered through nodes to show only the specified nodes.
UPMsupports probe ftering, protocol filtering, type filtering and search filtering.

1 Probe filtering: the user can through the probe of the comb filter application diagram node,
list box, click the probe in the peyp dropdown list Settings need to filter the probe, the
drop-down list includes only acquisition task, select the probe.

1 Protocol filtering: the user can through the agreement of comb filter application diagram
node, list box, click the agreement in the pop dropdown list Settings need to filter the
agreement, he agreement from the droplown list to service access.

1 Type filtering: application of carding diagram, the type of connection between nodes may be
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a TCP or UDP, the user can set the node connection types, see only the TCP or UDP type of
connection. The stem displays all TCP and UDP connections by default.

9 Search filtering: system provides the search bar, users can search application, host or port
directly, at the same time support level of the specified search.

Hide/Show Client

The system provides a "hletshow client" icon. By clicking the icon, users can hide and show client
nodes in the applicatiodiscoverdiagram.

5.2.Network PathDiscovery

Network path discovery is centered on the probe, which combs the access relationship between the
probe and the probgand between the probe and the network node.

5.2.1. Interface Introduction

The network path discovery interface includes the top bar, the left toolbar, the discovery diagram
and the list area, as shown in the figure below:

Probe and Link Configuration Segment
+ @
[ Action Probe Name Mapped Link
[ £ @ netflow255.7 G5server - netflow255.7
O 2 @ test
[ # fi demo G5server - DEMO

1

Top Bar
Features provided in thiop bar include:

9 Add Node: used to add network path node, in view of the network path node to add, you
can set the node after the probe.

Reset: the network path diagram to restore to the default sort.

Settings: used to set the data acquisition task.

Commern: displays information about the relevant illustration comb network path diagram.
Search Network Segment: input keyword to search network path node in the diagram.

=A =4 =4 =
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Left Toolbar

The network path discovery diagram supports four display styles; which emesvitch through the
left style bar. The four styles are ring, tree, rectangle and random, and the default display is ring.

Discovery Diagram

The discovery diagram shows the results of network discovery. Users select nodes in the discovery
diagram andcan add network paths, edit nodes and delete nodes.

List Area
The lists in the area includes:
1 Probe and Link Configuration: used for the management of the probe, including new,
modify, and delete probe operation.
1 Segment: used for the management of thetwork segment, including adding a network
segment, added to the network segment, modify, delete, specify, add issued, the issuance of
the import operation.

5.2.2. Other CommonrOperations

Add Node
Click the "Add Node" button, and the "Add Node" dialog pogs up, as shown in the figure below:

Add Node
Name:
Type: ® IP Address O Internet Client
Segment: Please select

Address:

Cancel

Network path nodes include two types:
9 IP address: users can choose the existing network segment or directly enter the IP address.
91 Internet client: if users select the Internet client, it is only need to set the mzafee.
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Add Network Path

After selecting the node, rightlick and select "Add Network Path" in the popup rightk menu.
The "Add Network Path" pepp box appears, as shown in the figure below:

Add Network Path

Path Connection Probe: netflow255.7

Point:

Cancel

Select the probe in the dregown list, and the selecteprobe in the list is the starting probe of the
y2RS® /A0l bhYb odzitizy G2 SyidSN (KWpbok/a2YYdzy A Ol {
shown in the figure below:

Communication Path Settings

Probe Network Device

netflow255.7

Cancel

Ly GKS &/ 2YYdzy A Ol iup Boy, selett th&kothér probiesithatie ée pades)
through.

Data Update Settings
Data Update Settings is used to update the data source of network path discovery. Click the
"Settings" button, and a pepp box of data Update setting pops up, as shown in the figure below:
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Settings

D) Off(Updating data consumes much system resource. It is recommended to turn it off when the update is done.)

Update Data: 8 On
Update Frequency: ® 1 Minute 10 Minutes 1 Hour 1 Day
Data C L 1 Minute 10M
Data Volume per Collection: 80000
Auto-calculate lines en probes: O
Auto-create segments based on rules: Yes (® No
Collect Rule: IPRange ~ Subnet Mask 192.168.0.0-192.168.255.255 255.255.255.0
IPRange ~ Subnet Mask 172.16.0.0-172.31.255.255
IPRange ~ Subnet Mask 10.0.0.0-10.255.255.255

0K Clear

Data update task will take up more system resources, and it is recommended to close this task after
network path combing is completed.
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5.3.GonversionPath Combing

Users can check the path of a specific conversatioR @&Ssion) on UPNpecify the IP address and
port of the TCP conversation, input the date and time that will be searched, select conversation
direction, then click StaytyPM can show the path of a TCP conversation

A1

Application Discovery
Network Path
Conversation Path Combing

Configuration

L:

Click Add Link Node to add the links that will search in. Then, click the link to expandlitd&sub

Add text to mark what kinds of sublinks they are.
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BORDER LEAF

b3
P
=
F

g

Add Text

CO0RRRER0LERREEE000RRRREL00RER0E00RRE0000000000ARER0B0EE8R0

5
H

ac YTTTTT

Input the date/time, the ip address and port of the conversation, select the direction, thein@fart
G2 &aSIFNOK (KS LI GKd C2NJ GKS GAYS AGSYZ 4SS &adz33ass

Application Discovery Network Path Conversation Path Combing Configuration

Default Group SILA-H1

2021-09-05 13:42:00 - 2021-09-05 13:43:00 10.156.131.5 : 54950 - 10.156.131.4 : 10599 Endpoint2->.. ¥  Start

Click Link Traffic Analysis, select a link (here we selected H1_SP_1D), and click this link on the right
panel, then all théfopN of the TCP conversations will be displayed in the new panel.

Link Tree = H1_SP_1D

2021-09-05 14 021-09-05 14:14:00
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H1.5P_1D H1.SP_1D

Analysis Mode  Monitor Mode 1 Minute *  2021-09-05 11:14:00 - 2021-09-05 14:14:00 Local Preference (] Compare Time Please select com... ¥
bps ~  Line Chart * Baseline @ Reverse Y Axis @)

14:13 - 1414

.20 12:26 12:32

H1 SP 1D bps
All Groups ~ Summary Analysis TCP Conversation IP Address IP Conversation Application Top Segment Stacking Trend

| TCP Conversation
=]
Client Client Part Serve Server Port Total Bytes «
10.156.131.3 10.156.131.2 10599 312.01 MB
156.131.3 10599
0.156.131.3 3 10599
156.131.4 44862 10.156.1315 13047
156.13L5 54548 10.156.1314 10599
56.13L5 54952 0.156.13: 10599
1561313 33840 10.156.1318 10599
156.131.5 54946 0.156.13: 10599
156.13L4 44866 10.156.1315 13047

.156.131.3 33938 10599

Checkin the Path button on the right column, then therogersation path will be displayed. In the
lower right corner, the interfaces that thiB<CRconversation went through are also displayed.

BORDER LEAF Path

H1_LF7-1/0/4 - H1_SP1-1/0/8 - H1_SP1-1/0/5 - H1_LF5-

Operation Link Client Server

a L H1 SP1-1/0/5 | 10.156.1313 10.156.131.2

@ H1 LF5-1/0/3 | 10.156.131.3 10.156.131.2
H1 SP1-1/0/8 | 10.156.131.3 10.156.131.2

H1 LF7-1/0/4 | 10.156.131.3 10.156.131.2
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6.Busness

6.1.Timeline

On most business monitor and analysis pages, UPM Center uses timalisplay the status of
monitored businesses, as the figure below:

6.1.1. TimelineComponents
The timeline consists of following components:

1 Timeline: consistig of multiple time slices, with @me slice indicating one status. On real
time monitor pageuserscan click one time slice to open the corresponding time analysis
page. On the analysis pagesgrscan click one time slice to filter data based on that time
slice. The time slices can be shown in four colors:

1 Green: no alarms are triggered.

1 Red: there arssevere alarms triggered.

1 Orange: there are major alarms triggered.
1 Yellow: there are minor alarms triggered.

1 Time Range: the start and end time of the timeline. On analysis pag@scan click it to
choose any interested time range.

9 Time Slice: théme range of a time slice.

1 Selected Time: the time range that is currently selected.

6.1.2. TimeSdice Operation

The following list describes the operations on time slices:

: click to select the previous time slice.

H: click to select the next time slice.

: click to select the previous time slice that has alarms triggered.

#: Click to select the next time slice that has alarms triggered.
: click to skip to previous time range.

: click to skip to next time range.

6.2.BusinessStatus

Business statuis a unifiednonitoring of the running state of all businesses.
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1 Click the menu Business Performare®usiness Status to open the Business Status page.

9 Click the buttoré( dto set thehealth and alarm status informatioof the
businesgo display.

I Userscan add, ediand delete the business groups.

1 Click the buttors Mkisk==tll ¢to display the monitoring page in full screen.

f Remaindzd SnhaEs@ on the business module and click the bu @ Nkl ¢
to enter into the business performance page or business metric page.

9 Clickthe time slice in the business module or click the alarm number to enter into the
Corresponding alarm query page

6.3. BusinessCustom Monitoing

Users can customize the monitoring content based on needs.

Clickthe menu CustonMonitoring -> Custom MetriéMonitoringto open the custonMetric

Monitoring page. Click the buttoc’xn ato display the left sidebar anaidd monitoing grapts.
Select the objects anchart type under the busineshart to add a new chart.

Link Chart

VolP Chart

Business Chart

Application

Client Node

Multidimen...

&

=8

Mumerical ... d Alarm Log

4 & g

Alarm Statis...  Alarm Time ... Planet Chart

Application Chart

Transaction Performance Chart

6.4.Busines<3obal PerformanceMonitoring

Business global performance monitoring shows the status and alerts of all business nodes.
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9 Click the menu Custom Moniter Business Topolodfonitoringto openthe global
performance monitoringpage as the screenshot below:

221.237.152.

All clients
1

DB Server

91 Click the alarm number on thede to jump to the business performance alert page.
1 Rightclick the node and jump to the business performance analysis page.

1 Rightclick the link and jump to the page of packet download, rmétiment analysis and
business indicator analysis.

= Application Name

M Cick the buttona
node displays

aor é( ato toggles the type of text that the

A line means a network path. A circle means a host, a square means an application. And a solid one
means a single, a hollow one means multiple.

6.5.Business Performance Analgsi

Business performance analysis provides an overall performance analysis of the business, showing
business logic relationships and business operation status.
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9 Click the menu Business PerformaredBusiness Performance to open the Business
Performance anakis page, as the screenshot below:

1 Click the buttors Ikt ¢ to set application node metrics, client line metrics and
custom application node metrics. No more than three indicators per object. The types of
indicators include TCP layer performance indicastord application transaction performance
indicators

9 Click the application nodes to open the Summary interface. In the intedfseescan view
application performance, transaction performance, host performanceaadn log
performance.

1 Click thenumber of the alarm to view clients alarm information in the Summary interface.

1 Rightclick the line to jump to packets downloading interface, multgdgments analysis
interface, business metrics analysis interface and transaction performance analydiscie.

Generate SLA Report  Business Settings  Business Status  Business Metrics

1 Click these buttoné
ato jump to report interface, business configuration interface, business status interface and
business metrics interface.

6.6.Business Metrics Analysis

Business metrics analysis includes applicati@tricsanalysis and transactiametricsanalysis,
which canprovide comparison query and graphical display betwenstrics.
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9 Click the meniBusiness Performance Business ktrics to open the Businesséitic
analysis page, as the screenshot below:

1 By default, the page displays theetric analysis results of thérft business in alphabetical
order. Userscan click the droflown list on the top left to choose an interested business.

9 Userscan view the indicators under application indicator analysis and trading indicator
analysisFor the query results ahetrics, the system supports two ways of displaying,

namely list and treedick the buttonc’x ato switch the Display mode

1 Click the buttordﬂ ato grouping the metrics and display the status configuration.
9 Userscan view the system default metric trdrcharts.

In the application metric analysis, system provides three metric trend chart gtmups
default

1 Network Performancethree handshakes, ACK delay, packet loss, repeated ACK,
retransmission, packet loss retransmission ratio.

1 Application Performanceesponse time, timeout ratio, response time distribution,
Apdexmetric, number of transactions, transaction response rate.

1 Host Performance: Number of conversations, connection status, server window size,
client window size.

In the transaction analysisystemprovides one metric trend chart group by default:
1 Metric chart:number oftransactions, response rate, success rate, response time,
Apdex value

 LGQa adzLIL2 NI SR G2 Odzad2YAT S OKINI 3INRdzZLIA | YR
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6.6.1. ummary

Thiss'zl

Analysis Mode Monitor Mode  All 10 Seconds -0 0 [ Compare Time

bps ~  Line Chart ~ Baseline

17:26:30 - 17:27:30

All Groups ~ Client Server Segment Transaction Name Summary

Total Transactions Successful Transaction R Transaction Response Failed Transactions No-Response Transactio

35063 94.35 % 96.57 % 1981 1204

Avg. Response Time Transactions Peak per

545 ms =

0 SupportsAnalysis mode anonitor mode. When monitoring mode is enabled, chart
data will automatically update according to the refresh rate;

i Supports time comparison. When time comparison is enabled, the trend chart adds a
comparison period indicator curve, andetichart below the trend chart is displayed in
a vertical stacked manner;

il Table and other components support ddibwn analysis, directly entering the
transaction query page, or further analyzing and mining trends based on transaction
name, server, clienand other dimensions. Multiple analysis pages can be opened.

Detail analysis

- z . . -
All Groups ~ Client . Server Segment Transaction Name Summary

| Server

B F u © G

Total Transactions + uccessful Transaction Rate Successful Transactions

6.6.2. Transactionlog
Transaction log analysis page, as shown in the figure below:
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Transaction Log

Duration:  2023-11-02 17:15:51 - 2023-11-

Top2000 ~

Action Tran
Crea
Modify Bearer Request
Delete Bearer Request
Echo Request
Modify Bearer Request
Modify Bearer Request
Echo Request

2 Create Session Request

Echo Request

Echo Request

Current page 1, total 100

2023-11-021
2023-11-021 01564

2023-11-02 17:27:21.802153

Transaction Name: All

End Time

2023-11-0217:

2022-11-02 17:27:21.802381

1-02 17:27:21.804573

6 2023-11-02 17:27:21.825220

2023-11-02 17:27:21.828222
2023-11-02 17:27: 29310
202311021

2023-11-02 17:27:

2023-11-02 17:27:21.832559

2023-11-02 17:27:21.829439

2023-11-02

38360 2023-11-02 17:27:21.838587

2023-11-02 17:27:21.839980

Transaction ID(C)

265

5532

598

38053

2361968

3096

14920

6 921739

40266

1

Transaction Return Code

BusinesConfiguration

Client:

Segment: -

Transaction Status

Failed

Success

Success

Success

Success

Success

Success

Success

Success

Success

Users can set filtering conditions to filter transaction logs.

6.6.3.

TransactionTrace

Metric Value ~

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

1701 ms

22721 us

17998 us

6413 us

434ms

Select aspecific transaction log from the transaction log list to jump to the transaction trace page, as
shown in the following figure:

Trace Time Sequence

Trace List

The transaction trace page graphically displays the duration of the entire transaction process,
transaction status, and othenformation. You can quickly find nodes with long durations.

In addition, it supports locating sessions from transaction logs for further viewing of network
metrics, host metrics, and problem analysis.
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Trace List

Locate Conversation

TCP Conversation UDP Conversation

El
Client Client Port  Server Server Port Device Client Serve Total Bytes Bps

459.00 B 459.00 H

6.7.Business MultiplesegmentAnalysis

Multi-segment anbysis is for comparing and analyzing the data of one application from different
probes to identify the segment loss or retransmission issues and the time delay issue.

9 Through the "business performance analysis" page, right click the line in the busigiess lo
diagram, and select "muliegment analysis" from the peyp menu to enter the muli
segment analysis page.

1 Userscan do analysis configurations:

1 select the application under the current business

1 select the client in the currerdpplication. Different clients correspond to different
application paths. When the client is switched, the system will automatically switch
paths. If an application is configured with only one client node, the client node is
selected by default.

1 settime ange: the default time range of the system is consistent with the business
performance analysis interface, anderscan customize it.

I Userscan view the network device information in the communication path.
9 Userscan view the default indicator trend chast the system, and check the probe object
to be viewed.

1 Select thenetwork packet losmetric, andthe metrictrend chart shows foumetric
trend charts by default, retransmission rate, bit rate, segmented loss rate and packet
number.

1 Select thenetwork delay andthe indicator trend graph shows four indicator trend
graphs by default, namely, RTT of the thedmke client, RTT of the threbake
server, ACK delay of the client and ACK delay of the server.

1 Select the connection failure rate indicator, and the indicator trend chart shows four
indicator trend charts by default: synchronization packet, connection failure rate,
connection unresporige times and connection reset times.

1 Select the application responseetric, and themetric trend graph default
application performancenetric, response time, TCP transaction proportion of
timeout and TCP transaction request times
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6.8.Business Alarm Configation

Business alarm management provides unified management of all alarms triggered by business within
a certain period of time. In business alarmaserscan view all the alarms that have been triggered
by the system during the week, anderscanacknowedgethe alerts as well.

91 Click the menu Business PerformaredBusiness Performance Alarm to open the Business
Performance Alarm page

1 Userscan view the alarm level distribution diagram, alarm statistics diagram and alarm list.

1 Userscan click the buttordetlé G 2 F Oly26ft SRIS (KS I fltNewraod ! Fi
system will automatically generate a log for this alarm. When the same alarm is triggered
later, userscan look at the previous log for quick troubleshooting.

 UsersOF'y Of A ()1{1' K20tz 2yl & (GKS LINBGAZ2dza f 23 F2
logs, according to the history log of the alarm, the false alarm rate, the cause classification of
the alam and the top 10 hosts/network devices/paths that triggered the most alarms under
this classification were counted.

j 01 Disable Alarm

1 Userscan click the buttord ¢ (2 2Ly (GKS 5A&F6tS 1 £ N

I Userscan click the buttor‘i" to disable the alert.

I Userscan click the bubn "EE" to cancel the disable of the alert.

9 Userscan click the buttom’:Eé to open the data downloading page.

9 Userscan click the buttom’ﬂé to download the packets automatically saved by the server
to the local.

when configuring the alarmyserscan only click the button to download a packetisiershave
enabled custom alerts for automatic packet download.

6.9.Business Report

The business report component produces individual business reports from a business perspective.
Userscan select an application analysis object for a business and select the diagram type.

9 Click the menu Report to enter into the report management interfase click the button

d ato add a new applicationhart

1 Click the buttord ato preview the real chart.

1 After completing the settings, click the butt@t_ ato save settingsSet the report
properties:

1 Report format: PDF, WORD, EXCEL and HTMusearstan choose one of them.

1 Report type: optional daily report, weekly report, monthly report and report
generation time.

1 Business period: support the setting of business period, with the miniexoaracy
to minutes for daily report, 10 minutes for weekly report and hours for monthly
report.

Copyright© 2023Colasoft All rights reserved. 71




,\_Colasoff’

Maximize Network Value BUS| nesg:Onflgurathn

1 Comparison: support comparison with the previous period, the same period of last
year, the same period of last week and the designated date when selectiruailiye
newspaper; When selecting a weekly report, support comparison with the previous
period and the specified date; When selecting a monthly report, support
comparisons with the previous cycle, the same period last year, and the specified
date.

1 Receivingnailbox: the receiving mailbox of the report. After filling in the email
address, the system will regularly send the report to the designated mailbox.

The SMTP server is configured correctly before the report can be sent successfully

1 Inthe report listpage,userscan also click the name of a report to enter the report log
interface and view the historica¢ports generated by the report
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7.Businessconfiguration

7.1.Introduction

7.1.1. Description

The business moniting and analysis function can comprehensively monitor the service quality of
various links in the business system, quickly discover and locate issues that affect key business
performance and stability. The business module is designed to maximize thetiopaf efficiency
and fault handling capability of the business network, and provides analysis functions such as
supporting network environment analysis, réahe performance monitoring, and fast fault
localization based on the customer's business nekwor

7.1.2. Functional scenarios

In the centralized monitoring page of the business, the running status of each business is visually
displayed in graphics, allowing users to quickly identify business with abnormal status.

Analyze and locate differemtpplication nodes and network paths for individual businesses.

Monitor and analyze the transaction performance of individual businesses. Analyze the running
quality of business systems from a business perspective, achieving the goal of quickly analyzing
and locating problems.

7.1.3. Value

The product focuses on business and actively organizes and analyzes traffic data from all nodes in
the network, helping users quickly understand the access relationships and business logic
relationships of key hosts and applimats in the network from a business perspective, and
presenting them in a graphical and visual way.

7.2.Guide

The content of business configuration includes édisic business information, business logic
diagram, alarnsettings, and business health.

7.2.1. HEdit Business

The main step of 'Edit business' is to configure the basic information of the business.

The configuration page of 'Edit business' is shown in the figure below.
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. Edit Business. 2) Busin gram 3) Ala 4) Business Health

Name:

Business Level: ***

Busir

Business Privilege:

Focus on abnormal activity alarms: [[]

Field Name Description

Name Used to set the name of the business, and blusiness
name cannot be duplicated.

Automatically Optional configuration item, supports synchronizing
defined through application and application group information to business
interfaces configuration through interfaces.

Businesdevel Used to set th@peration level of the business. The

centralized monitoring page of the business supports sorf
and filtering based on the operation level.

Description Optional configuration item, used to describe relevant
information of the business.

Business Group Optional configuration item for setting the business group
which the business belongs. The business monitoring pa
supports business monitoring by business group.

Business Privilege | Optional configuration item for setting the permissions of
usersalready configured in the system for adding new
businesses, including monitoring, analysis, alert, and
reporting permissions.

Whether to Optional configuration item for determining whether
monitor abnormal | applicationrelated abnormal behaor alerts are included in
behavior alerts this business.

7.2.2. BusinesslogicDiagram

The 'Business Logic Diagram' step mainly sets the access relationships between applications
within the business. The business logic diagram is the basis for subsequent business
monitoringand analysis.

The completed business logic diagram is shown in the following figure.
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coap-lwm2m

The business logic diagram supports configuration through both new configuration and import.

Configuration
The basic elements involved in the business ldgigram configuration include:

Application node: represents an application or application group, through which
applications or clients can be discovered and managed.

Client node: can directly select clients in the application configuration, and also
suppots adding clients in the business logic diagram.

Merge node: clients can be merged with client nodes or server nodes under certain
conditions, and after merging, they will be displayed as one point.

Connection: represents the communication pétween applications and clients.
Probes can be bound, intelligent alerts can be set, and network devices can be
configured on the connection.

Add application node
Add application nodes through the following entry points:

Rightclick on the blank area ohé page and select 'Add application relationship’ from
the pop-up context menu.

Click on the 'Add application' icon in the upper left corner of the page.

In the application structure tab on the right side of the page, click on 'Add application'.

The 'Add aplication’ dialog box is shown in the following figure.
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Add Application Relationship

Type: Application Application Group

lcon:

Application: Please select

Correlate Please select

Business:

Cancel

The configuration items in the dialog box are explained as follows:

Type: Used to set whether the added node is an application or an application group.
Icon: Used to set the icon of the added nodad users can upload icons.

Application: Used to select applications/application groups, supports multiple
selections.

Associated Business: Used to select associated businesses, supports multiple
selections. If associated businesses are configured,rdicki the application node

will jump to the associated business analysis page in the business performance
analysis page.

Add client node
Add client node through the following entry:

The "Add Client" icon in the upper left corner of the page. The icoitkable only
when an application node is selected in the logical diagram.

After selecting the application node, rigblick and choose "Discover Client" or "Add
Client" from the popup context menu.

On the right side of the page, click "Add™'®iscover" on the client node in the
application structure tab.

The "Add Client" dialog box is shown in the following figure.
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Custom IPfSegment
lcon:
Name:
Type: IP Address
Select IP: Select an auto-obtained IP address

IP Address:

NAT Mapping: (] Enable NAT Mapping Analysis

NAT IP Address:

The configuration items in the dialog box are explained as follows:

Icon: Used to set the icon of the added node, and usarsupload icons.

Name: Used to set the name of the added node.

Type: Client node types include IP address, subnet, and all clients.

IP Address: When selecting the IP address type, it is used to set the client's IP address,
supporting single IP, subnet (slamethod), and IP range.

Subnet: When selecting the subnet type, it is used to select the configured subnets in
the system. Only one subnet can be selected.

NATMapping: Used to set whether to enablé&Nmapping analysis. If enabled, the
statistical dataof NAT IPand the statistical data of the original client will be merged
during data statistics.

NAT IP Address: Used to set the IP address after TW&TN AT IP address can only be
configured when N AT mapping is enabled.

Discover Associatedpplications

Discover Associated Applications is mainly used to discover other application nodes accessed by
the selected node as a client node, that is, to discover the access relationship between
applications.

The process of discovering associated apfibos: Use the server address of the application as the
query condition to query the service access table in all probes for the past 1 minute. According to
the query results, display them merged by application. If no application is matched, the server:
port will be displayed directly. Users can define such nodes as applications or add them to existing

application configurations.
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After selecting the application node, rigblick and select 'Discover Associated Applications' from
the pop-up menu. The systenvill automatically perform a query for associated applications, and

the query result dialog box is shown in the following figure.

Discover related Application

Add Application Add to Application Application ¥  Add to Business ~ Bl
[] Add toBusiness Application Rule ath Application

1

The functional buttons in the 'DiscovBelatedApplications' dialog box include 'Add Application' and
'Add to Application'which support filtering the data in the list based on status and whether the
application is defined.

Explanation of 'Add to Business' field:

'Add to Business' includes '‘Added’ and 'Not Added', indicating whether the current
application node has been addéalthe current business.

When selecting a node that is not defined as an application, the operation of adding
to the business cannot be performed.

When selecting a node that is defined as an application, you can choose whether to
add it to the business.

The fields in the list include checkboxes, 'Add to Business', application rules, connection type, path,
and application.

Application rules: Displayed in the format of server IP+ port, for defined applications,
if there are multiple server IPs: ports, theged to be merged into one record.

Path: If the traffic is only collected on one probe, just add that probe to the network
path; If multiple probes collect the same traffic, the order between the probes needs
to be determined. Probe order determination alithm: Based on the servBT Time

in the service access statistics table, the smaller the sB7@me, the closer it is to

the server. For automatically generated network paths, customers are allowed to
manually update them.

Note: Whenperforming associated application discovery, the selected application's server addresses
are added as subnets to the client nodes of the newly discovered application. After this processing,
when the application's configuration changes, such as adding apwersaddresses, the client nodes

of the newly discovered application do not need to be manually updated. The client information is
automatically updated through the form of subnets.

Discover Clients

Discover Clients is mainly used to find out which cieare accessing the selected node as an
application server. The number of automatically discovered clients varies greatly depending on
different applications (such as intranet applications, internet applications). Discover Clients is
mainly used to automatally discover clients for intranet applications.
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Process of discovering clients: Use the server address of the application as the query condition and
search the service access table in all probes for the past 1 minute. Use the retrieved sessions as
basicdata to organize the clients.

After selecting the application node, rigblick and choose 'Discover Client' from the pgpmenu.
The system will automatically perform client discovery. The client discovery dialog box is shown in
the following figure.

In the client popup box, the functional buttons include merging clients and filtering data in the list
by status. Merging clients means combining one or more clients into one client.

Adding to the business column allows you to add the selected clietite tbusiness or not.

Add to business: If set to add to business, it means that the corresponding application node will be
added to the business logic diagram and application structure tree.

Do not add to business: If set to not add to business, it meaaistiie node will not appear in the
business logic diagram and application structure tree.

The fields in the 'Client Discovery' list include checkboxes, add to business, name, client, and path.

Name: Displays the automatically discovered clients by defandtsupports user modification. If it
is a network segment, it will be displayed as the network segment name; If it is a single IP client, it
will be displayed as the IP address.

Client: According to the traffic data, if the discovered client belongseatfined network
segment, it needs to be merged into one record based on the network segment.

Path: If the traffic is only collected on one probe, just add that probe to the network path; If
multiple probes collect the same traffic, the order between grebes needs to be determined.
Probe order determination algorithm: Based on the seR/Efime in the service access statistics
table, the smaller the serv®TTime, the closer it is to the server. For automatically generated
network paths, customers ardlawed to manually update them.

Edit communication path

Click on the connection between the application node and the client node to open the
‘Communication Path Settings' dialog box. Set the communication path in the dialog box as shown in
the following figure.
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Communication Path Settings

Path Operation: ¢ £ [J Cluster mode

Probe Network Device

O Intelligent Alarm
Alarm Severity: Alarm Category:
® Alarm Configuration: = And
Threshold Between Probes:
Probe Threshold:

Trigger alarm when one probe has no data

Cancel

The communication path can be set as curve, polyline, or straight line, with straight line as the
default setting.

In the communication path configuration, support for probe cluster mode is available, which is
suitable forapplication clusters or scenarios with primary and backup deployments. In cluster mode,
when configuring, there is no need to separately set the aggregate probe. The system automatically
aggregates data based on the selected probes.

Import Access Reteonships

By importing access relationships, you can simplify the configuration operation of the business logic
diagram. Go to the 'Relationship’ tab on the right side of the page and click the 'Import' button to
import the preexported access relationshipble. After the import is completed, you can edit the
imported access relationships in the left view.

Note: When importing and exporting access relationships between different systems, please ensure
that the applications in the access relationship fiksein different systems and have the same
configuration, otherwise it may benpossible to import.

Copyright© 2023Colasoft All rights reserved. 80




N Colasoft

Maximize Network Value TransactionConfiguration

Intelligent alarm

In the communication path settings dialog box, when the number of probes added on the path is
greater than or equal to 2, the intelligealert configuration page will appear as shown in the
following figure.

‘Communication Path Settings

Path Operation: & ¢ [J Cluster mode

Probe Network Device

Intelligent Alarm
Alarm Severity: Minor Alarm Category: Attack
® Alarm Configuration: And Or
Threshold Between Probes: Between P... »  Total Bytes v Deviati... ~
Probe Threshold: ¢ v Total Bytes o= -

\:\ Trigger alarm when one probe has no data

When configuring intelligent alarms, you can set the deviation between probes and specify the
threshold for probe metrics. When the collected traffic meets thetbetshold, an alarm will be
triggered automatically.

The intelligent alarms enabled here can be managed on the 'Configuration > Business Alarm
Configuration' page.

Application performancealarm

In the application structure tree, you can enable/disableibess performance alarms as shown in
the following figure.

Structure Relationship Group Showthe A... ~
Application

Business performance alarms include application performance, host performance, and network
performance3 types.
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Application performance: application performance degradation, poor application
performance, application service unresponsive, transaction performance poor,
transaction performance degradation, transaction service unresponsive

Host Performance: Server Unreachable, Server Unavailable, Server Transmission
Performance Severely Degraded

Network Performance: Few Packet Loss in Network, Severe Packet Loss in Network,
Network Path Interruption

The enabled business performance alerts can be managed on the 'Configuration > Business Alarm
Configuration' page.

Note: Business performance alerts agstembuilt alerts and do not support custom alert
thresholds.

Application group

Group settings are used to group nodes in the business logic diagram. Nodes belonging to the same
group can be displayed as one node when shown.

When setting up groups, 'Gup Coordinates' indicate the node that serves as the base point for
grouping when displaying.

Rules for group settings:

Only nodes of the same type can be added to a group.
The number of group nodes cannot be less than 2
Currently, only 1 group supported

5

On the 'Business Performanee BisinessPerformanceAnalysis page, you can set whether nodes
are displayed according to groups through the display settings button.

Display Settings: Full-View  Center-View

Mode Grouping: On -

Alarm flashing: On -

7.2.3. Alarm settings

The alarm settings page is used to configure alaeteted to business, including custom alarms,
intelligent alarms, asynchronous duplex long connection alarms, and business performance alarms.

Custom alarm configuration can be performed on the alarm settings page of business configuration.
For configurattn and management of other alarms, please operate on the 'Configuration > Business
Alarm Configuration' page.
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The alarm settings page is shown in the following figure.

Edit Business 3usine gram 8) Alarm Settings

Basic Configuration Advanced Configuration

Alarm Name:
Alarm Description:
vel: Severe Alarm Category: Attack
Alarm Type: All Client Alarms IP Address:

Time Bucket: 1 Second Repeat Times: 0

Custom alarms are mainly configured for application nodes, server nodes, and olis in the
business tree. The alarms that can be configured for various types of nodes are as follows.

Application Node: Application Monitoring Alert, Application Baseline Alert, Application

Burst Alert, Application Transaction Burst Alert, Applicati@n3action Baseline Alert,

IP Session Alert, TCP Session Alert, UDP Session Alert, Service Access Alert, TCP Service
Port Alert, UDP Service Port Alert, Transaction Statistics Alert, Transaction Burst Alert,
Transaction Baseline Alert, Transaction Log Alert

Server Node: Single Server Alert, Single Server Burst Alert, Any Server Alert

Subnet Client: Subnet Client Alert

Any Client: Any Client Alert

Single Client: Single Client Alert

5
5
5

5

Note: For transaction-related alerts in the application node, configuration is only supported if the
application is mounted with transactions.

7.2.4. Businesshealth

The Business Health page is used to set the application health and network health of the business.

The Business Health Settings page is shown in the following figure.
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nfiguration > Busi

Edit Business @ Business Logic Diagram @ Alarm Settings —— . Business Health

Metric Value ~
[ ] Action Status Type Object Rule
£ Enable Application Health GTPC Minimum value
Disabled Network Health

Current page 1, total 1p:

7.2.5. Application health

Application Health is mainly used to evaluate the service quality of the business.

The Application Health Settings dialog box is shown in the following figure.

Enable Application Health Minimum value

Enable: [

Application(Group): &

Probe:

Value Rule: Minimum value

Calculation Explanation: When multiple applications or probes are seleutdtple application
health values will be calculated. At this time, the system will calculate the application health of the
business based on the value rules. Value rules include maximum value, minimum value, and average

value. The system defaults to tihheinimum value.

7.2.6. Network Health

Network health is mainly used to evaluate the network quality of the business.

The network health settings dialog box is shown in the following figure.
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Application Health

Enable:[]

Network Path:  +

Evaluate network health by specifying metrics in the network path.
Whenconfiguring the network path, you need to select the application, client, and probe. Among
them, the application and client support single selection, while the probe supports multiple
selection. Select which probe's data to use for health calculation thenprobe list. If multiple
probes are selected, the lowest score will be used as the network health of the business.
Supported metrics include upstream packet loss rate, downstream packet loss rate, network
latency, connection request reset rate, and oeation no response rate. Users can set the
thresholds for good, normal, and poor for each metric based on the actual network conditions. If
multiple metrics are selected, the health is calculated separately for each metric, and then the final
network heath is calculated based on the value rules.
When multiple network paths are configured, the system will calculate the health of each network
path separately, and then calculate the network health of the business based on the user's set
value rules. The vadurules include maximum value, minimum value, and average value, and the
system defaults to the minimum value.

Note: The system defaults to not enable application health and network health statistics. The

application health and network health of the busasecan be monitored on the business
centralized monitoring page and the custom indicator monitoring page.

7.2.7. Common QA

1. Operation tips

When configuring the business logic diagram, you can refer to the following tips:

1. Rightclick on the blank area tguickly add applications and batch set line shapes.
2. When dragging two nodes to overlap, you can merge the nodes.
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3. Ctrl + click or Ctrl + select to select multiple nodes.

4. After selecting multiple nodes, you can quickly align, distribute evenly, and pertbien o
operations through icons.

5. Click on the connection to set the network path.

6. By importing/exporting relationships, you can quickly define new businesses.
2. Node merge failed.

Problem Description
Failed to merge when dragging two nodes to overlapping joosit
Possible reasons

Does not comply with the rules for node merging.
Rules for node merging:

Application nodes cannot be merged.
. The number of samdirection connections should not decrease when merging nodes.
Nodes under group settings cannot treerged.

8. Transaction

8.1.Transaction Custom Monitaong

Click the menw&ceneCenter View> -> Customto open the custom metric
monitoring interface.

Create View
—

83946 83946

e ee K >

Copyright© 2023Colasoft All rights reserved. 86




,\_Colasoft"

Maximize Network Value TransactionConfiguration

8.2. Transaction Performance Analysis

Transaction performance analysis is a multidimensional analysis of fiieatmpn of transaction
processing performance, which is used to find out whether there are problems in the processing
performance of business systems and analyze positioning problems.

Transaction performance analysis includes transaction summary anaigsisaction log analysis
and transaction tracking analysis.

8.3. TransactionQustom Query

According to the needs of analysis, the system flexibly defines the query rules based on the
configured bsiness fields and trading metsicand outputs the query resgltMultiple query rules
can be definedanduserscansave and export query results

The system can only custom queries for transactions configured with business fields. All
automatically identified transactions are processed as one typeangaction (transaction group).

8.3.1. Adda New Custom QueriRule

Click the menu Transaction AnalysisCustom Queigigto open the quering rule management
interface. As the screenshot below:

Query Task Management

= check404-single

2020-02-17 00:00:00 - 2020-02-17 18:33:47

Click the buttort'x ato open the Add Search Rule page, as ttreanshot below:
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Add Search Rule

Name:

Transaction Name:

Filter: 2020-05-25 00:00:00 - 2020-05-25 15:59:05

Display Style

Chart Type: Line Chart
Ax atist Time
Metric Stati Select pre-defined metric
Selected Metric:
Time Scale: 1 Minute

Rule Privilege: = Private Public User Group

Style Preview Save Cancel

= =4 =4 =

Name:D2 Say Qi It t2¢ RdzZLJX AOFGS yI YSa

Business System: Choose a business system

Transaction Name: Choose transaction names

Filter:One or more filters can be added, where "transaction time" is the required
filter. A filter is an enabled state field in the business field configuration of the
selected transaction name. When multiple transaction namessatected the filter

is the intesection of business fields in multiple transactions.

Chart TypeBroken line chart, area chart, bar chart, pie chart, statistical table and
detail table. When selecting bar chart, pie chart and statistical table, need to set the
Top number and sofiields When selecting detail table, no need to set other fields.
AxisSatistics: User can select multiple field dimension for statistics when the table
typed selected while only one filed can be selected when other chart types selected.
Metric StatisticsSelected transaction metrics.

Time Scale: Only valid when the time dimension selected.

f  After entering the rulepserscan click the buttor Rl Ak ¢ to view the result. The
preview data is data randomly generated by the system instead of real one.

1 Click the btton d ato finish search rule adding.
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8.3.2. Perform Query Rule

Select the query rule tperform, as the screenshot below:

Custom Query Task Management

Query Rule

check200
Filter: ~ Time 2020-02-17 00:00:00 - 2020-02-17 18:3
Compare : Comparison Start Time:  2020-05-07 00:00:00
Compare metric:

Query

1 Click the buttorr’x ato add morecriteria for screening.

. C are : , . .
1 Checkthe optlorux ato compare the data of different time ranges and show
the comparison period data and growth rate.

9 Click the buttoni( ato start performing the query rule and the results will
displayed on the page after finishing performing. As the screenshot below:

Unit: Autc
4.

A comparison query cannot be performed in the following cases

1 Chart type is statistical table, bar chart or bar chart. And statistical maintenance is time type.

1 Chart type is detail table or pie chart.

8.3.3. Task Management

When the query execution timexceeds 120 seconds or the query time range exceeds 1 day, the
system will prompt whether to create the query task. After the query task is generated, even if the
page is closed, the system still executes the query rules in the background until the egidty are
generated and automatically saved.
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Custom Query Task Management

All Users ¥ All Statuses
Action  Task Name ask Type P Time Creator Comments
o @ check404-single  Custom Transaction Query  Finished 2020-05-07 15:12:58  Administrator  Task runs successfully, query result has been saved.

w @ check200 Custom Transaction Query  Finished 2020-05-07 15:16:40  Administrator  Task runs successfully, query result has been saved.

Current page 1, total 1 p 1

The query task being executed can only be stopped, not pad&egdped tasks can be restarted or
deleted.

8.4.Transaction Alarm

Userscan enter the transaction alarm configuration page via Configuration> Transaction Alarm
Configuration.

In the transaction alarm configurationserscan set an alarm for a single or multiple transactions, as
shown in the following figure:

Basic Configuration Advanced Configuration

Demotl
Alarm Name:

Alarm Description: Creator:
Level: Severe Alarm Category:
Alarm Type: Transaction Alarm Time Bucket: 1 minute
Filter:

Trigger Condition: And

Additional information: (] Enable

Cancel

8.5. Transaction Rport

The business report component is a report that produces a single business based on the business.
Userscan select an application analysis object for a business and select the diagram type.
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Click the menu Report to enter into the report managementiféee and click the buttoc’x ato
add a new transaction report. As the screenshot below:

Link Chart

VolP Chart

Business Chart

Transaction Performance Chart

Business Transaction Chart

SLA Module
Network Performance Chart
SNMP Chart

Display Component
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9.Network

9.1.Network Performance Monitoing

Network Performance Monitor is a customized monitor viélserscan customize multiple network
nodes and network paths among the nodes to thereby monitor the communication among the
nodes in reatime.

Click the meniNetwork Performance>Network PerformaceMonitoringto open the Network
Performance Mnitoring page, which shows no data if no nodes or paths are defined.

9.1.1. DefineMonitor View

9 Userscan delete, add, and edit the monitoring groups.
1 Group type: Both common type and VoIP type supports
1 Group pernissiontype: Private, public, and user groups
1 Path width, path animation and font siz@groups are configurable

M Click the buttoni( dto edit the view.

1 In edit modeuserscan click the buttom& dand set information of network nodes,
network paths, bandwidthgongestion threshold and so on. Batch addition of intersegment
relationships is supported

I Userscan add a single node or add batch nodes through the+Gtibik menu
Userscan set network ealuation alerts and network segment utilization alerts.

2d Change Backgroun

T /ftA01 0 = B¢ to ahange the background.

9.1.2. Monitoring View

After adding network nodes and network paths, UPM system automatically evaluates each network
path status. The evaluation results astdid as below:

1 X: network interruption

1 Grey: no traffic

1 Green: there is traffic and the network performance is good.

1 Red: there is traffic and the network performance is bad.

9 Orange: there is traffic and the network performance is not good.

Userscan setct one network path and rightlick to open théPath Analysipage.

9.2.Network Performance Analysis

In the Network Performance Analysis, traffic occupancy, comparative analysis and trend analysis are
carried outaccording to the grouping of network segments.

Click the menu Network Performanee Network Performance Analysis to open the network
performance analysis page.
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9.2.1. Group

There is oy one default group for systerithe hierarchical relationship is: monitoriggoup->

network segment> probe.Userscan click the buttom’x. ato add a new group.

The path scope of the custom group setting is the wsiegment relationship of monitoring groups.

A network segment relationship can only belong to one group.

9.2.2. RatioAnalysis

ey |

1 Userscan click the buttorfiid &to set metric groups.

1 Userscanviewmetric trend graph and switching metric group and graph type are
supported.

9 Userscan view the top table data of different network objects, and the display of list, pie
chart ard bar chart are supported.

I Userscan click the buttoru'x ato do trend analysis of the data.

9 Userscan click the buttoru'x ato perform drilldown analysis

9.2.3. Comparison Analysis
Comparison analysigfers to the comparative analysis of the sametric at different time points.

9.2.4. TrendPrediction Analysis

Trend prediction analysis simulates the running trend ofrtiedric at the specified time point in the
future, and provides a reference for the exparsor planning of the user network.

9 Click the buttorr'xﬁ ato set the trend prediction conditions and begin predict.
9 Trend analysis supports daily and weekly analysis, and the system defaults to daily .analysis

1 Trend analysis by dalserscan select thalata of the whole day or at a certain time
as the historical data of trend analysis. According to certain algorithms, the system
will use historical data to generate the trend graph of future specified time range
(unit: day).

1 Trend analysis by weeldserscan choose a day or a whole day of a week, or select a
specific moment as the historical data of trend analysis. According to certain
algorithms, the system will use historical data to generate the trend graph of the
future specified time range (unit: wegk

9.3.Network Path Analysis

Path analysis is to compare and analyze the data of different probes in the same network segment to
find the network packet loss and network delay or VolIP intersegment Mos, packet loss and jitter
issues.

1 Through the'network performance monitoring" page, right click on the path and select
"path analysis" from the popip menu to enter the network path analysis page.
1 Userscan set the time range: the default time range of the system is consistent with the

Copyright© 2023Colasoft All rights reserved. 93




,\_Colasoft"

Maximize Network Value N etWO rk

network performance monitoring interface, anberscan customize it.

9 Userscan view the network device information in the communication path.

1 Userscan view the default indicator trend chart of the system, and check the probe object
to be viewed.

1 Select the network packet losmetric, and themetrictrend chart shows foumetric
trend charts by default: retransmission rate, bit rate, segmented loss rate and
packet number.

1 Select the network delay, and the indicator trend graph shows four indicator trend
graphs by default, namely, RTT of the thisd®ake client, RTT of the threshake
server, ACK delay of the client and ACK delay of the server.

1 Select the Mosametric, and the metridrend dhart shows by default four metricend
charts, namely, uplink averag@eo Mos, downlink average video Mos, average
video Mos and code rate.

1 Select themetric of packet loss rate, and theetrictrend chart shows foumetric
trend charts by default: uplink media packet loss rate, downward media packet loss
rate, average meid packet loss rate and code rate.

1 Select themetric of packet loss rate, and theetrictrend chart shows foumetric
trend charts by default, namely, uprating average dithering, descending average
dithering, average dithering and code rate.

9.4.Network Perfamance Alarm

Network performance alarm management provides unified management of all network triggered
alarms within a certain period of time. In network performance alausgrscan view all the alerts
that have been triggered by the system during theskie

1 Click the menu Network PerformaneeNetwork Performance Alarm to open the Network
Performance Alan page.

1 Click the buttord ato record the alarmWhen the same alarm is triggered latasers
canview the previous log for quidkoubleshooting.

1 Click the buttord ato viewthe previous log for quick troubleshooting.

1 Click the buttord ato jump to the data download page for data download.

9.5.Network Performance Report

Userscan select network segment relationships in a netwagkigrmance monitoring group as
analysis objects and select chart types.

9 Click the menu Report to open the report management page. Click the bu'n(’xto add
a new report, as the screenshot below:
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Link Chart

VolIP Chart

Business Chart

Transaction Performance Chart
Business Transaction Chart
SLA Module

Network Performance Chart

Trend Chart

Mumerical ...

SNMP Chart

Display Component

9 After adding the chartiserscan view the report presentation effect. At this point, the
report graph is simulated data, not real data

9 Click the buttoni( ato preview the real data in the chart.
9 After completing the settings, click the butt@r_ ato save settings.

Report format: PDF, WORD, EXCEL and HTMusarstan choose one of them.

1 Report type: optional daily report, weekly report, monthly report and report
generation time.

1 Business period: support the setting of business period, with the minimum accuracy
to minutes for daily report, 10 minutes for weekly report and hours for monthly
report.

1 Comparison: support comparison with the previous period, the same period of last
year, the same period of last week and the designated date when selecting the daily
newspaer; When selecting a weekly report, support comparison with the previous
period and the specified date; When selecting a monthly report, support
comparisons with the previous cycle, the same period last year, and the specified
date.

1 Receiving mailbox: theeceiving mailbox of the report. After filling in the email
address, the system will regularly send the report to the designated mailbox.

The SMTP server is configured correctly before the report can be sent successfully.

1 Inthe report list pageyserscan also click the name of a report to enter the report log
interface and view the historica¢ports generated by the report.
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9.6.Network Topology Monitomg

Network topology monitoring is provided by UPM center to monitor the whole network topology
diagramfrom the network perspective.

9 Click the menu Network Performanee Network Topology Monitémgto open the network
monitoring page.

1 Click the buttonﬁ ato enter the editing state. Users can configure monitoring objects
and network devices
1 The system mvides the monitoring with six types objects, link, segment, business,
application, host and client.
1 Link type: ordinary link, aggregate link, slik, and virtual connector link.
1 Network segment: the network segment under the link.
1 Business: summary ahain probe data of each application under business.
1 Application: application on a certain probe under business.
1 Host: the host applied on a probe under business.
1 dient: client applied on a probe under business.

1 Equipment monitoring supports setting monitog cycle and monitoring frequency, and the
monitoring page will display indicator information and alarm information

1 Rightclick the line and click the line metiption. The feature supports five metrics,
application metric, application segmesegmentmetric, segment metric, link metric and
link segmentsegment metric.

Application metric: summary of probe data of each application under business.

Intersegment metric: mean value of data between applied probes.

Network segmentnetric: networksegment data under probe.

Linkmetric: probemetric data.

Link intersegmeninetric: mean value of data between probes of each network

segment.

= =4 =4 =4 =

1 Userscan set the jump view of devices and wires. Click Edit Settings option from the right
menu of the device, or click Jump View option from the right menu of the line.

9.7.Network TopologyAlarm

The network topology alarm management provides unified managemitttecalarms triggered
within a certain period of timeln network performance alarmsiserscan view all the alerts that
have been triggered by the system during the week.

9 Click the menu Network PerformaneeNetwork Topology Alarm to open the Network
Performance Alarm page.
Userscan view the alarm level distribution diagram, alarm statistics diagram and alarm list
clicki k6 oElGaiye & O1y26t SR3IS GKS FEFNYad | FOASNI |
will automatically generate a log for this alarm. When the same alarm is triggered later,
userscan look at the previoug for quick troubleshooting.
Click the buttort'x ato viewthe previous log for quick troubleshooting.

Click the buttort'x ato jump to the data download page for data download
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10. Device

Users can refer to the documeBNMPBased Device Performance Analysis Manual

10.1. DevicePerformance Analysis

Device Performance Analysis is a data analysis function based on SNMP data source provided by
UPM Center.

9 Click the menu Network Performance> Device Performance Analysis to open the device
performance analysis page.

9 Users can view theummary information of the devices under the Group Tree, or click the
button to query the device indicator trend chart and the related netflow data.

9 Users can view the summary information of the interfaces under the device, or click the
button to query theinterface indicator trend chart and the related netflow data.

9 Users can add aggregate interface objects to perform aggregation analysis.

10.2. SNMP Custom Monitoring

Users can customize the monitoring settings according to their needs.

9 Click the menu Custom Monitoring Custom Metrics Monitoring to open the Custom

aSUNROE az2yAil2z2NR yanmﬂl- B2 RAGAALD | 8K & KBdzit BF Y @& A
monitoring charts.

9 Users can add a chart by selecting the objects and chart types thel&NMP chart.

10.3. SNMPReport

SNMP component supports report configuration for devices and interfaces.

/€201 GKS YSydz wSLi NI G2 Sydsnd ayillal ks B sk 250 iy
SNMP Chart to add a new SNMP report.
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11. Link
11.1. Link Custom Analysis

Custom Metrics is one of the custom monitoring views provided by the UPM center. In the Custom
Metrics,userscan selectifferent chart of link, application, transaction perfoance, transaction,
etc. And put them in one interface so thasersare able to view the charts they care about.

9 Click the menu Custom Monitoring Custom Metric$1onitoringto open the Custom

MetricsMonitoring page.Clickthe button d ato displays le left sidebar for adding
monitoring charts.

I Userscan add a chart by selecting the objects and chart types under the link chart
11.2. VolP CustonAnalysis
Users can customize the monitoring settings according to their needs.

1 Click the menu Custom Monitoring Custom Metrics Monitoring to open the Custom

aSUNARO& a2y Al2z2NA yEILc’ﬂI- HRP RATEAALD | eEK & KBdzd BFY @ A
monitoring charts.

1 Users can add a chart by selecting the objects and chart types thel®olP chart.

11.3. Link Traffic Analysis

In the trafficanalysis page, the traffaccupancy analysis, baseline analysis, comparative analysis and
trend analysis of probes and their spbobes are conducted according to the grouping of probes.

Click the menuink Analysis> Link Traffiédnalysis to open the Link Traffinalysis page.

Colasoft UPM

11.3.1. Group

There is only one default group for system, arsgrscan click the buttom’x ¢ to add a new group,
as the following screenshot:
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Group Name:

Link settings: x=agg

Cancel

11.3.2. RatioAnalysis

1 Userscan click the buttordid &to set metric groups.

1 Userscanviewmetric trend graph and switching metric group and graph type are
supported.

9 Userscan view the top table data of different network objects, and the display of list, pie
chart and bar chart are supported.

M Userscan click the buttoru'x ato do trend analys of the data.
1 Userscan click the buttom’x ato analyze data in a new window.

11.3.3. Comparison Analysis
Comparison analysigfers to the comparative analysis of the sametric at different time points.

Users can che %] Compare Time , select Day on Day, Last Week Ya¥t Month YoY or Custom for
comparative analysis.

Tips
Day on Day: Compare the data over the same time range yesterday.

Last Week YoY: Compare the data over the same time range last week.

Last Month YoY: Compare the data over the same time range lashmont

11.3.4. TrendPrediction Analysis

Trend prediction analysis simulates the running trend ofrtiedric at the specified time point in the
future, and provides a reference for the expansion or planning of the user network.

71 Click the buttordﬁ ato set the trend prediction conditions and begin predict.
1 Trend analysis supports daily and weekly analysistladystem defaults to daily analysis

1 Trend analysis by daydserscan select the data of the whole day or at a certain time
as the historical data of trend analysis. According to certain algorithms, the system
will use historical data to generate the tré graph of future specified time range
(unit: day).

1 Trend analysis by weeldserscan choose a day or a whole day of a week, or select a
specific moment as the historical data of trend analysis. According to certain
algorithms, the system will use histoal data to generate the trend graph of the
future specified time range (unit: week).
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11.3.5. Packets Decoding

Packet Decoding
Inthe NB OSaa 2F tAyl | ét(ivie@mé\o@dpdin@ iKf&rmadiaizofi 2 y @

analysis object's packet online.

All Groups ~ Summary Analysis Routeloop monitor Application

Total Bytes Tx Bytes Rx Bytes

20.12 KB 0.00 B 20.12 KB

20,12 KB 20,12 KB 0.00 B

11.4. Application ObjectAnalysis

Application Object Analysis supports custom application combinations for traffic analysis, baseline
analysis, comparative analysis and trend analysis.

11.4.1. Customize Application Object

§ /€ A0 G MEE oicel (Cedga G2 YAT S | LdckehsBothiemey 202500 |
Add Custom Object

Name:
Type: Normal Link

Application: test ~ DB Serverx

11.5. Link TrafficAlarm

Link trafficalarm management provides unified management of all network triggered alarms within
a certain period of time. Itink trafficalarm, userscan view all the alerts that have been triggered by
the system dring the week.
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1 Click the menuiink Analysis>Link TrafficAlarm to open theLink TrafficAlarm page.
Userscan view the alarm level distribution diagram, alarm statistics diagram and alarm list
Clicki K& olBkdaiye ¢ O1y26f SRIS GKS FEFNYad | TGSNI I
will automatically generate a log for this alarm. When the same alarm is triggered later,
userscan look at the previou®g for quick troubleshooting.

Click the buttord ato viewthe previous log for quick troubleshooting

Click the buttord ato jump to the data download page for data download

11.6. Link Report

Link components are lifkased reports that generate reports based on normal links, aggregate links
and sublinksUserscan seletthe analysis object for a link and select the chart type.

91 Click the menu Report to enter into the report management interface and click the button

é( ¢ to add a newlink chart

9 Click the buttonﬁ € to preview the real chart.

9 After completing the settings, click the butt@r_ € to save settings.

Report format: PDF, WORD, EXCEL and HTMusarstan choose one of them.

1 Report type: optional daily report, weekly report, monthly report argort
generation time.

1 Business period: support the setting of business period, with the minimum accuracy
to minutes for daily report, 10 minutes for weekly report and hours for monthly
report.

1 Comparison: support comparison with the previous period,dame period of last
year, the same period of last week and the designated date when selecting the daily
newspaper; When selecting a weekly report, support comparison with the previous
period and the specified date; When selecting a monthly report, support
comparisons with the previous cycle, the same period last year, and the specified
date.

1 Receiving mailbox: the receiving mailbox of the report. After filling in the email
address, the system will regularly send the report to the designated mailbox.

1 Inthereport list pageuserscan also click the name of a report to enter the report log
interface and view the historical reports generated by the report.

11.7. VoIP Report

VolP components support the configuration of reports for profiles, terminals, terminal
conversations, conversations, segments and isegments. Report configurations can refer to 9.5
link report.
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12. Searchand Downloa

UPM povides packet searchnd packet download functiof®acket searcks supported by
application, IP addresH’ sessiometwork segment, port, TCP service port, UDP service port, TCP
session, and UDP sess@sithe entry point fosearchingand packet dowoading, indepth

analysis, relationship combing and trend analysis are also supporteddochingesults

12.1. Download packets

SarchPackets allows user to use thpplication, IP address, IP session, network segment, port, TCP
service port, UDP serviceq, TCP session, and UDP sesamthe entry, tcsearchand download
the packet.

Click the menwsearcho open the Search Packets page, as the screenshot below:

12.2. SearchPackets

Download  Packet Decoding O 2

Application gment Port TCP Service Port UDP Service Port TCP Conversation UDP Conversation

N>

Oy SN GKS |S2s2NRa F2NI 288 medystenh wikitorakicaly sedréhs O G K
the communication data that matches the keyword.

12.2.1. Searchanddrill down

The retrieval result list is shown in the figure below:

Search Log Search Signature Query Search and Comparison Analysis Q wel adminv M T 3

B 2023-10-30 16:26:55 - 2023-10-30 16:36:55 Know my download permissions 2 Link(s) Selected| | Settings| Task management Packet Decoding Download
Application ¥ DNS application Q|®

Related configuration
v  Defaultgroup v & =)
View Ttest
Total Bytes Uplink Bytes Downlink Bytes
DNS Application e 1.51 MB
DNS Application 4.60 MB 1.51 MB 3.09 MB

The current page 1, total 1 pages, total 2 records.

In the retrieval result list, select at least one record, select thedlilin target object, andhe
system will automatically retrieve the drdlown data. Each entrance supports dddwn:
application, IP session, TCP session, UDP session, client, server.

12.3. PacketDownload

Support Simple Filtering and Advanced Filtering to download packets, chciktton, pop up
the "Packet Download" window, simple filtering as shown in the figure below :
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Download Pkts

Filter Time: 2023-10-30 16:26:55 - 2023-10-30 16:36:55

G Link Name
test3

D demo nChronos

nChronos Server Name

nChronos

Simple Filter Metric Filter

@

Application(1)

File Name:

Length Limit: Bytes

Download Download and Close

12.4. Deepanalysis

Click the button to call up theChronosconsole for deep analysis.

Operation nChronos Server (Link) Appli

fii & P St DNS
Relationship Discovery

moa L : . DNS
Search comparative analysis

The current page 1, total Packet Decoding

Jump To nChronos Console

12.5. RelationshipDiscover

Support retrieving object IP address relationshiplgsia, click or button, pop up the "Relationship
Discovel window, as shown in the figure belo

12.6. Multi-segment analysis

In the retrieved IP session, click on the 'Mgkigment Analysis' icon before the IP session to enter
the multi-segment analysis pagf the IP session, as shown in the figure below:
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IP Conversation Auto Default

D Multi-Segment Analysis onos Server (Link) Device

[] siaai+ta@: nChronos(test3)

nChronos(demao)

The current page 1, total 1 pages, total 2 records.

test3 x

Link Metric: Pkts Lost ¥ Line Metric: Pkis Lost v Metric Group Settings  Change Conversation Direction

4.47 us 430.00 ns

Min. Response Time Min. Response Time

376.55 us 369.11 us

Avg. Response Time Avg. Response Time

21.49 ms FOREN

Max. Response Time Max. Response Time

202.75.135.123(Endpoin... demo test3

All Groups ~ Network Delay Network Pkts Loss Response Time Fai + & A 2optionshasbe.. ¥

| 3-Way Handshake Client RTT | 3-Way Handshake Server RTT

us ms
800

16:37-00 16:37:15 16:37:30 16:37:45 16:37:00 16:37:15 16:37:30 16:37:45

| Endpoint 1 ACK Delay | Endpoint 2 ACK Delay

ns us
4 600

450
300

150

0
16:37:00 16:37:15 16:37-30 16:3745 16:37-:00 16:37:15 16:37-30 16:37:45

In the TCPconversation or DPconversation view at the bottom of the page, select th&PT
conversation otJDPconversation to directly enter the mulsegment analysis page of the selected
session. In the mulsegment analysis page, you can view the packet loss situation of the data
packets in the session through each probe.

12.7. Trend analysis

CIick the button to open the 'Trend Analysis' window
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13. System Management

13.1. User Group Management

User group management, which represents a collection of users with the fentigonality, is
provided.The user group consists fife roles, administrato, creator, userauditor and rentet

9 Click the menu System ManagementUser Group Management to access the page.
9 Users can configure four roles.

1 Administrator:has all UPM panissions.

1 Gonfigurator. can configure business and do downloading on the links.

1 Regular usercan configure the home page and do monitoring, analyzing,
configuring alarms, configuring reports and downloading on the businesses, links
andtransactions.

Auditor: can configure audits.

1 Renter can configure the home page and do monitoring, analyzing, configuring
alarms, configuring reports and downloading on the businesses, links and
transactions.

1 To delete the user group, users needréanove all associated users in the user group before

deleting the user group.

hyOS (KS dzaSNRa NRftSa Ay (GKS dzaSNJ INBdzZL) Aa &
The renter role is usually used in conjunction with renter link.

13.2. User Account

User management includes two ibg,user management and authentication configuratitiser
management carries out unified maintenance for system uder8uthentication configuration,
users can configurBadius and LDAP server information.

= =4

9 Administrator users can access through SystemiAistration-> User Account.
1 Userscan add, modify and delete users, as well as can view the login time, login IP, login
counts.

13.3. Security Policy

Click the menu SysteManagement> Security Policy to open the security policy page.
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The security policy pags used to configure the password policy, account lock policy (including
account unlock) andvertime policy.

Security Policy

Password Policy

Password Length Limitation: 6 Character

Week i - ng, the password must include number, char

/alid Date: 0O ) Us ien out of date. "0” consider as no limitation
Remember History d: which has been recently used. It can be
Account Lock Unlock
Configuration

IP Lod| d Value: 30 times
IP Lock Time: min
Reset Lock Count: min

Account Login
Policy

Automatic Login: Enable

Overtime

Conversation Overtime: 30

13.4. Audit Logs

Click the menu System ManagementAudit Logs to open the Audit Logs page.

The Audit Logs page lists detailed operation log infdioma Users can view the operation logs of a
specific user in a specified time range, as the screenshot below:

' ASNE Oy OfA®] (@KSEamiNG2y K& TACGSNEBR 2350

13.5. Import/Export Configurations

Click the menu System Managementimport/Export Congjurations to open the Import/Export
Configurations page.
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