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Preface

mmary
Thisguide isprovided to guideghe usage ohChronoslt is recommended to read this guide chapter
by chapter, which are arranged accordingigage and difficulty.

Who should read this paper
Thisguideiswritten for the beginnersof nChronos.

Glossary

The commonly used terms in thiguideare described iTablel.
Tablel Glossary

Term Description ‘

The core of nChronos, for capturing, analyzing and stot
the traffic data of target network which is also called as
network link. Communicates with nChronos Console vi:
the communication port. Also called &erver

nChronos Server

A data presentatiomplatform. Connects to nChronos
Server provides varioustatisticsfor users to view and

nChronos Console  analyze the network traffic statysindprovides
retrospective analysisiew analysisnd data drilldown
Also called a€onsole

The network elements including protocols, addresses,
Analysis object ports, conversationsapplicatiors, hostsnetwork
segments, target networkgnd other elements.

A network interface/port on nChronos Servggnerally
Capture interface connected with the mirror portfor capturingthe traffic of
the target network

Anetworkinterface/porton nChronos Server, generally
Management for accessing the Internet such that nChronos Consoles
interface and thirdparty apps can access the nChronos Server tc
obtain statistics and analysis data.

A network object for nChronos to collect captured

Network link network traffic and to make statistics and analysis.

o Also called as retrospective analysis. Provides detailed
Backin-time . : . :
analysis analysis presentation, data drilldownew analysignd

various statistics for historical network data.

) ) A timerange with specific span which could be 4 minute
Time Window 20 minutes 1 hour, 4 hourmnd other timespans Smaller
time span provides less data volume and finer data
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Term Description ‘

granularity With the Tme Window, network data of
historical time can be retrieved easily.

A group of usedefined data screening conditions or rule

Filter to accept the required data.

A pair of IP addresses, without the identification of sour

IP pair address andlestination address.

Levelby-levelprogressive analysis on selected network
Drilldown objects which includepplicatiors, network segments,
addresses and conversations

A packetlevel analysis system. Provides lots of statistic:
Expert Analyzer about sdected networkobjectsandoriginal decoding
information of the packets.

URLbasedapplicatiors and defined by host name, IP

Webapplication address, port number and URL parameters.

Signature Applicatiors defined bythe feature codes obriginal data
application flow, in ASCII, Hex, UBFor UTFL6.

Performance The analysis on the serviperformanceof anapplication
analysis

Copyright© 2020 Colasoft All rights reserved. 2
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Introduction

ColasoftnChronos consists of nChronos Server and nChronos Console. nChronos Server is the core of
nChronos, for capturing, analyzing and storing the packets of target network. nChronos Console is a
data presetation platform, for accessing nChronos Server to obtain statistics and other analysis

data for presentationUsers should first deploy nChronos Server, and then connect the nChronos
Server to a Console to view data.

The functional architecture of nChron@®nsoles and nChronos Serverdescribedas the following

figure:
(' nChronos | (" nChronos
Console Server
| Output | | Capture |
| Retrieval | A N | Analysis |
| Drilldown | N V] | Statistics |
| Management | | Storage |
| Back-in-time | | Configurations |
. vy . A

The deployment of nChronosvssualizedasthe following figure:

LAN

/H Branch

I

-
—=m

= AR

To capture traffic effectively, the traffic sources are must frappropriatenetwork devices
Managed switchsarethe perfect choicdbecauseyou canuse theirport mirroring/SPAN function to
copy the packets tamonitor port. This function isalledasPort Mirroring(Cisco calls BPAI\ For
more details about port mirroringead Switch Managemenbn our website.
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Installation and Activation

This chapter introducesChronos Consoiastallationandactivation

Installing nChronos Console

S/stemrequirements

The recommended system requirements for nChronos Console are:
9 4-coreprocessor
1 8GB RAM
1 Independent network adapter
9 Chrone 50+ orFirefox 63+

Installation steps

Before installing nChronos Console, you should:
9 Make sure your machine meets the minim@wystemrequirements.
9 Close all runningpplicatiors on your machine.
1 Uninstall any earlier or trial versisof nChrono<onsole

To install nChronos Console:

1. Doubleclick the installation file of nChronos Consaed thenthe Setup wizard appears.
dick Next.

2. On the License Agreement page, review the License Agreement and, if you agree, select the
| accept the agreementheck box, and then clidkext

3. Review the product updates, and then clislext

4. Secify an instllation directory. By default, the installation directory @G\Program
Filed Colasoft nChronos Consde). To specify anothatirectory, use the field provided or
clickBrowseto locate an installation folder. Then cliblext.

5. Secify the foldemameonthe Start, and then clicklext

6. Fecify whether to create a desktop icon and a quick start icon, and thenNzixk

7. On the Ready tanktall page, review the installation information and, if all information are
correct, clicknstallto install nChronos Console to the computer.

8. Review the Readme, and then clislext

9. dickFinishto complete the installation. By default, th&unch Progransheck box is selected
to launch the program after thimstallation

Activating nChronos Console

After the installation, the Activation Wizard appears to guide you step by step through the activation
process.

Copyright© 2020 Colasoft All rights reserved. 4
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Welcome to the Colasoft product activation guide. Please carefully read the product privacy
statement before you continue,

Privacy Statement

*

The Colasoft Software Activation is an important process designed to verify that the
i software applications have been legitimately licensed.

It is an effective method to protect the rights of our legal dients. A license key is only
[ allowed to be used on a single server or on a single PC.

m

When you activate a Colasoft software application over the Internet, you are not
reguired to send any personal information to Colasoft. The activation is completely
ANOMYMOoUS,

When you activate a Colasoft software application by email, you are required to send I
the serial number and installation ID number displayed on your screen to Colasoft,
The installation ID number incdudes an encrypted form of the application ID and a
hardware hash, ar checksum. Mo personal data is induded or required. The |
confirmation ID is simply code that unlocks the Colasoft Application installed on that
particular PC. The information that you provide will be securely stored by Colasoft

and will be protected from disdosure to any third party.

During the software activation process, Colasoft creates a unique hardware
identification that represents the configuration of the PC at the time of activation. -

< Back [ Mext = ] [ Cancel

b A

Read the Privacy Statement and then chigkt

Enter theserial numberand follow the Activation Wizard to complete the activation.

Having touble upon activating nChronos

Follow steps below to check:

1. Make sure the SN you are using is typed correctly. nChronos Server and nChronos Console
use different Serial Numbers, and cannot share the same Serial Number.

2. If you are using the right SN, pleasheck if you can connect to Colasoft license server by
using command: pingecure.colasoft.com

3. If there is no response when you pitg secure.colasoft.compleasemake sure thatyour
server is connecting to the network and please make sure your DNBkmg/fine as well.

4. If you can get response from the piraut still not able to active the nChronos Server,
please contact our support team by emailing your SN, machine code, and version number
to: support@colaoft.com

Copyright© 2020 Colasoft All rights reserved.
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Configuring nChronos Server

To capture useful traffic and analyze efficienylgu need to configure nChronos Serfiest. This
chapter describes thaecessarygonfigurationsof nChronos Servdp start analysisand all these
configurations are done on webpagé&s, you should first login nChronos Server from a browser.

Logging Server from a browser

You can log nChronos Server from the browsetsoét the Server side aritie Console side. To log
in a Server from a browser, follow the steps below:
1. Launch a browsein the address bainput https:IPand then press ENTERhe IP is théP
addressof the management interface of nChronos Server.

j New Tab X ; P eive =

C' | [ https://192.168.108.146

2. On nChronos Server login portalput the user namesadminand the passwordCSRAS23
and then press ENTER.

E\@ Colasoft nChronos

- Server Administration

Username: {csadmin

Password: Ioooooooo

3. ClickLogInto log in the Server

Configuring storage settings

You should further configure the storage space to store data.

To allocate the storage space,
1. Login the Server frora browser.
2. ClickStorageSettingson the left navigation bar to get into th8torageSettingspage

Copyright© 2020 Colasoft All rights reserved. 6
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Storage Settings

Disk Space

Device Mount Point Total Space Available Space Storage Space Used  Storage Space Configured Export Data Space
Idewisda ! 90GE 3868 0GB 0 GB 0 G5

Idevisdb1 Idata 6415GB 6291GB 5225GB 6310 GB ®|5 GB

Analysis Space
Storage Area Statistics Space Packet Space Transaction Logs Space Alarm Logs Space

Default storage area 20068 5000GB 10GB 10GB e

ONew Storage Area

OK

3. Enter an integer for the Storage Space Configured box ttheetpacefor storing nChronos
Data.

4. Click New Storage Area to create a storage area.

5. ClickOKto save settings.

Configuring interface

Due to the architecture of nChronos, there should be at least two netimiekfaces/portson the
machine where nChronos Server is installed, one being taken &atere interface and the other
asManagemeninterface. TheCapture interface is for capturing traffic and delivering it to nChronos
Server and thdvlanagemeninterface is for nChronos Console to communicate with nChronos
Console.

You have no permission to open this shortcut. Please contact the &trator.

To specify the capture interface and thenagemeninterface,
1. Login the Server from a browser.
2. Clickinterface Settingson the left navigation bar to get into thimterface Settingspage
whichlists all available adapters:

Interface Settings

Name bps Speed (Mbps)  Type Transmission Medium Identify IP Layer Operation
eth0(192.168.9.177) 31.144Kbps 1000 Managem: ¥ Edit
eth1(0.0.0.0) 0.000 bps 100 Capturein v Ethernet v Secondlar v Edit
eth2(0.0.0.0) 401338 Mbps | 1000 TR © S © FIEIEE O Edit
&th3(0.0.0.0) 0.000 bps 100 Capturein v Ethernet v Firstlayer v Edit

OK

3. Under theTypecolumn, select an appropriate interface type for the adapters.
4. ClickOKto save the settings.

After specifying th&Capture interface and thdlanagemeninterface,if you need to modify the
settings of theManagemeninterface, follow the steps below:

Copyright© 2020 Colasoft All rights reserved. 7
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1. Clik Editfollowing the Management interface to get into the setup page, like the following
figure:

Interface Settings/Set Management Interface

Managementi (192.168.26.1)

IF address: 192.168.5.160

Subnet mask: 255.255.255.

Gateway: 192.168.51

DOMS server: 8.6.8.8

Save Cancel

2. Enter the IP address, subnet mask, gateway, and DNS server address, and ttgavelick

If you need to set up a virtual capture interfaqest click theEditbutton following the capture
interface to go to the Virtual Interface pagejcithen set up a virtual interface.

Adding a network link

To add a network link, follow the steps below:
1. Login the Server from a browser.
2. ClickLinkConfigurationon the leftnavigation bar to get into theink Configurationpage
3. ClickNew Linkto show the following page:

Copyright© 2020 Colasoft All rights reserved. 8
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Basic Information

Link name: test Network link name cannot cantain the following characters W/ 2 {' < =
Network link type: Switch (bidirectional traffic mirroring) v
Storage area Default storage area v

Inbound/Outbound Traffic Capturing Interface

Network Interface Transmission Medium IP Address bps Speed (Mbps)
#| eno33559296 Ethernet 0000 0.000 bps 1000
#| eno50338560 Ethernet 0000 0.000 bps 1000
Inbound/Outbound Network Seament
0.000 Instructions:

Enter network segment rules to identify internal IP addresses, with one entry per line.
Examples for network segment rules:

IPi subnet 192.168.0.0/24 or 192.168.0.0/255.255.255.0 or 2001:3ef0:/20

IP address range: 192.168.0.0-192.168.1.255 or 2001:3ef0::0001-2001:3e0::0005
Single IP address: 192.168.0.100 or 2001:3ef0::0001

One segment per line.

Segment cannot be duplicated

Analysis Operation

Enable switch timestamp analysis

ARISTA V88 monitoring Gigamaon

Expart data in CSV format Settings
Enable millisecond traffic statistics
Specify IP statistics layer | Firstlayer v
Specify virtual network ID statistics layer

Innermaost layer Qutermaost layer Innermost layer and Outermost layer The two innermaost layers v
4. Enterthe link name and select a link type. The following list describes the link types.

1 Switch (mirrored bidirectional traffic) nChronos captures trafficom the switch
which has mirrored traffic, including inbound and outbound.

1 Switch (mirrored unidirectional traffic) nChronos captures traffic from the switch
which has mirrored onavay traffic, inbound or outbound.

1 Standard tap A network tap which onlgnirrors oneway traffic, inbound or
outbound.

1 Aggregation tap A network tap which mirrors bidirectional traffic, including
inbound and outbound.

5. Select a storage area for the network link. The data of multiple network links can be stored
on one storagerea.
6. Set capture interface and network segments:

If you select Switch (mirrored bidirectional traffic)Aggregatiortap, follow the steps
below:

1) Selectthe capture interfaces which are connected with the mirror port of the switch
or the tap.

2) Set the néwork segment, which is for identifying the transmission direction of the
packets to further get accurate inbound and outbound traffic statistics. You should
enter the IP addresses and the segments that should be recognized as internal
addresses.

If you séect Switch (mirrored unidirectional traffic) or Standard tap, follow the steps below:

1) Select thecapture interfaceshat are connected with the outbound mirror port of the
switch or the tap for capturing outbound traffic

Copyright© 2020 Colasoft All rights reserved.
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2) Select thecapture interfaceghat are connected with the inbound mirror port of the
switch or the tap for capturing inbound traffic.
7. Set up vhether to use switch timestamp, whether to export data, whether to enable

millisecond analysis.

8. Set bandwidth. Enter the inbound bandwidtiytbound bandwidth, and the total bandwidth.
You should type the actual bandwidtb get accurate bandwidth utilization

9. ClickOKto complete the network link

Running a network link

To view reatime, dynamic, ugo-the-second network data at the Consdigle, to get the analysis
statistics of the network traffic, or to download packets from the Server, you must monitor the
network link to make the link running.

To run a network link, just click the buttéunon the Link Configurationpage.

Adding an accont

To add an account, follow the steps below:
1. Login the Server from a browser.
2. ClickUserManagementon the left navigation bar to get into thdserManagementpage
3. ClickNew Accounton the UserManagementpage to show the following page.

User Management / New User

Authentication type: | | oc

Type Administrator

Disabled account

OK Cancel

4. Enterthe username, the password for the account, and the notes.
5. Select the account type:

1 Administrator: An administrator has the administrator authority, can login the
Server from both the Console and browsers, and can configure the Server and the

link settings.

1 User A user can login the Server from the Console, but cannot configure the link
settings.

1 Auditor: An audit can only login the Server from browsers, but can only view the
audit logs.

6. ClickOKto completely add an account.

Copyright© 2020 Colasoft All rights reserved. 10
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Addingand nnectingnChronos Server

As a result of the architecture of nChronos, to view traffic and data on nChronos Server, you must
add and connect the nChronos Server to the Console.

Console User Interface

After the installdion, to start nChronos Console, cligtart> All Programs Colasoft nChronos
Consoles.2 > Colasoft nChronos Consél2.

Then the program appears:

i File(F) View(V) Help(H)

Server Explorer 1 EORELEELERY ® demo - Analysis
+-=R ]
£ Recent Servers Colasoft nChronos Console 6.0.1 (Build _]

@ 192.168.120.65
@ 192.168.5.160(Not Fo|
[ Servers

- 192.168.120.65 ~
&< demo @ @
£} Link Analysis
- %, Link Monitoring
73 Custom Analysis
-1 Reports
2 Alarms

Shortcuts

Add Server Download Packets

Do you know?

If you need to clear all statistics, log and packet data on nChronos Server, login nChronos Server from a web browser, go to the
Server Management page and then click Reset. Note that once reset, the historical statistic data and the packet data cannot be

- El Key Application recovered.
] Application Tran|
& VolP Monitoring
=t Sublink What's new

ik cases Colasoft nChronos now supports VoIP analysis. Users can make statistics to analyze the number of calls, call duration, audio Mos,
1% replay1(not running Video MoS and call status.

® 192.168.5.160(Not Fo To use VolP analysis function:

Previous 1/17  Next

1. Unfold the link node under a connected server.
2. Double click on the "WolP Monitoring” node.
3. Go to the VoIP Monitoring interface and then view the analysis result of VolP.

Previous 1/4  Next

Contact Us

Please feel free to contact us anytime when you have questions about the product

sales:  sales@colasoft.com
Support: suppert@colasoft.com

The Console user interface includes three parts: Menu 8aryerExplorer pane, and Start Page.

Menu bar
The Menu bar includes four menus: File, View, Windamd Help

ServerExplorer pane
The Server Explorer listl added Servers and server groups and, if you select a Server or a network

link, shows the basic information of the Server or the netwark &t the bottom of the Server
Explorer.
The list below describes the icon buttons on ®erver Explorer
% 7. Adds a Server or a server group to the Console.
~ . Removes the selected Server from the Explorer pane.

=1 : Viewsthe properties of the selected item.

When a Server is connected, the network links on the Server display under the Server.

Start Page

The Start Page is the main interface you see when launching nChronos Console, providing tips,
features and othemformation about the prgram.

Copyright© 2020 Colasoft All rights reserved.
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AddingnChronos Server

To add nChronos Server, follow the steps below:

1. On the Server Exploreclick Serves, then click™ T and clickAdd Servey the Add Server

dialog box appears.

Add Server @

Server

Host:

Port: 3000 =

MName:
Credentials

Username:

Password:

Save Password

Options

|:| S5L encryption |:| Data compression

[ QK ] [ Cancel ]

2. Enter the IP address of nChronos Servertgpéd the username and password.
3. ClickOKafter completing theAdd Serverdialog box. Then the addegtrver will display on

the Server Explorer.

Gonnecting nChronos Server

To connect to nChronos Serveight-click the server name and cli€onnect

Copyright© 2020 Colasoft All rights reserved.
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Analyzing Network Link

With retrospective analysis, the network status of past time can be displaysichapter describes
how to retrospectivelyanalyzea network link

Retrospectively analging a network link

To retrospectively analyze a network link
1. Connect a Server, and then network links created for the Server displays under the Server on
the Server Explorer.
2. Doubleclick the nodd.ink Analysisinder the network link to open the Link Algais window.

™ Servers

S® 192.168.120.65

£ demo

[0 ]

----- %, Link Monitoring

----- 13 Custom Analysis in New Window
----- " Reports

----- A4 Alarms

B Key Application Analysis

-k Application Transaction Analysis

----- v VolP Monitoring
FH-g= Sublink

The Link Analysisvindow

TheLink Analysis/indow is the main workbench aktrospectiveanalysis, showing as the following
figure:

L SEREELEEE © demo - Analysis X

o 00Q 1 sec 10 Sec 1 Min 10 Min 1 Hour 1Day ' DataType-
:E;bps e T T A bps = Inbaund bps B ‘/ua “;.
6.0 Mbps
4.0 Mbps B A R S | ) R Y Y '-j‘ B ‘: ”y :" ) R | B Sandh e | v ;‘ ':'
2.0 Mbps WVMVWWVWWMM\JMJ \,’\/\""\j\v\/\r\[\’\ \j’\/\\,\j\"\/\.f\[\”\/\‘\ /\/\"V"’

0.0 bps
05/25 17:00:00 17:00:30 17:01:00 17:01:30 17:02:00 17:02:30 17:03:00 17:03:30

BuluE R MAC Address MAC Conversation Network Segment ~ Application ~ Application Group  IP Address  IP Conversation ~ TCP Conversation ~ UDP Conversatid ¢ ¥

Select a time range in the Time Window.

e

Total Pkis Inbound Outbound Pkis Loss (Adaptor)  Pkis Loss (Analysis) Pkis Peak Inbound Outbound bps Peak Inbound Outbound || urrent Convers; ™
[ 0 0 0 [ [ 0 0 0.00 bps 0.00 bps 0.00 bps [
Total Traffic Inbound Outbound Bytes Loss (Analysis) TCP Pkts Packets Percentage References
o008 onoe 0008 onoe TCPSYNPkts 0 | SYN Packets/Total TCP Packets:- <10.00%

Packets Packets Percentage References TCP SYNACK Pkts 0 | SYNACK Packets/SYN Packets:-- >=80.00%

Broadcast 0 | - <10.00% TCPRSTPkts 0 | RST Packets/SYN Packets:- <20.00%

Multicast 0 | - <10.00% TCP Retransmissic 0 ‘ Retransmission Packets/Total TCP ... <2.00%

EARERLS 0 | -| $3.00% IP Traffic Bytes Percentage References

Icmp ° | | <3.00% Unicast 0.008 \ - >=90.00%

Packet Size Packets Percentage Avg. Pkt Size  Packet Size Distribution Broadcast 0.00B ‘ - <5.00%

o008 Multicast 0.00B | - <5.00%
Abnormal 0.008B | - <1.00%
Non-IP Traffic  Bytes Percentage References
Unicast 0.008 | - >=90.00%
Broadcast 0,008 | - <5.00%
Multicast 0.008B | - <5.00%
Abnormal 0.00B ‘

- <1.00%
The Link Analysisrindow includes a Time Window pane, and an analysis views pane

Copyright© 2020 Colasoft All rights reserved.
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Time Window

The following list describes the icon buttonsttie Time Vihdow.
w 0 0! These icon buttons are for setting the time range of the Time Window.

1 Sec 10 Sec 1 Min 10 Min 1 Hour 1 Day - Click
corresponding time scal® select a time window type.

« BataType~- Click this icon tselect a data type to display.

Draggable Time Window
You can drag the Time Window to view network data of past time range. To drag the Time Window,
move your mouse on the time scales of the charts, and drag when the mouse be'ames

Seting the Time Window
You can choose to set the Tindéindow or to set the selected time range.

To set the Time Window, follow the steps below:

1. Click—" and selecSet Time WindowTheSet Time Windowdialog boxappears.

Set Time Window X
Start: |05/24/2020 08:00:00/% |
End: lo5/E8/2020 08:00:00/% |

2. Set the start time in the Start field and 4be end time in the End field.
3. ClickOK

Selecing a time range
The analysis views below the Time Window display the data of selected time range on the Time
Window.

To select a time range, just drag your mouse on the Time Window, and then the range will be
framed with two handles and a time bgust like the following figure:

05/24/2020 18:13:.00 - 19:00:00 X

You can drag the handles to widen or narrow the time range.

Copyright© 2020 Colasoft All rights reserved. 14
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Analysis views

There are severalnalysisviewsto displaythe statistics in differentypes They work together with
trend charts and time range selection on it to reduce statistic data volumes and let you focus on
analyzing and drilldown to look into network issues.

IconButtons on the toolbass of the views

There is a toolbar on the top of eA@nalysis view and the same buttons on different toolbars have
the same functions.
The following list describesomebuttons on the toolbar.

L Downloadgackets of current time range. For more information about downloading packet,
seeDownload Packets aiog boxin this section

ﬂ: Launches the Expert Analyzer to analyze the packets of selected time range.

@: Saves the current statistical list as a .csv file. For more information about exporting
statistics, sedxport Statistics dialog bax this section

: Click to generate a temporary report based on the statistics on the current view.

@: Click to generate a graph based on the statistics on the current view. Click the icon again to
close the graph back to list data.

The Summary view
TheSummaryiew provides overall summary statistics of alarmslization, traffic, packetsand TCP
packets okelected time range on the trend chart

The MACAddress view

The Physical Address view displays the traffic of the network according to MAC addressesass well
bytes, and packets. Rightick the column header and click the appropriate column, then you can
view the statistics in the form of other statistical fields.

The MACConversation view
The Physical Conversation view displays the traffic of the netwadrding to physical
communication nodes, as well as node bytes, and packets.

The Network Segment view
The Network Segmentiew provides the statistics and analysis of the traffic according to network
segmens which are defined when configuring the netwdirk.

The Applicationview

TheApplicationview provides statistics afetwork applicatiors, including systerapplicatiors and
customapplicatiors. The systenapplicatiors are uploaded to the library when configuring the
Serverat the Server sidand the istomapplicatiors can be customizedhen configuring network
link at the Console sidd he custonmapplicatiors have priotty over the systenapplicatiors.

TheApplicationview displays the traffic of the network accordingapplicatiors name, as well as
bytes, packets, and average packet size. Rititk the column header and click the appropriate
column, then you can view the statistics in the form of other statistical fields.
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The Application Group view
The Application Group view displays netwindffic statistics based on application groups which are
defined when configuring the network link.

The IP Address view

ThelP Addressiew provides the statistics and analysis of the traffic according to IP addresses. By
default, this view displays the statistics of internal IP. You can click External IP to view the statistics
of external network.

The IP Address view displays the t@éif the network according to IP addresses, as well as bytes,
packets, and average packet size. Rigluk the column header and click the appropriate column,
then you can view the statistics in the form of other statistical fields.

The IP Conversation gw

ThelP Conversatiomiew provides the statistics and analysis of the traffic according to IP
conversations.

The TCP Conversation view

The TCP Conversation view displays the traffic of the network according to communication nodes, as
well as node geogrdgic location, port number, application, rousidp time, bytes, packets, and

average packet size.

The UDP Conversation view

The UDP Conversation view displays the traffic of the network according to communication nodes,
as well as node geographic locatigort number, application, bytes, packets, and average packet
size.

The SegmentSegment view
TheSegmentSegment view provides the statistics and analysis of the traffic according to network
segments which are defined when configuring the network link.

TheService Access view
The Service Access view displagplicationaccess statistics of the monitored network link,
including server/client IP, service port numbapplication traffic, and TCP packets.

TheServicePort view
ThePortview includes two talisTCP Service Port and UDP Service Port, displaying port access
statistics based on IP address + port number.

The Port view
ThePort viewprovides thestatistics and displays pbrt information in the selected time period.

The Link Alarms view

TheLinkAlarmsview displays the link alarm logs according to alarm types whichdiatiaffic
alarm,email alarmdomain alarmand signature alarmAll link alarm logs are listed with trigger
time, alarm category, alarm name, severity, and trigger condition, etc
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TheVirtual Network view

TheVirtual Networkview displayd/irtual Networkstatistics based oNirtual NetworkiD, as well as
traffic and TCP packet&ccording to types, there are VLAN, MPLS VPN, VXLAN and All Virtual
Network.

The DSCP view
The DSCP vietslisplays network traffic statistics based on DSCP markings.
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Monitoring Network Link

Once nChronos Server is connected, the Server Explorer dispéagstwork links under the Server
andthen you canchoose to monitor the network link in redime or retrospectively analyze the
network link.This chapter describes how to monitor a network link and the elements olfirthe

monitor window.

Monitoring a network linkin reaktime

Tomonitor the network link imreaktime:
1. Connect a Server, and then network links created for the Server displays undzrirer on

the Server Explorer.
2. Doubleclick the nodd.ink Monitor under the networkihk to open the Monitor window.

* Servers

B 192.168.120.65

=4 demo

-§2 Link Analysis

-8 Link Monitoring

-2 Custom Analysis in New Window
...|Ing Reports

L, Alarms

Bl Key Application Analysis

&[] Application Transaction Analysis
-4 VolP Monitoring

-2k Sublink

Thelink monitor window

Once a network link is monitored,lenk monitorwindow appears to show the retime status of the
network link, likethe following figure:

#® Start Page @ demo - Analysis  [ENCENTR VIShTiTaes
Trend Charts ¥ Real-Time Data [] Top Segments [/ Top Applications [¥] Top Internal Hosts [] Alarms [] Matrix

Real Time Data
Throughput (Mbps)

Packets (Kpps) TCP SYN Pkts (pps)} TCP SYNACK Pkts (pps)

4 8 Inbound 0.7 1 8 Inbound 0.9 14 O Inbound 12.0 9 O Inbound 0.0
. Outbound 4.1 . Outbound 0.9 . Qutbound 2.0 . Qutbound 9.0

Top Internal Hosts * Top Applications

Trend Charts

bpS A bps -+ Inbound bps Link Alarms 22123715. UPM - DB.
8.0 Mbps
3.79 Mbps 3.79 Mbps
221.237.15... | Undefined...
6.0 Mbps | 566.78 Kbps 873.13 Kbps
|
ol et i hearasras | upm - we
1111 | i |‘ | ‘ LI “.“‘ { “. Il f“,f"“ ‘: il | “. 326.00 Kbps 123.56 Kbps
40 Mbps ‘.' ‘lw

‘\\\\

Hh mwn«w wwwww

oo v v

05/25 17:04:30  17:05:00 17:05:30 17:06:00 17:06:30 17:07:00 17:07:30 17:08:00
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The link monitorwindow includes a top bar argkveralpanes:ithe RealTime Data panghe Trend
Chartspane,the Top Segments panthe ToplnternalHosts panethe TopApplicatiors panethe
Alarms pane, anthe Matrix pane.

The top bar includesheckboxeso show or hide the seven panes Default Layout button, and a

Backin-Time button Slect the checkbox in front & pane to show the pan&lick o display
the link monitorwindow in the default layout.

To close a pane, justick the close button on the top right corner on each paneancel the
selection on the check box in front thfe pane name on the topar of the link monitorwindow.

TheReatTime Datapane
TheRealTime Data pane displays the redgime data of the networkink, including throughput,
packets, bandwidth utilization, TCP SYN pacR&@®, SYNACK packeirsd alarnguantity.

TheTrend Chartgpane

The trend charts on thiénk monitorwindow display the reatime status of the networkink, with a
horizontal axis marked with time scales and a vertical axis marked with value scales. The trend charts
update automaticallyjrom right to left, displaying the latest data. By trend charts, you can get a

direct view of the network status.

TheTop Segmentpane

TheTop Segmentpane lists the top network segments according to the traffic of them, and the
traffic is displayed bbar charts as well as retiine figures just below the segments. The segments
are defined when you configuring the network settings.

TheTopInternal Hostspane

TheTop Internal Hostpane lists the top internal hosts according to the traffic of them, ded

traffic is displayed by bar charts as well as+téak figures just below the hosts. The hosts are
displayed as names or IP addresses, which is determined according to the setting in the View menu.

TheTopApplications pane
TheTopApplicatiors pane Ists the topapplicatiors according to the traffic of them, and the traffic is
displayed by bar charts as well as réade figures just below thapplicatiors.

TheAlarmspane
TheAlarmspane lists all alarms triggered in thee second, including triggdime, alarm category,
alarm object, alarm name, alarm severity, and trigger condition.

TheMatrix pane
TheMatrix pane shows the network communication in peer map.

By default, the matrix pane displays the peer map of the communications between IP addresses.
Rght-click the matrix and sele®lAC Matrixto display the peer map of the commigations
between MAC addresses.
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ConfiguringNetwork Link

To get effective analysis and statistics, you can configure the properties of a network link. To set a
network link, ight-click the network link and seleBroperties

= Servers
- 192.168.120.65
SR demgl
0L Import Link Properties
=" Export Link Properties
?j E se Multi-Segment Analysis
A Close All

#-El K & Properties

il Application Transaction Analysis
-4 VoIP Monitoring

-2 Sublink

Then the Link Properties dialogxpops up:

(s Link Properties of demo x

Capture Filters ~
Storage Filters Capture Filters
Packet Truncating

Name Tables B (| X | |
Network Segments || e,

Sublink Configuration Name ‘ [JAcce... | CJReject ‘

= Application
References
Field Definition
Transaction Settings
Analysis Settings
Application Groups
Application Alarms
Transaction Alarms
= VoIp
RTP Analysis
VolP Alarms
= Link Alarm
Traffic Alarms
Email Alarms
Domain Alarms
Signature Alarms

Baseline Alarms _
! 4-55 Analyzer | :
Burst Alarms : ik :

v
[\ R B NP ) P——"

< IS I:‘ Discard duplicated packets Advanced Simple

No filter, accept all packets.i
No data to display :

For information on how to set up a filter, how to define @pplication how to configure an alarm,
please refer to the User Guide.

Link properties are specific to a network link, regardless of the ConsoMhich the
settings are mader-urthermore, the network properties under one nChronos Server could have
different settings.

How to add a network segment

Users can add network segments according to geographical location, subnet, or IP address range.
The system will do the statistieecording the usedefined network segments, which helps users to
know network traffic from segment perspective and facilitates traffic analysis.

To add a network segment, follow the steps below:
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1. Onthe Link Propertieshox, click the tabtNetwork Segmentsand then tick the button
to openNetwork Segmentdialog box:

Network Segment *
Definition
Name |TF—'5t |
Geolocation: |HQ |
Type: | |
Rule

192.168.8.0/24

Bandwidth settings

Mbps
Inbound bandwidth: |1DD | p
Mbps
Outbound bandwidth: |1DD |
Mbps
Total bandwidth: |100 |
oK Cancel Instructions >>

2. OntheNetwork Segmentdialog box, entethe nameandthe geographical location, and then
enter the segment rules and segment bandwidth.

3. ClickOKon the Network Segmentdialog box, and theclickOKon the Network Segmens
tab.

On theNetwork Segment view, you can see the statistics information for that network segment. If
no segments are defined, all IP addresses will be groupébhdsfined Segment

Summary MAC Address MAC Conversation Metwork Segment X RNl TT] Application Group IP Address IP Conversation TCP Conversation
Selected time range:07/16/2019 17:09:42 - 17:10:35
v nEe | ek Ee v E
| Segment | Geolocation | Type Total idth | Inbound id... | Outbound Bandwidth | TotalBytes v | TxBytes | Rx Bytes
UPM - Chengdu Chengdu Subnet Mask 1000 1000 1000 I  2921ME 1200ME | 1512 MB
UPM - segment 2 Segment 2 1 100 100 100 I 921ME 1346ME | 1572 MB
UPM - Beijing Beijing Subnet Mask 1000 1000 1000 L] 8.53ME 422MB  431MB
UPM - Shanghai Branch = Shanghai Branch = Subnet Mask 1000 1000 1000 I 6.91ME 422 MB 2,68 MB
Undefined Segment - 1000 1000 1000 ] 657TME 437TMB  215MB
UPM - HK Office HK Office Subnet Mask 1000 1000 1000 1 430ME  183IMB  237TMB
Test HQ 1000 1000 1000 | 87475KB 38550KB 48024 KB
UPM - segment 1 Segment 1 1 100 100 100 | 243KB | 0.00B 245KB

How to add anapplication

Users can define applications according to application scendrid®standard application for
examplehere.
To add a standard application, follow the steps below:
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1. Click on the Analysis Settingsab to open theStandard Applicatiordialog box as the
following figure:

Standard Application

Basic Information

Mame: |OA System

Description: | Set Field

Response Time

Good Response Time <= Unit: ms
e R

200 ms 800 ms 2000 ms

Mote: If the response time level of a TCP transaction of an application is very bad, the response time will not be induded when
figuring average response time of the application.

Rule
B & X |H
Rules

1. IP rule supports IPv4 and IPv6 address;
2. IP rule supports a single IP address (192. 168, 1. 1), multiple IP addresses separated with *," (192.168.1.1,192. 168.1.2), IP

address ranae (192,168, 1, 1-192, 168, 1,255 or 192,168, 1.0/24 or 192, 168,1.0/255,255,255.00;
3. Port rule supports a single port, multiple ports separated with =" (80,90) and port range (80-90).

[ Enable Transaction Analysis

Select Transaction:

[CJEnable key Application Analysis ] Truncate all packets to 64 bytes Cancel

2. On theStandard Applicatiordialog box, enter the application name.

3. Clic to add an application rule, which could be the combination of a single port, multiple
ports, port range, an IP address, multiple IP addresses, and IP address range
4. EnableKey Application Aalysis.
5. ClickOKon the Analysis Settingsab to save the settings
On theAppllcatlonweW you can see the statistics information for tlagiplication.

Summary PP foplicstion Group 1P Address  IP Conversation  TCP Conwersation  UDP Conversatio
Selected time range07/17/2012 09:40:00 - 11:50:00 Application[19/19] [
v-E | &OE T Ee Search Application =
| Application | Total... | Upiink Byt... | Downlink Byt...| Inbound Byt... | Outbound Byt...  Total Pkts | Uplink Pk...  Downlink P.. | Inbound Pkts | Outbound Pkts | Avg. PktSi..  *
] Undefined TCP Application BB GE 124 GB 110 GB 142 6B 93467 MB 24353550 12513383 12040176 13757169 | 10783806 101958
a UPM - Web Server li?TEJ MEB  423.57 MB 254.36 MB 42357 MB 254.36 MB 6792779 3691516 3101263 3691516 3101263 104.65 B
£ UPM - DB Server BEca24ME 9395ME 56039 ME 93.95MB 560.38 ME 1437966 eeedsT  T7IS0 BE645T 771482 43371 8
| iE mm%&%m&&%“&l
2] Undefined UDP Applicstion | 20043 MB 14782 MB  52.51 MB 123,38 KB 1.02 MB 575647 411061 164586 611 365108
[ Test{Deleted] | 2565MB | 2604MB 3118 MB 2051 MB s533 24358 2MITS 202740 235793 102548
Ente | 5 574MB | 2581MB 25.74MB 2581 ME ST040 | 287147 287893 287129 287911 94,008
[l wes | T156MB | 2543 MB 18.64 MB 8.35ME 38420 Tesse2 220858 163167 123933 100638
] Undefined Application | GEGMB | 21421KB 0008 0008 100033 106191 2002 [] [ 6048
2] UPM - App Server | 2.08 B 169 MB 169 MB 208 MB 45631 26650 19181 19181 26650 6.23B
H icme | 141 MB 170 MB 37.55KB 1421 K8 307 15809 10483 440 168 92358

How to add a traffic alarm

The metrics displayed on nChronos Console can be defined as alarm trigger conditions. Here take

traffic alarm for example.
To add a traffic alarm, follow the steps below:

1. On the Traffic Alarms tablickthe button to open theTraffic Alarns-Add dialog ox as
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the following figure:
Traffic Alarms-Test1 ey

Basic Information

Mame: |Test1 Creator: |taylorliao |
Description: | |
Cateqgory: Type: | Global w
Severity: |Low e Set trigger dimension

Triggering Condition
Time Bucket: | 15ec Duration: |0 5 Set the range of triggering time

E=R =T 4

Triggering Action
[Jsend to email | Click to add email recipient Send to SYSLOG

You should finish alarm sending settings in server before sending

OK. Cancel

2. Set thetrigger condition Qickthe buttons % 12 to add condition.
3. ClickOKto save the settings.
When the alarm is triggered, users can check alarm lagh®Link Alarmsview.
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