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Preface

Summary
This guide is provided to guide the usage of nChronos. It is recommended to read this guide chapter
by chapter, which are arranged according to usage and difficulty.

Who should read this paper
This guide is written for all users of nChronos.

Glossary
The commonly used terms in this guide are described in Table 1.

Table 1 Glossary

Term Description

The core of nChronos, for capturing, analyzing and storing the

traffic data of target network which is also called as network

nChronos Server . . . .
link. Communicates with nChronos Console via the

communication port. Also called as Server.

A data presentation platform. Connects to nChronos Server,
provides various statistics for users to view and analyze the
nChronos Console ] ] i ]

network traffic status, and provides retrospective analysis,

new analysis and data drilldown. Also called as Console.

The network elements, including protocols, addresses, ports,
Analysis object conversations, applications, hosts, network segments, target
network, and other elements.

A network interface/port on nChronos Server, generally
Capture interface connected with the mirror port, for capturing the traffic of
the target network.

A network interface/port on nChronos Server, generally for
Management accessing the Internet such that nChronos Consoles and third-
interface party apps can access the nChronos Server to obtain statistics
and analysis data.

. A network object for nChronos to collect captured network
Network link . o .
traffic and to make statistics and analysis.

Also called as retrospective analysis. Provides detailed
Back-in-time analysis  analysis presentation, data drilldown, new analysis and
various statistics for historical network data.

A time range with specific span which could be 4 minutes, 20

Time Window minutes, 1 hour, 4 hour and other time spans. Smaller time

span provides less data volume and finer data granularity.
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Term

Filter

IP pair

Drilldown

Expert Analyzer

Web application

Signature application

Performance analysis

Description

With the Time Window, network data of historical time can
be retrieved easily.

A group of user-defined data screening conditions or rules to
accept the required data.

A pair of IP addresses, without the identification of source
address and destination address.

Level-by-level progressive analysis on selected network
objects which include applications, network segments,
addresses and conversations.

A packet-level analysis system. Provides lots of statistics
about selected network objects and original decoding
information of the packets.

URL-based applications and defined by host name, IP address,
port number and URL parameters.

Applications defined by the feature codes of original data
flow, in ASCII, Hex, UTF-8 or UTF-16.

The analysis on the service performance of an application.
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Introduction

This chapter introduces nChronos, and describes the architecture and deployment of nChronos.

About nChronos

Colasoft nChronos consists of nChronos Server and nChronos Console. nChronos Server is the core of
nChronos, for capturing, analyzing and storing the packets of target network. nChronos Console is
just like a data presentation platform, for accessing nChronos Server to obtain statistics and other
analysis data for presentation. Users should first deploy nChronos Server, and then connect the
nChronos Server to a Console to view data.

Architecture

Colasoft nChronos Server contains at least two network interfaces, one called as capture interface
and the other as management interface. With the capture interface, nChronos Server captures all
packets on the target network via the mirror ports on switches or taps, and then deliveries the
packets to analysis and statistical modules to analyze and store. With the management interface,
nChronos Server communicates with nChronos Consoles over the LAN or Internet.

Colasoft nChronos Consoles communicate with nChronos Servers using C/S (Client/Server)
technology. When nChronos Console monitors the network link in real-time, displays the statistics
on the analysis views, exports statistics, downloads packets, drills down network objects, makes
refine analysis, and performs other communication operations, it sends request commands to the
Server; then the Server responds the commands and returns related data. Furthermore, nChronos
Console and nChronos Server communicate over the Internet using TCP/IP protocols with specified
port number.

The functional architecture of nChronos Consoles and nChronos Servers is described as the following

figure:
™ '
- nChronos nChronos
Console Server
% N
Drilldown N d Statistics
L 4 " 4

Deployment

For the networks of different scales and with multiple network links, nChronos can not only capture
and store the network data of local networks but support distributive deployment and remote
monitor. For the critical network links, multiple nChronos Servers can be deployed and users can
connect to remote nChronos Servers at any place any time for data analysis and network
management. Furthermore, using nChronos Consoles, the traffic of critical network links can be
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monitored in real-time and can be reported once there are anomalies. The deployment of nChronos

is visualized as the following figure:
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To capture traffic effectively, the traffic sources are must from appropriate network devices which
include managed switches, hubs and taps. Managed switches are the perfect choice because you can
use their port mirroring/SPAN function to copy the packets to a monitor port. This function is called
as Port Mirroring (Cisco calls it SPAN). For more details about port mirroring, read Switch
Management on our website.

Managed switches
The following figure shows simplified nChronos deployment in a network with managed switches.

nChronos Server

Management Interface |

Capture interface

@ nChronos Console
Mirroring port

LY
'ﬁ Router

&nch ronos Console

Managed

L2 Switch

L2 Switch
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Hub

If a managed switch is unavailable on the network, you may use a hub as the traffic source. In such a
network, the capture interfaces are connected to the hub. Note that a hub can only process 100
Mbps of traffic, and it’s not a good choice for modern networks. But if the network traffic is small, a
hub is also an economical choice. The following figure shows simplified nChronos deployment in a
network of hubs.

Internet

[ Capture interface |

nChronos
Server

[ Management Interface Switch nChronos
Console

Tap

Besides using a hub to capture traffic from a small network, a network tap is a more wise choice to

be used to capture traffic from a heavily utilized cable. A network tap is acting the port mirroring
function of a managed switch, which is able to make a copy of all packets and send it to your server.
The figure below shows simplified nChronos deployment in a tap network.
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Internet

| Capture interface |

nChronos
Server

W nChronos

| Management Interface
==jf Console
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Installation, Activation and Uninstall
This chapter introduces nChronos Console installation, activation, and uninstall.
Installing nChronos Console

System requirements
The recommended system requirements for nChronos Console are:

4-core processor
4GB RAM or more
Independent network adapter

Internet Explorer 11 or higher

Installing nChronos Console
Before installing nChronos Console, you should:

Make sure your machine meets the minimum system requirements.

Close all running applications on your machine.

Uninstall any earlier or trial version of nChronos Console.

To install nChronos Console:

Double-click the installation file of nChronos Console, and then the Setup wizard appears. Click Next.

On the License Agreement page, review the License Agreement and, if you agree, select the | accept
the agreement check box, and then click Next.

Review the product updates, and then click Next.

Specify an installation directory. By default, the installation directory is C:\Program Files\Colasoft
nChronos Console x.x. To specify another directory, use the field provided or click Browse to locate
an installation folder. Then click Next.

Specify the folder name on the Start, and then click Next.
Specify whether to create a desktop icon and a quick start icon, and then click Next.

On the Ready to Install page, review the installation information and, if all information are correct,
click Install to install nChronos Console to the computer.

Review the Readme, and then click Next.

Click Finish to complete the installation. By default, the Launch Program check box is selected to
launch the program after the installation.
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Activating nChronos Console

After the installation, the Activation Wizard appears to guide you step by step through the activation
process.

Colasoft Software Activation [

1 Welcome to the Colasoft product activation guide. Please carefully read the product privacy
a ‘T'T-I' - statement before you continue.

Privacy Statement

»

The Colasoft Software Activation is an important process designed to verify that the
i software applications have been legitmately licensed.

Itis an effective method to protect the rights of our legal dients. A license key is only
[l allowed to be used on a single server or on a single PC.

m

When you activate a Colasoft software application over the Internet, you are not
required to send any persanal information to Colasoft. The activation is completely
anonymaous,

When you activate a Colasoft software application by email, you are required to send I
the serial number and installation ID number displayed on your screen to Colasoft,
The installation ID number indudes an encrypted form of the application ID and a
hardware hash, or checksum, Mo personal data is induded or reguired. The 4
confirmation ID is simply code that unlocks the Colasoft Application installed on that
particular PC. The information that you provide will be securely stored by Colasoft

and will be protected from disdosure to any third party.

During the software activation process, Colasoft creates a unigue hardware
identification that represents the configuration of the PC at the time of activation. -

=

< Back [ Mext = ][ Cancel

Read the Privacy Statement and then click Next.

Enter the serial number, and follow the Activation Wizard to complete the activation.
Having trouble upon activating nChronos

Follow steps below to check:

Make sure the SN you are using is typed correctly. nChronos Server and nChronos Console use
different Serial Numbers, and cannot share the same Serial Number.

If you are using the right SN, please check if you can connect to Colasoft license server by using
command: ping secure.colasoft.com

If there is no response when you ping to secure.colasoft.com, please make sure that your server is
connecting to the network and please make sure your DNS is working fine as well.

If you can get response from the ping, but still not able to active the nChronos Server, please contact
our support team by emailing your SN, machine code, and version number to:
support@colasoft.com.

Uninstalling nChronos Console

To uninstall nChronos Console,
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Do one of the following:

On the Start menu, locate the folder of nChronos Console, which, by default, is Colasoft
nChronos Console x.x, and then click Uninstall Colasoft nChronos Console x.x.

On the Start menu, click Control Panel. In Control Panel, click Uninstall a program. Locate
Colasoft nChronos Console x.x and then click Uninstall.

The Uninstall dialog box pops up as the following figure. Click Yes to continue the uninstallation.

A box pops up to ask whether to keep configurations. Click Yes if you want to keep the
configurations, or else click No.

The configurations are the server list information on the Server Explorer.
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Server Configurations

To capture useful traffic and analyze efficiently, you need to configure nChronos Server. This chapter
describes the configurations for nChronos Server, and all these configurations are done on webpages.
So, you should first login nChronos Server from a browser.

Logging Server from a browser

You can log nChronos Server from the browsers at both the Server side and the Console side. To log
in a Server from a browser, follow the steps below:

1. Launch a browser, in the address bar input https:IP and then press ENTER. The IP is the IP
address of the management interface of nChronos Server.

,,"; MNew Tab X m

C' [ https://192.168.108.146

On nChronos Server login portal, input the user name admin and the password D&"4Vs.

https://192.168.120.65

=y

) Colasoft nChronos
.

E
= - Server Administration

.

Copyright (c) 2011 - 2020 Colasoft All rights reserved.
Processing time: 0.000035 seconds

Click Log In to log in the Server.

Storage Settings

This page is provided to configure storage settings:
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Storage Settings

Disk Space

Device Mount Point Total Space Available Space Storage Space Used Storage Space Cenfigured Export Data Space

[devisdaz ! 90GB 73GB 0GB 0 EE e EE
Kevisdn1 idata 320668 319668 3193G8 3198 GB 0 GB
3131 GB ® 1 GB

Idevisdb2 Idata2 3142CGB 3132GB 2484GB > %

Analysis Space
Storage Area Statistics Space Packet Space Transaction Logs Space Alarm Logs Space
Default storage area 500GB 5027GB 300GB 300GB e

ONew Storage Area

OK

Disk Space

Disk Space is provided to configure server's storage space. The following list describes the
parameters in the list.

Device: The disk in the server machine.

Mount Point: The path of disk in the server machine.

Total Space: The total size of the disk.

Available Space: The free size of the disk.

Storage Space Used: The space that is already used for storing nChronos data.

Storage Space Configured: The size which you specify for storing nChronos data, including captured
traffic and analysis data.

Export Data Space: The space for storing link statistics data, application monitoring data and
transaction processing data in server machine.

Analysis Space

Analysis Space is provided to configure the size of server's storage space and that of exported data.
The following list describes the parameters in the list.

Storage Area: The name of the storage area, which is set by users when adding a new storage area.
Statistics Space: The size of the storage space for storing statistics data.

Packet Space: The size of the storage space for storing packets.

Transaction Logs Space: The size of the storage space for storing transaction logs.

Alarm Logs Space: The size of the storage space for storing alarm logs.
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Click the "New Storage Area" link, the New Storage Area dialog box pops up as shown below:

New Storage Area

Name: | pefault storage area
Storage Type: Narmal v
Statistics | g GB Settings
space: i
Fackets 0 =B
space: i
Transaction 0 B
logs space:
Alarm logs 0 =B
space:
OK Cancel

You can click the button Settings to configure the percentage for each type of statistical data.

Agent Configuration

The traffic forwarding Agent is installed on a third-party server for forwarding the traffic from the
server to the capture interface on the nChronos Server. This page is for configuring Agent settings
and shows as the following figure:

Agent Configuration

Settings

Agent Name Agent Version Status bps Duration Login Time Operation

183agent 1.000 Online 3.448 Mbps 24:06:18 08/27/2017 07:18:51 Edit Delete

All the Agents connected to nChronos Server are listed on the Agent Configuration Page. The detail
information of Agent is listed below:

Agent Name: The name of Agent, which is set in the Agent configuration file.
Agent Version: The version information of Agent.

Status: The connection status between nChronos server and Agent.

bps: The real-time traffic information of the interfaces selected by Agent.

Duration: The duration of the Agent.
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Login Time: The latest login time of Agent.
Operation: The User is able to edit or delete an Agent.
Agent connecting to nChronos Server

When connecting to nChronos server, Agent is the one who initiates the connection. You have to put
nChronos server's IP and port within the Agent configuration file. Please follow the steps below:

Agent Name: Set the name for Agent. And Agent will appear in the list with this name.
Agent Interface: Set the network interface to forward the traffic of the Agent.
nChronos Sever IP: Set the nChronos server's IP address for Agent to connect to.

nChronos Sever Port: Set the port for the communication between nChronos and Agent. Port 5111 is
the default port.

nChronos Server Interface: The network interface of nChronos server to receive the traffic from the
Agent.

Edit

You could edit the Agent which is already connected to the nChronos server. Click the "Edit" button
to edit the Agent, as the screenshot below:

Agent Configuration/183agentConfiguration

Name IP Address bps Connection speed
enot 0.000 0.000 bps 1000
eno2 0000 0.000 bps 1000

| eno3 172.16.0.183 452 288 Kbps 1000

v enod 192.168.226.88 585.776 Kbps 1000
enp130s0f0 0.0.0.0 0.000 bps Unknown
enp5s0f0 0000 0.000 bps Unknown
enp130s0f1 0000 0.000 bps Unknown

enp5s0fi 0000 0.000 bps Unknown
Truncate Packets
Limit packet size to bytes
Packet Filter

And or nvert

Start

OK Cancel

Interface List: Choose the network interfaces whose network traffic is going to be forwarded.

Truncate Packets: When this option is enabled, the Agent will only forward specified bytes of each
packet. It can be set between 64-65535 bytes.
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Packet Filter: This option is for setting packet filter rule. Packet filter supports IP address and port
rules. Logical "and" and "or" relationship are supported.

Settings

The settings can be configured in batch. Click the "Settings" button to batch edit the settings, as the
screenshot below:
Agent Configuration/Agent
183agent

Limit the packet size to

Limit the packet size to Byte
Packet Filter
And or nvert Edit Delete
Start
End
OK Cancel

When batch settings conflict with single Agent settings, single Agent settings have priority
over batch settings.

Interface Settings

This page lists all network interfaces on nChronos Server. The capture interface is for capturing
traffic and usually connected to the mirror port of a switch or a tap, and the management interface
is for the Server to communicate with nChronos Consoles. The Interface page shows as following:

Interface Settings

Interface

D Name bps Speed (Mbps) Type Transmission Medium Identify IP Layer Operation
1 en0(172.16.0.188) 601.696 Kops 1000 ST M Y SEEnE Y FEITE Y Edit
2 £th1(0.0.0.0) 0.000 bps 1000 Capture inter v Ethernet v First layer v Edit
3 &(h2(0.0.0.0) 0.000 bps 1000 Capture inter v Ethernet v First layer v Edit
4 &th3(0.0.0.0) 0.000 bps Unknown Management ¥ Edit
5 6th5(192.168.226.60) 0.000 bps Unknown SRLEWE FEE M FESEE Y Edit
[ dpdlk port 0(0.0.0.0) 875.140 Mbps Unknown ETRLIETE FUEE M e Edit

Name: The name as well as the IP address of the network interface/port.
bps: The output of the network interface/port.

Speed: The bandwidth of the network interface/port.
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Type: To specify it is a capture interface or a management interface. When a network interface/port
is defined as Capture interface and is allocated to a network link, you cannot modify the interface
type of it any more. If you want to modify it, you have to delete the network link first.

Transmission Medium: The transmission protocol of that interface. It could be Ethernet or PPP
protocol.

Identify IP Layer: Specify which IP layer to identify. By default, it is the first layer, and users can
choose the fourth layer at most. When actual IP layer is less than the set layer, identify it based on
the most inner layer.

Setting a Capture interface

To set a capture interface, just click the Edit button following the capture interface to go to the
Virtual Interface page, as the following figure:

Interface Configuration / Edit Interface

Customized VXLAN Signature

Port

Apply
Customized CAPWAP Signature

Port

Apply
Virtual Interiace

Virtual Interface Type: | VLAN -

New

VLANID Segment Rule Alias Operation

To add a virtual interface,

1. Select the virtual interface type to be added. You can choose VLAN, ISL VLAN, MPLS VPN,
VXLAN, NETFLOW, GRE, Network Segment and MAC address.

2. Click the button New to pop up the add box:
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Virtual Interface

WVLAN ID: Please enter a number.
Segment Rule: You can enter muliple network segments, with one entry per line, in
'or' relationship.
s
MAC: ress per line. The addresses are in log R

Alias:

OK Cancel

And then click OK to save the settings.

Setting a Management interface

3. To set a management interface, follow the steps below:

4. Click Edit following the Management interface to get into the setup page, like the following
figure:

enpi1s0 (192.168 © ")

7| IPvd

IP address; | 192.168.
IP mask: 2552552550
Gateway address: 192.168.5.1

DNS server:
IPvE

IP address:
Prefix length:
Gateway address:

DNS server:

OK Cancel

Enter IP address, IP mask, gateway address, and DNS server, and then click OK.
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Link Configuration

On the Link Configuration page, you can view basic information of the network, change the link
status, delete and add a network link. This page shows as following:

Link Configuration

Network Link ID Name Type Capture Interface Count bps Status Operation
0 test Switch (bidirectional traffic mirroring) 1 27 632 Kbps Stopped Run Edit Delete

replay Replay packets 0 0.000 bps Stopped Run Edit Delete

New Link

The following list describes the columns on this page:
Network Link ID: The number of the network link. It starts from 1.

Name: The name of the network link. It is defined when adding a network link and displays under
the Server on the Server Explorer at the Console side.

Type: The type of the network link. It shows the way to capture the traffic.
Capturing Interface Count: The quantity of the Capture Interfaces for this network link.
bps: The traffic speed of the network link.

Status: The status of the network link. It shows whether the network link is running or not. It could
be Running which means starting to capture and analyze the traffic of the network link, and Stopped
which means nChronos Server has stopped capturing traffic.

Operation: The operations on the network link. The following list describes the actions:

Edit: Modifies the settings of the network link. The settings are just the same as those when
adding a network link.

Delete: Deletes the network link. This action is only available when the link status is Stopped.
Stop: Stops the monitor on the network link.

Run: Starts to capture and analyze the traffic of the network link.

Adding a network link
To add a network link, follow the steps below:

1. Click New Link on the Link Configuration page to show the following page:
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Network Link Settings / Edit Link

Basic Information

Link Name:

TEST Network link name cannot contain the following characters W/: 7\" <=
Metwori Link Switch (bidirectional traffic mirroring) v
Type
Storage Area Default slorage area v

Inbound/Quthound Traffic Capturing Interface

Network Interface Transmission Medium

| enpds0 Ethernet

Internal IP Rule

0.0.0.0

Analysis Operation

Enable switch timestamp analysis
ARISTA VSS monitoring

Export data in CSV format Settings

Enable millisecond traffic stalistics
Specify IP statistics layer | First Layer v
Specify virtual network |D statistics layer

Innermost Layer Outermost Layer

Inbound/Qutbound Bandwidth Utilization

Inbound | 150g Mbps (Range: 1-1,000,000 Mbps)
Bandwidth
Outbound | 490 Mbps (Range" 1-1,000,000 Mbps)
Bandwidth
Total Bandwidth: 1000 Mbps

IP Address bps
0.0.0.0 0.000 bps
Note:

Speed (Mbps)

1000

The configuration of the inbound / outbound network segments is convenient for you to distinguish the transmission direction of the packets in
the networlk, to help you identify the internal and external network IP addresses, and to more accurately count the inbound and outbound

traffic.

Configuration of the inbound / outbound network segments. Support IP address and MAC address. If the |P identification result and the MAC

identification result conflict, take the MAC result.
The reference format is as below:

IP address/netmask Eg: 192.168.0.0/24 or 192.168.0.0/255.255.255.0 or 2001:3ef0::/80
IP address range Eg: 192.168.0.0-192.168.1.255 or 2001:3ef0::0001-2001:3ef0::0005
Single IP address #1: 192 168.0.100 or 2001-:3ef0:-0001

Single MAC address #0: 00:16:EA:AE:3C:40 or 00-16-EA-AE-3C-40

One segment or MAC address per line

Duplicated segment or MAC address.

Gigamon

Innermost Layer and Outermost Layer

Two Innermost Layers

The total bandwidth cannot be less than the greater one of the inbound bandwidth and outbound bandwidth and cannot be greater than the sum of the inbound bandwidth and outbound bandwidth

OK Cancel

Enter the link name and select a link type. The following list describes the link types.

Switch (bidirectional traffic mirroring): nChronos captures traffic from the switch which has

mirrored traffic, including inbound and outbound.

Switch (one-way traffic mirroring): nChronos captures traffic from the switch which has

mirrored one-way traffic, inbound

or outbound.

Standard tap: A network tap which only mirrors one-way traffic, inbound or outbound.

Aggregation tap: A network tap which mirrors bidirectional traffic, including inbound and

outbound.

Select a storage area for the network link. The data of multiple network links can be stored on one

storage area.

Set capture interface and network seg
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If you select Switch (bidirectional traffic mirroring) or Aggregation tap, follow the steps below:
Select the capture interfaces which are connected with the mirror port of the switch or the tap.

Set the network segment, which is for identifying the transmission direction of the packets to further
get accurate inbound and outbound traffic statistics. You should enter the IP addresses and the
segments that should be recognized as internal addresses.

If you select Switch (one-way traffic mirroring) or Standard tap, follow the steps below:
1) Select the capture interfaces that are connected with the outbound mirror port of
the switch or the tap for capturing outbound traffic.

Select the capture interfaces that are connected with the inbound mirror port of the switch or the
tap for capturing inbound traffic.

Set up whether to use switch timestamp. At present only three types of switches are supported:
ARISTA, VSS Monitoring and Gigamon.

Set up whether to export data automatically. You can export network link statistics data, application
performance data and application transaction data in CSV format.

Set up whether to enable millisecond statistics. Millisecond statistics is for the environment that
cares about burst traffic. Millisecond traffic alarm can be configured only when millisecond statistics
is enabled.

Specify IP statistics layer.

Specify virtual network ID statistics layer.

Set bandwidth. Enter the inbound bandwidth, outbound bandwidth, and the total bandwidth to get
accurate bandwidth utilization.

You should enter the actual bandwidth to get accurate bandwidth utilization.

Specify link privileges for normal users.

Click OK to save the settings.

Adding a replay link

To add a replay link, follow the steps below:

Click New Link on the Link Configuration page to show the following page:
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Network Link Settings / New Link
Basic Information

Link name Network link name cannot cantain the following characters W/: ? "
Network link type: Replay packets v

Storage area Please select storage area v

Packet files
File from: ® nChronos Server Local
Path Date Modified Size

Add packet files to replay..
Add

Remove

Clear

Inbound/Outbound Network Segment

Instructions:

Enter network segment rules to identify internal IP addresses, with one entry per line.
Examples for network segment rules:

IPisubnet 192.168.0.0/24 or 192.168.0.0/255.255.255.0 or 2001:3ef0:/80

IP address range: 192.168.0.0-192.168.1.255 or 2001:3ef0::0001-2001:3e0::0005
Single IP address: 192.168.0.100 or 2001:3ef0::0001

One segment per line.

Segment cannot be duplicated.

Analysis Operation

Enable switch timestamp analysis

1. Enter the link name and select link type as "Replay packets".
Select "Create a storage area" from the Storage area drop-down to create a new storage area. Each
replay link needs an independent storage area. Multiple replay links cannot share one storage area.
Set where to get the packet files, from nChronos Server or uploading from local.

Set the network segment, which is for identifying the transmission direction of the packets to further
get accurate inbound and outbound traffic statistics. You should enter the IP addresses and the
segments that should be recognized as internal addresses.

Set up whether to use switch timestamp. At present only three types of switches are supported:
ARISTA, VSS Monitoring and Gigamon.

Set up whether to export data automatically. You can export network link statistics data, application
performance data and application transaction data in CSV format.

Set up whether to enable millisecond statistics. Millisecond statistics is for the environment that
cares about burst traffic. Millisecond traffic alarm can be configured only when millisecond statistics
is enabled.

Specify IP statistics layer.

Set bandwidth. Enter the inbound bandwidth, outbound bandwidth, and the total bandwidth to get
accurate bandwidth utilization.

Specify link privileges for normal users.

Click OK to save the settings.

Running a network link

To view real-time, dynamic, up-to-the-second network data at the Console side, to get the analysis
statistics of the network traffic, or to download packets from the Server, you must monitor the
network link to make the link running.

Copyright © 2024 Colasoft. All rights reserved.




nC

olasoft

Maximize Network Value

To run a network link, just click the button Run on the Network Link page.

Stopping a network link

When you want to stop the network link, just click the button Stop on the Network Link page, and
then nChronos will stop capturing traffic.

Predefined Library

The Predefined Library page lists all uploaded library files, like the following figure:

Predefined Library

Name Type Version Import Date Count Operation

System Application Application 159 10/08/2016 13:24:.06 1846 Edit

Upaate Library File

The following list describes all the columns on this page:
Name: The name of the library, not the name of the file.
Type: The type of the library.

Version: The version of the library.

Import Date: The time when the library file is uploaded.

Count: The quantity of applications if the library is an application library, or the quantity of signature
alarms if the library is a signature library.

Operation: The following list describes the actions.

Edit: You can click this button to view the detailed library information. When viewing an
application library, you can enable/disable the interested items.

You can update library files by clicking Library files update.
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Analysis Center

Analysis Center

nchronos Server name: R&D
Center address: 192 168.5 161

Center port: 22000

sername: csadmin

Password:

3SL:

¢ Please wait while connecting to the Analysis Center...

Connect
This page is for configuring the connection settings to Analysis Center.
nChronos Server name: The name for this nChronos Server.
Center address: The IP address of Analysis Center
Center port: The port number for connecting to Analysis Center. It is 22000 by default.

Username: The user name for connecting to Analysis Center. The user name should be set up in
Analysis Center

Password: The password for the user name to connect to Analysis Center. The user name and
password should be set up in Analysis Center.

SSL: Applies SSL encryption when transmitting data. If SSL is enabled, the center port is 22100 by
default.
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SMTP Settings

This page is for setting the connection parameters to an SMTP email server:

SMTP Settings

ser Information

ser name: Exar“lple

Email address: | ayample@example.com

Server Information

Email server: 192 168 1.1

o

Login Information

ser name: Exar“lple

FPasswaord:

Test K

User name: The name of the sender.

Email address: The email address of the sender.

Email server: The address of the email server.

SSL encryption: The encryption connection type of email server.
Port number: The port number for the encryption connection.
User name: The user name of the sender to logon the email server.
Password: The password for the sender address.

After the setting, you can click Test to check if the settings are correct.
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At present, nChronos only supports following authentication types: AUTH LOGIN, AUTH
PLAIN, AUTH NTLM, ANONYMOUS login.

Alarm Notification

This page is provided to set alarm notification parameters when alarms are triggered, and shows as
the following figure:

Alarm Notification

«| Email notification

Email subject:

Recipient address:

Notification interval: 1 Range: 1-999 (minutes)

Test

| Syslog notification

Syslog server address: 102 168.0 50-514

» Send every second

Send every: 1 Range: 1-999 (minutes)

0K

Email notification
To notify with email when alarms are triggered, follow the steps below:

1. Enable the checkbox Email notification on this page.
Enter the subject and the recipient address. You can enter multiple recipient addresses.
Set the notification interval.

Click OK to save the settings.
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You can click Test to verify if the settings are correct. If the recipient address receives the test email,
you can be sure that the settings are correct.

SYSLOG notification
To notify with syslog when alarms are triggered, follow the steps below:

1. Enable the checkbox SYSLOG notification on this page.
Enter the address and the port number of the syslog server.
Set the notification interval. You can send the syslog every second or every specified minutes.

Click OK to save the settings.

Report Notification
This page is for setting report options and report recipient addresses.

Report Notification

Report Template

Company name: | Colasoft

Colasoft s Colasoft

Author:

Administrator
. . ReportGlobal report
ompany logo:
Start time:  09/23/2013 14:00 Auther Administrator
. Preview Endtime:  09/23/2013 15:00 Create time:09/23/2013 15:05:07
"-COIHLOFL Report object: Global
Bandwidth: 1,000Mbps
Trend Chart
Change EI
e o Total o Inbound -+ Quibound
¥ Prefic Report i
150.0 Meps
100.0 Meps
¥ Show create time
50.0 Mbps M’V\J\ W b
Report format PDF v D.Dms—A A
0812372013 15:00:00 15:15:00 16:30:00 16:45:00 18:00:00

¥ Report recipient

Emaiaddress | example@example.com

Test

OK

Report options
All the report options will be displayed on reports once users set them up.

Company name: This will be displayed on the top left of reports.

Author: The name of the reports creator.

Company logo: The logo of the company, which will be displayed on the top right of reports.
Prefix: This will be added in the front of all report title as a prefix.

Show create time: Shows the time when reports are created.
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Report format: This option is for specifying the format of scheduled reports.

After the settings, users can click Preview to check the display.

Recipient address
The addresses of report recipients. Users can enter multiple addresses with one entry per line.

User Management

This page lists all user accounts. And, on this page, you can add, delete, and kick out users. This page
shows as following:

User Management

No. Username Type Status Date Created Date Logged in Notes Operation

1 admin Administrator | Online (browser) 10/19/2015 09:34:40 10/27/2015 13:08:14 Administratar Edit Delete Kick Out
2 hh Administrator | Offline 10/M9/2015 09:40:13 10/27/2015 11:34:23 Edit Delete <ick Out
3 Yy Administrator | Offline 10/19/2015 09:45:03 10/27/2015 11:34.22 Edit Delete Kick Out
4 test Administrator | Offline 10/19/2015 09:50:24 10/27/2015 11:34:22 Edit Delete Kick Out
5 hzg Administrator Online (Console) 10M19/2016 13:32:45 10/27/2015 12:09:28 Edit Delete Kick Out
6 colasoft Administrator | Offline 10/20/2015 10:16:06 - Edit Delete Kick Out
7 wyj Administrator Offline 10/20/2015 13:35:49 = Edit Delete Kick Out
8 wangyong Administrator Offling 10/20/2015 14:52:05 10/27/2015 11:49:00 Edit Delete Kick Out
G test! Administrator  Offline 10/23/2015 14:30:05 = Edit Delete <ick Qut
10 test2 Administrator | Offline 10/26/2015 15:33:52 10/27/2015 11:34:23 Edit Delete Kick Out
11 jason Administrator Online (browser) 10/26/2015 15:39:47 10/27/2015 13:08:30 Edit Delete Kick Out

New Account

No.: The number of the account, which starts from 1 and increases by 1 every time when a new user
account is created. When a user account is deleted, the number of it will be used by the user
account following it. Therefore, from the number of the bottom user account, you can know how
many user accounts are created for this nChronos Server.

Username: The user name of the account, which is defined when creating a user account.

Type: The type of the account, which could be an administrator, a user, or an auditor. You can
change the type of an account by click Edit following the account.

Status: The status of the account. The following list describes the status in detail:

Online: The status Online (Console) indicates the account logs in the Server from a Console and
does not log out yet; the status Online (Browser) indicates the account logs in the Server from a
browser and does not log out yet; and the status Online (Console, Browser) indicates the account
logs in the Server both from a Console and a browser and does not log out yet. You can view the
audit logs to know the details of the login.
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Offline: The account does not log in the Server at present.

Disabled: The account is disabled by an administrator and cannot log in the Server either from
the Console or from browsers.

Date Created: The time when the account is added.

Date Logged in: The time when the account logs in, from a Console or a browser.

Notes: The comments for the account.

Operation: The following list describes the operations:
Edit: Modifies the settings of the account. The settings are just the same as those when creating
a new account.

Delete: Deletes the account. An account can be deleted only when the status is Offline.

Kick Out: Kicks the account out of the connection from the Console. This button is available only
when the status is Online (Console).

Adding an account
To add an account, follow the steps below:

1. click New Account on the User Management page.

User Management / New User

Authentication type: Local v

Username: . . =)
Your accountcan contain only numbers, letters, and the following characters: _, @, ., and -; 20-character maximum.

Password:

6-20 characters in length

Re-enter password:

Notes (optionaly: N
’ ’ Atmost 256 characters in length

TYPE. | Administrator v

Disabled account

OK Cancel

Choose an authentication type, which could be Local, Radius, LDAP. For local authentication, it is
required to enter the password. For Radius and LDAP authentication, it is required to configure
authentication settings on the Authentication Settings page.

Enter the user name, the password for the account, and the notes.
Select the account type:

Administrator: An administrator has the administrator authority, can login the Server from both
the Console and browsers, and can configure the Server and the link properties.

User: A user can login the Server from the Console, but cannot configure the link settings.
Auditor: An auditor can only login the Server from browsers, but can only view the audit logs.

Click OK to completely add an account.
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User privilege
If the account type is User, you can allocate privileges to it, as the screenshot below:

Type:

User v
Privilege type: | Based on server v
Privileges . . . . ) "
Link Monitor Link Analysis View Alarm Logs View Reports Download Packets

Limitlength to | 65535
bytes
Disabled account
The privilege can be based on nChronos Server or based on network link. If the privilege is based on
nChronos Server, the user has same privileges on all network links on that server, including the
network links created later. If the privilege is based on network link, it is required to allocate
privileges for each network link.

The privileges include Link Monitor, Link Analysis, View Alarm Logs, View Reports, and Download
Packets. The following list describes the details for each privilege:

Link Monitor: Link real-time monitor, and application real-time monitor on that link.

Link Analysis: Link retrospective analysis, millisecond analysis, as well as application performance
analysis and application transaction analysis on that link.

View Alarm Logs: View the alarm logs on link/application real-time monitor, on the alarm view on
link/application/transaction analysis, and on the Alarm window.

View Reports: All features on the Report window.

Download Packets: Packet download feature and the feature to use Expert Analyzer. To download
packets, it is required to set up the packet length. If the stored packet length is greater than
download packet length, then take the download packet length as the standard; if the stored packet
length is less than download packet length, then take the stored packet length as the standard.

Modifying an account

When you want to modify the type of an account or disable an account, click Edit on the User
Management page, and then select the appropriate type to modify the account type or
select Disable to disable it.
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Authentication Settings

This page is for configuring authentication settings and shows as the following figure:

Authentication Settings

«| Enable third-party authentication

Radius authentication

Authentication address:

Billing port:

Encryption type:

Retry count:

® LDAF authentication

Server type:

Authentication address:

Username:

Domain:

Chase refarrals:

Test

192.168.9.143

1813

CHAP

Microsoft AD

192.166.9.143

administrator

test colasoft.com

Enable

QK

Authentication port:

Key:

Time-out:

Protocol version:

Authentication port:

Passward:

Time-out:

Base DN:

1812

213

5 second(s)

30000 second(s)

DC=test DC=colasoft.DC= | Obtain DN

Users can enable Radius authentication or LDAP authentication.

Radius authentication
The following list describes the options for Radius authentication.

Authentication address: IP address of Radius server.

Authentication port: The port number is 1812 by default, and can be modified.

Billing port: The port number is 1813 by default, and can be modified.

Key: The share key between nChronos Server and Radius server.

Encryption type: The encryption type for passing the share key between nChronos Server and Radius

server.

Time-out: The time of user authentication for nChronos Server and Radius server.

Retry count: The connection number that nChronos Server tries when the connection to Radius

server fails.
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LDAP authentication
The following list describes the options for LDAP authentication.

Server type: LDAP server type.

Protocol version: LDAP protocol version.

Authentication address: IP address of LDAP server.

Authentication port: User authentication port number provided by LDAP server.

Username: The user account with the permission to access LDAP server user privilege. Generally
speaking, it is an administrator account.

Password: Password for the user account.

Domain: Domain address of the authentication user.

Time-out: The timeout time for connecting to LDAP server.

Chase referrals: The status of the parameter Chase referrals on LDAP server.

Base DN: The user group of the user to be authenticated on domain server. You can click Obtain
DN to quickly configure all user group root directory on domain server, and then set up the user OU
to be authenticated.

Certificate

This page is provided to update digital certificate, and shows as the following figure:

Certificate

Issuer Subject Valid (From) Valid (To) Version
c=Us
S=0K

CN=Colasoft-CA L=Tulsa 01/28/2013 02:28:50 01/28/2018 02:38:50
©O= Colasoft LLC

CN=nChronos.colasoftcom

Update

By default, there is a certificate file provided by Colasoft. You can also update the certificate.
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To update the certificate, click Update on the Certificate page and upload the certificate file and the
corresponding key file.

Update Certificate
Certificate File: Select(.crt)

Key File: Select{ key)

Update Cancel

Security Policy

This page is provided to set the security policies, as the following figure:

Security Policy

Lockout policy

This policy setting determines the number of failed logon attempts that causes an IP address to be locked out

will be locked out.

IP lackout threshold: 3 (counts)
ss until the IP address is unlocked by an administrator or until the lockout

duration has expired.
You can set a value between 1 and 999

d out before automatically becoming

IP lockout duration: 10 (minutes)
Ifyou setthe IP lockout duration to 0, the IP address will be locked out until the Server restarts
This pol ing determines the number of minutes that must elapse after a failed login attempt before the failed logon attempt
Reset IP lockout counter tto 0 login attempts.
- 10 ( N
counter after: (minutes) ing only has meaning when an IP lockout threshald fied.

range is 1 minute to 9,999 minutes. This reset time must be less than or equal to the IP lockout duration

#| Client access contral

Example for whitelist IP Address format:

Access control list | 495 1550 p/24
55.0 or 2001:3ef0/80

IP address/imask: 182 168.0.0/24 or 192.168.0.0/

192.168.5.0/24 -
IP address range: 192 168.0 0-192 or 2001:3ef0::0001-2001:3ef0:0005
2.168.0.100 or 2001:3ef:000
rline. Use "Enter” to separate multiple IPs or IP ranges
=
OK Unlock

By default, IP lockout threshold is 3 times, IP lockout duration is 10 minutes, and lockout counter is

10 minutes. You can modify the default settings.

Following list describes the three parameters:
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IP lockout threshold: This option determines the number of failed login attempts that causes the IP
of the computer where a user attempts to login the Server to be locked out. A locked-out account
cannot be used until it is reset by an administrator or until the lockout duration for the account has
expired. You can set a value between 1 and 999 failed login attempts.

IP lockout duration: This option determines the number of minutes a locked-out IP remains locked
out before automatically becoming unlocked. The available range is from 0 minute through 9,999
minutes. If you set the IP lockout duration to 0, the IP will be locked out until the Server restarts.

Reset IP lockout counter after: This option determines the number of minutes that must elapse
after a failed login attempt before the failed login attempt counter is reset to 0 bad logon attempts.
The available range is 1 minute to 9,999 minutes.

Viewing locked IP addresses
When an IP is locked, an administrator can view the lock information.

To view the lock information, click Unlock on the Security Policy page; and the unlock page pops up,
which appears as below:

Access
User IP Source Attempt Username Last Access Time Operation

192.168.967 Browser jasonjjason;jason 102712015 13:50:44

User IP: The IP address where the user attempts to login.

Access Source: Shows the user attempts to login the Server from a Console or a browser.
Attempt Username: Shows which accounts with which the user attempts to login the Server.
Latest Access Time: Shows the latest access time.

Operation: Unlock the IP.

Except the locked IP addresses, but the unlock page also lists the IP addresses that are not locked
but failed to login the Server in the IP lockout threshold.

Unlocking an IP
To unlock a locked IP, click Unlock to open the unlock page and click &,

Client access control
When the option Client access control is enabled, the connections to nChronos Server are only
available for the IPs on the control list. Both IPv4 and IPv6 are supported.

Audit Log

This page lists all event logs, for example, which user logs in or logs out the Server, from the Console
or from browsers, and other events, as the following figure:
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Audit Log
Type | All Y Time - Content Query Download

No. Type Time User Event
5748 & 08/27/2017 10:29:41 qc Logged out from console(172.16.12.16).
5747 a2 08/27/2017 10:29:41 NIA System Alarm[3241]: Capture Interface dpdk port D has packet-loss. Please modify you capturing strategy
5746 2 08/27/2017 10:29:41 N/A System Alarm[3240]: Capture Interface dpdk port D has packet-loss. Please modify you capturing strategy
5745 E 0872712017 10:29:41 N/A System Alarm[3239]: Capture Interface dpdk port 0 has packet-loss. Please modify you capiuring strategy.
5744 Eid 08272017 10:29:41 NA System Alarm[323@]: Capture Interface dpdk port 0 has packet-loss. Please modify you capturing strategy
6743 EQ 08/27/2017 10:29:41 NIA System Alarm[3237]: Capture Interface dpdk port D has packet-loss. Please modify you capturing strategy
5742 EQ 08/27/2017 10:29:41 NIA System Alarm[3236]: Capture Interface dpdk port D has packet-loss. Please modify you capturing strategy
574 El 08/27/2017 10:29:41 N/A System Alarm[3235]: Capture Interface dpdk port 0 has packet-loss. Please madify you capturing strategy
5740 E 08/27/2017 10:29:41 N/A System Alarm{3234]: Capture Interface dpdk port 0 has packet-loss. Please modify you capturing strategy.
6739 Ed 08/27/2017 10:29:41 NA System Alarm[3233] Capture Intarface dpdk port D has packet-loss. Please modify you capturing stratagy
5738 EQ 08/27/2017 10:29:41 NIA System Alarm[3232]: Capture Interface dpdk port D has packet-loss. Please modify you capturing strategy
5737 El} 08/27/2017 10:29:41 N/A System Alarm[3231]: Capture Interface dpdk port 0 has packet-loss. Please madify you capturing strategy
5736 EL 08/27/2017 10:29:41 N/A System Alarm{3230]: Capture Interface dpdk port 0 has packet-loss. Please modify you capturing strategy.
5735 Ed 08/27/2017 10:29:41 NIA System Alarm[3228]: Capture Intarface dpdk port 0 has packet-loss. Please modify you capturing stratagy
5734 L_J 08/27/2017 10:29:41 admin Logged in from browser(172.16.17 2).
Total 384 page(s), 5748 record(s), current page 1 w2 Go

You can view the event logs by page turning via the buttons . , . , . , 4 ,and .
The following list describes the columns on this page.
No.: The number of the event. It starts from 1.
Type: The type of the event.
0; Error.
=i Warning.

.,J.; Information.

Time: The time when the event occurs.

User: The user who makes the event happen as well as the IP address of the computer which the
user is using when happening the event.

Event: The details of the event.

Downloading the logs
You can download the logs for further use or reference. To download the log, click the
button Download, and the logs will be saved automatically.

Filtering the logs
You can view the logs according to a specific type or according to time.

To view the logs according to types, follow the steps below:

1. Select an appropriate type from the Type drop-down list.
Click Filter.
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To view the logs according to time, follow the steps below:

1. Click the first box of Time and specify a time.
2. Click the second box of Time and specify a time.
3. Click Filter.

You can also view the logs both according to types and time simultaneously.

The filter function is a display filter function.

Time Synchronization
This page is provided to synchronize date and time and shows as the following figure:

Time Synchrenization

Manual setup

Time zone: (UTC-05:00) Eastern Time (US & Canada)  ~

Time 09/30/2016 13:43:56

® NTP Internet time server

Server 192.168.9.171 =

The system will be reset upon changing time synchronization settings. For the synchronization via Internet time server, the clock will be synchronized with the time server every minute

OK

To get precise analysis and statistics, you can set the reference time. There are two methods to
synchronize the clock.

Manual synchronization
To manually set the time, follow the steps below:

1. Select Manual settings.
Select a time zone and enter the appropriate time.
Click OK.

NTP synchronization
To synchronize with an Internet time server, follow the steps below:

1.Select NTP Internet time server.

2.Select an Internet time server.

3.Click OK.

The data will be reset and the services will be restarted upon changing time

synchronization settings. For NTP synchronization, the clock will be synchronized with the time
server every minute.
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Server Status

This page is for displaying the usage of CPU, memory, and storage as screenshot below:

Server Status

Settings B normall Hign I severe

O CPU Usage

Memory
100 %

11.66CB

09:09:20

09:09:40 09:10:00 08:10:20

09:10:40 09:11:00 09:11:20 09:11:40 09:12:00

O~ Memory Usage

- N

Status Configuration

You could click button "Settings" to configure the figures for normal, high, severe for CPU, memory,

and storage usage. The system default is set as below:

Status Configuration

CPU Usage:

e

Memaory Usage:

30

Storage Usage:

e

70

70
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Server Information

This page provides the basic information of nChronos Server:

Server Information

Product information

Mame: Colasoft nChronos Server
Yersion:
Edition: Standard

License information

Activation status: Activated

Serial number: Reactivate
Licensed to:

Storage capacity: 163840GE

Maximum analysis throughput: 15000Mbps

Maximum capture interfaces: a

Maximum netwaork links: 4

Concurrent connections to Server:
Maximum monitored applications:
Maximum analyzed transactions:

Product information

The Product information section provides information about the software product:
Name: The name of the software.

Version: The version of the software.

Edition: The edition of the software.

License information

The License information section displays the license information of the software product, including the
storage capacity, the maximum analysis throughput, the maximum network interfaces, the
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maximum network links, the concurrent connections to a Server, the maximum user accounts, and
so on. All those specifications are determined by the license.

Server Management

This page is for managing the Server and displays the running information:

Server Management

Status Information
Start time: 08/03/2017 18:44:34

Running time: 04:35:.08

SSH remote access: m

System status monitor log OFF  Colasoft nChronos will send System Status Log every minute.

Analyze original packet length: OFF

Refresh Export Config Import Config Reset Restart Service Restart Server Shut Down

Start time: The time when the service starts.
Running time: The service running time.

SSH remote access: The status of SSH remote access. This function is enabled by default, users can
turn it on or off. When it is on, the default port number is 22.

System status monitor log: Whether to send system status monitor log as syslog. Users can turn it
on or off. By default, it is off. If users want to send the system status monitor log, users should first
go to the Alarm Notification page to configure Syslog parameters.

Analyze original packet length: When this option is ON, the system will do the statistics based on
the packet length that is not truncated; when this option is OFF, the system will do the statistics
based on the truncated packet length.

Buttons
The following list describes the buttons at the bottom of this page:
Refresh: Refreshes the current page.

Export Config: Exports all current configurations of the Server to be a *.dat file, including all Server
configurations on the web side and all network link properties on the Console side. You are
recommended to export configurations after completing the configuring so as to back up the Server
configurations for further use.

Import Config: Imports the configuration file saved before to replace current configurations. Upon
the successful import of the configuration file, the service will be restarted.

Reset: Empties all data except configurations, which means the captured packets, statistics, and logs
are all deleted. After resetting the server, the service will be restarted.

Restart System: Restarts nChronos service. No data will be deleted.
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Restart Server: Restarts the machine where nChronos Server is installed.

Shut Down: Powers off the machine where nChronos Server is installed. Therefore, the connection
between nChronos Server and nChronos Console will be cut down certainly.
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Console User Interface

As the data presentation platform, nChronos Console contains three parts: the menu bar, the server
explorer, and the start page, and appears as the following figure.

Menu bar
Server explorer
Start Page

System Alert

i File(F) View(V) Help(H)

Server Explorer 1 ROISELELERY & demo - Analysis
$-=|8
© Recent Servers Colasoft nChronos Console 6.0.1 (Build
© 192.168.120.65

@ 192.168.5.160(Not Fo
[ Servers

= 192.168.120.65
£ demo @ ig

£} Link Analysis
- %, Link Monitoring
73 Custom Analysis

Shortcuts

Add Server Download Packets

Do you know?

i
Reports Dyenremilio dmerell g, leg ardlpodtdbs en rEimerss Sy, e 78 rerss S e o web breree: et i
A Alarms Server Management page and then click Reset. Note that once reset, the historical statistic data and the packet data cannot be
- El Key Application recovered.
4 Application Tran| Previous 1/17  Next
# VolIP Monitoring|
== Sublink What's new
t- . cases

Colasoft nChronos now supports VoIP analysis. Users can make statistics to analyze the number of calls, call duration, audio Mos,
F @replayﬂ(not running| Video MoS and call status,

€ 192.168.5.160(Not Fo To use VolP analysis function:

1. Unfald the link node under a connected server.

2. Double click on the "VolP Monitoring” node.

3. Go to the VoIP Monitoring interface and then view the analysis result of VolIP.

Previous 1/4  Next

Contact Us

Please feel free to contact us anytime when you have questions about the product

Sales:  sales@colasoft.com
support: support@colasoft.com

Menu bar

The Menu bar generally includes four menus, as the following figure:

File View Help
The File menu

Download Packets: Opens the Download Packets dialog box to download packets from nChronos
Servers. For information on how to download packets, see Downloading packets.

Options: System options.

Exit: Exits the program.

The View menu

Start Page: Shows or hides the Start Page.
Explorer: Shows or hides the Explorer pane.

Close Current Window: Closes currently active window.
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Close All Windows: Closes all open analysis windows and leaves the Start Page open.
Display Statistics as:

Number: Displays statistics as number.

Auto Format: Displays statistics as auto format.

Show MAC Address as:

Address: Shows MAC address as hexadecimal digits, e.g. AA:BB:CC:33:44:55.
Name: Shows MAC address as name, e.g. localhost.

Address and Name: Shows MAC address as hexadecimal digits and name, e.g.
AA:BB:CC:33:44:55[localhost].

Show IP Address as:

Address: Shows IP address as decimal digits, e.g. 192.168.1.1.
Name: Shows IP address as name, e.g. localhost.
Address and Name: Shows IP address as decimal digits and name, e.g. 192.168.1.1[localhost].

Show Adapter Manufacturer: Shows or hides the manufacture of network adapters, e.g. Intel-
AA:BB:CC.

Manage Downloads and Expert Analysis: Shows the Manage Downloads and Expert Analysis dialog
box to display the download and expert analysis history.

View Style: Choose the display style for the analysis views. The background can be black or white.
The Help menu

Content: Launches Help file of .chm format and show the Content page.

Search: Launches Help file of .chm format and show the Search page.

Index: Launches Help file of .chm format and show the Index page.

Activate: Follow the Activation Wizard to activate nChronos Console.

Colasoft Home Page: Goes to the home page of Colasoft website.

Forum: Goes to the technical forum.

About: To view the production information and license file

Start Page

The Start Page is the main interface you see when launching nChronos Console, providing tips,
features and other information about the program.

The Start Page shows as following screenshot.
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Colasoft nChronos Console 6.

Shortcuts

s Qo

Add Server Download Packets

Do you know?

If you need to clear all statistics, log and packet data on nChrones Server, login nChronos Server from a web browser, go to the
Server Management page and then click Reset. Note that once reset, the historical statistic data and the packet data cannot be
recovered.

Previous 1/17  MNext

What's new

Colasoft nChronos now supports VolP analysis. Users can make statistics to analyze the number of calls, call duration, audio MaS,
Video MoS and call status.

To use VolIP analysis function:

1. Unfold the link node under a connected server.

2. Double click on the "VolP Monitoring” node.

3. Go to the VolP Monitoring interface and then view the analysis result of VolP.

Previous 1/4 Mext

Contact Us

Please feel free to contact us anytime when you have questions about the product.

Sales: sales@colasoft.com
Support: support@colasoft.com

Shortcuts: This part provides two default shortcuts, and you can also add a shortcut onto the
shortcuts part. You can click the shortcut icons to quickly add a server, or to download packets. To
add a shortcut here, right-click the appropriate items on the left explorer pane and click Create
Shortcut.

Do you know: This part provides some tips when you use the program.

What's new: This part provides some features of the program and guides you to experience these
features step by step.

Contact Us: This part provides some contact information. Please feel free to contact us when there
are problems.

Server Explorer

The server explorer is at the left side of the program. You can hide it when you want to get a bigger
view of the analysis view.

To hide the server explorer, just click H at the top-right corner, and it will shrink into a thin bar to
dock at the left side of the program. If you want to show it, just click Server Explorer on the thin bar,

and click ™ at the top-right corner to fix it.

The server explorer is for managing nChronos Servers. Once an nChronos Server is added to a
Console, it will be displayed:
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S r Explorer

- ="

) Recent Servers

H-€ 192.168.120.65

i€ 192.168.5.160(Not For Sale)
[ Servers

£ 192.168.120.65

=L demo

----- €} Link Analysis

----- %, Link Monitoring

----- T3 Custom Analysis in New
..... LCT} REpDI"tS

----- A Alarms

=Bl Key Application Analysis
[i-# Application Transaction
----- & VolP Monitoring

-2 Sublink

-k cases

-8 replay1(not running)

- 192.168.5.160(Not For Sale)

< >
Link Name: demo

Link Type: Switch (bidirect...
Link Status: Running

Capture Filters: Accept: 0, Reje...
Storage Filters: Accept: 0, Reje...
Custom Apps: 30
Alarms: 25

Properties

The list below describes the icon buttons on the Server Explorer.

W T: Adds a Server or a server group to the Console. For information about operations on a Server,
see Managing Servers.

= : Removes the selected Server from the Explorer pane.

= : Views the properties of the selected item.

(0]

The icon ™ indicates server groups for containing Servers.
The icon @ indicates nChronos Server.
The icon =& indicates network links.

Hiding and showing server explorer

To hide server explorer, just click H at the top-right corner of the server explorer pane, and the
server explorer pane will shrink into a thin bar to dock at the left side of the program.

If you want to show the server explorer pane, click = to fix it.
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System Alert

nChronos provides system alerts. When the system alerts are triggered, the alert logs will pop up
from the lower right corner of the Console user interface, as the screenshot below:

You have 1 system alerts to acknowledge: "0
172.16.0.209:

[8412017-09-26 16:57:53 Admin login failed more than three times, IP address
172.16.17.2" was locked.

Users can double click the button " @ to hide this window. You can click the button to toggle the
window.

Users can click the button & in front of the alert log to acknowledge the alert log, and then the alert
log will be removed from the window.
The Audit Log page from server's webpage displays all triggered system alert logs.

There are six types of system alerts:

Unauthorized IP address access. Unauthorized IP address tries to access nChronos Server. Users can
specify which IP addresses have the permission to access the server on the Security Policy page on
server's webpage.

User access failure. Users fail to access the server due to invalid username or password and the IP
address are locked. Users can configure the lock policy on the Security Policy page on server's
webpage.

nChronos Server accident disconnection from the Analysis Center.
Server reboot by accident.
Poor capture performance.

Poor analysis performance.
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Adding and connecting nChronos Server

To view the statistics and analysis data through the Console, we must add nChronos Server.
Adding nChronos Server
To add nChronos Server, follow the steps below:

1. Onthe Server Explorer, click the server group which the server to be added belongs to.

Click % ™ and click Add Server; the Add Server dialog box appears.

[ Add Server @

Server

Host:

Port: 3000 s

Mame:

Credentials

Username:

Password:
Save Password

Options
|:| 55L encryption |:| Data compression

[ oK J[ Cancel ]

Complete the dialog box. See the following list of each label for more
information.

Host: The IP address of the management interface on nChronos Server.

Port: The port number for connecting to Server. It is 3000 by default.

Name: A readable name for identifying the Server, for example, Marketing Dept. It will be the
same as the IP address if you don't enter one.

Username: The account for logging the Server.

Password: The password for the account.

SSL encryption: Applies SSL encryption when transmitting data from the Server to the Console.
Data compression: Compresses the data in the transmission from the Server to the Console.

Click OK after completing the Add Server dialog box. Then the added server will display under the
Server Group on the Server Explorer.
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Connecting nChronos Server

To connect to nChronos Server, do one of the following:
Double-click the server name of the Server that you want to connect.
Click the server name of the Server that you want to connect, and then click # in front of it.

Click the server name of the Server that you want to connect, and then click the button Connect at
the bottom of the Server Explorer.

Right-click the server name of the Server that you want to connect and click Connect.
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Configuring Network Link

Network links are created to capture the traffic over the network, define inbound network segments
to thereby define internal IP addresses, and set the bandwidth of the network. Therefore, to capture
useful packets and obtain effective analysis and statistics, you may need to set the network links
before monitoring or analyzing them.

After connecting nChronos Server, the network links belonging to the Server automatically displays
under the Server.

To configure a network link, do one of the following:

Right-click the network link and select Properties to open the Link Properties dialog box.

Click the network link, and then click =1 on the top of the Server Explorer to open the Link
Properties dialog box.

Click the network link, and then click the button Properties at the bottom of the Server Explorer to
open the Link Properties dialog box.

The Link Properties dialog box shows as the following figure:

(s Link Properties of demo X

Capture Filters ~
Storage Filters Capture Filters
Packet Truncating

Name Tables ||| (X [ | |
Network Segments [ | e )

Sublink Configuration Name | CAcce... | JReject |

= Application
References
Field Definition
Transaction Settings
Analysis Settings
Application Groups
Application Alarms
Transaction Alarms
= VOIP
RTP Analysis
VolP Alarms
= Link Alarm
Traffic Alarms
Email Alarms

No filter, accept all packets.i
No data to display ;

Domain Alarms
Signature Alarms

Baseline Alarms _
: 4_&‘3 Analyzer|
Burst Alarms v . = yzer) ; :

< fhoosmaal Accacs A '“""") [ piscard duplicated packets Advanced Simple

Link properties are specific to a network link, regardless of the Console on which the
settings are made. Furthermore, the network properties under one nChronos Server could have
different settings.

Capture Filters

Capture filters are used to filter out the packets that do not meet the requirements. There are two
panes on the Capture Filter tab, the left pane and the right pane, as the following figure:
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Capture Filters

B || |X| |~ @

Name | OlAcce... | CIReject |

No filter, accept all packets.i
No data to display :

|

[ biscard duplicated packets Advanced Simple

The left pane lists all filters, including default filters and custom filters. For each filter, there are two
options, Accept and Reject. Accept means only packets matching the filter will be saved and analyzed,
while Reject means only packets unmatched will be saved and analyzed. All selected filters are in OR
relationship.

The right pane is filter flow chart which shows all selected filter items on the filter list, including
Accept ones and Reject ones. It refreshes upon any changes on the filters. You can double-click a
filter on the flow chart to edit it.

Buttons

There are six buttons for setting capture filters.

: Creates a new filter.
: Edits the selected filter.
: Deletes the selected filter.

: Resets the filter to default.

: Imports saved filter files to current filter list. When a filter file was imported, all the filters in
current list will be removed.

: Saves all filters in current filter list to disk.
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Adding a filter

To add afilter, just click and then complete the Capture Filter dialog box.

For more information about adding simple filters, see Creating a simple filter.
For more information about adding advanced filters, see Creating an advanced filter.

Applying a filter

To apply a filter, just select the Accept or Reject checkbox, and then click OK on the dialog box.
Accept means only packets matching the filter will be captured, while Reject means only packets
unmatched will be captured.

Discard duplicate packets

Capture Filter allows you to discard duplicate packets. When there are two or more copies of the
same packets, only one copy of them will be analyzed and other copies will be discarded. There will
be lots of duplicate packets in a misconfigured port mirroring (SPAN) environment, which has bad
influence on normal network analysis. Discarding duplicate packets can improve analysis accuracy
and save storage space.

There are two methods to discard duplicate packets: Simple and Advanced:

Simple: This rule identifies the duplicate packets based on source IP address, destination IP address,
and IP ID. If two packets have identical source IP, destination IP, and IP ID, then only one packet will
be analyzed, and the other one will be discarded.

Advanced: This rule identifies the duplicate packets based on source IP address, destination IP
address, source MAC address, destination MAC address, IP ID, and checksum. If two packets have
identical source IP, destination IP, source MAC address, destination MAC address, IP ID, and
checksum, then only one packet will be analyzed, and the other one will be discarded.

o It is recommended to enable the Discard duplicate packets function only
when it is very necessary because it has big impact on the storage performance.

Creating a Simple filter

To create a simple filter,

1. Click on the Capture Filter tab to open the Packet Filter dialog box.
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On the Simple Filter tab of the Packet Filter dialog box, enter the name and the description for the
filter, and specify the color for the filter, just like the following figure:

f ™y
Packet Filter [
Simple Fliter | Advanced Filter
Mame: Filter 1 Color: E
Description:
Address rule
Endpaint1
Type: IPv4 range v]

Addr, 1: 192.168.5.20 -
Addr.2:  192.168.5.40 -
Endpoint 1 <-> 2 -

Endpaint2
Type: IPv4 range Y] L
Addr, 1: 192.168.5.20 -
Addr, 2: 192.168.6.40 -
[ Port rule
Portl Port2
Single port ? Any port 7
Port 1 <-> 2 ]
0 o
[ Pratocal rule |
Protocol Description Select
Remaove
[ Ok J ’ Cancel ] ’ Help ]
L. >

Select the Address rule checkbox to define an address rule for the filter.
Select the Port rule checkbox to define a port rule for the filter.
Select the Protocol rule checkbox to define a protocol rule for the filter.
At last, click OK on the Packet Filter dialog box.
o When afilter is defined with an address rule, a port rule and a protocol

rule, they are connected by logical AND statements. That is, packets must match all
of the rules to match the filter.

Defining address rules
To define an address rule, follow the steps below:

1. Select the Address rule checkbox.
Select an address type from Endpointl and enter the address in the textbox below the address type.

Click the direction drop-down list box to select packet transmission direction between the two
addresses.

Endpoint 1 -> 2: This option indicates the packets transmitted from the address 1 to the address
2.
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Endpoint 2 -> 1: This option indicates the packets transmitted from the address 2 to the address
1.

Endpoint 1 <-> 2: This option indicates the packets transmitted from the address 1 to the
address 2 or from the address 2 to the address 1.

Select an address type from Endpoint2 and enter the address in the textbox below the address type.

Click OK on the Packet Filter dialog box.

Click the icon ED to get references if you are not familiar with address format. Click the

icon E to delete all items entered before.

Defining port rule

To define a port rule, follow the steps below:

Select the Port rule checkbox.

Select a port type from Portl and enter the port number in the textbox below the port type.

Click the direction drop-down list box and select packet transmission direction between the two
ports.

Port 1 -> 2: This option indicates the packets transmitted from the port 1 to the port 2.
Port 2 -> 1: This option indicates the packets transmitted from the port 2 to the port 1.

Port 1 <-> 2: This option indicates the packets transmitted from the port 1 to the port 2 or from
the port 2 to the port 1.

Select a port type from Port2 and enter the port number in the textbox below the port type.
Click OK on the Packet Filter dialog box.

Defining protocol rule

To define a protocol rule, follow the steps below:

1. Select the Protocol rule checkbox.

Click Select to open the Protocol Rule dialog box which appears as below.
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' ™
Protocol Rule u
Type: [Hierarchical -

i List
B[] |
{1l

=[] ETHERNET_II
-[_] ETHERMET_OTHER.

L

B[] RARF

.

=
owm
= =

=l

Tl
T

o o o o o
EEEE

o I e B
=
o
b

VLAN
P

i [] 1P_FRAGMENT
~[] P_OTHER

e[ TLSP >

m
i

[ 0K l l Cancel l’ Help l

N A

Choose the appropriate protocols and click OK.

Click OK on the Packet Filter dialog box.

The chosen protocols are listed in Protocol Rule section. You can delete a protocol item from the list
with the Remove button.

Creating an advanced filter

To create an advanced filter,

Click on the Packet Filter tab to open the Packet Filter dialog box.

On the Advanced Filter tab of the Packet Filter dialog box, enter the name and the description for
the filter, and specify the color for the filter, just like the following figure:
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Capture Filter X

Simple Fliter Advanced Filter

Name: Color: _v

Description: | |

& Port and .
333 "

— T

The toolbar contains the following items:

And: The rules connected by "and" are in logical AND relationship.
Or: The rules connected by "or" are in logical OR relationship.

Not: Only packets unmatched the condition will be captured. The Not rules are marked as red ones.
i Edits the selected rule.

X.: Deletes the selected rule.

. .

~..: Shows the icon for each rule.

'51] Shows the details of the rules.

e

—+: Shows the logical relationships of the rules.

The filter rules are arranged in a filter relation map. The map shows the logical relations among the
rules from adapter to an analysis project. You can double-click the rule to edit it.
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Click And to define a rule, which could be address rule, port rule, protocol rule, size rule, value rule
and pattern rule.

Click And and Or to define other rules.
At last, click OK on the Capture Filter dialog box.

The Address, Port and Protocol rules are the same to those in simple filters (for more information
about how to define these rules, see Simple filter).

Defining application rules

Application rule is for defining filter rules based on applications, which could be system applications
and customized applications.

To define an application rule, click And or Or on the toolbar and select Application to open the
Application Rule dialog box which appears as below.

-

(=]

Application Rule

Filter: | - | Exactly Match

Type: | Al Application -
Application Description =
L] alpemix Alpemix is a remate support and ... =

[ ] itv-player ITV Player is an online video on d..,
[] 1c-enterprise

[] amazon-aws-console
[ ] adobe-meeting

(] mail.ru-agent-base

1C Enterprise is a comprehensive. ..
The AWS Management Console p...
Adobe Connectis a web confere...
Mail.ru-agent is a free instant me...

[ ] mail.ru-agent-file-tr. ..

|:| airaim
[ ] airdroid

[ ] aol-messageboard-...

This application identifies the file ...
AirAIM is a web-based IM service...
AirDroid is an Android app that le...
ADL provides a message board c...

|:| aSproxy Asproxy acts as a protective scr...
[ ] backpack-editing Backpack is & web-based persan. ..
[] badoo Badoo is a Sodal Metwork for Me. .,
[ ] batchbook Batchbook allows small businesse. ..
[] beinsync BeInSync enables users to secur...

[ ] mediawiki-editing

MediaWiki is 8 web-based wiki sa...

—_ . aaim

[ Ok ] [ Cancel ][ Help

Check the desired applications and click OK. You can use the Filter box to make a search.

o Advanced filters can also be converted into simple filters, but some filter
rules will be lost because advanced filters have more filter conditions than simple
filters.
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Storage Filters

The Storage Filter is provided to for users to store the packets that match the filters. For example, if
you want to only store HTTP packets, you can enable a HTTP storage filter.

The Storage Filter tab is very much similar to the Capture Filter tab, as the following figure:

Storage Filters

B (X o] @

- OReject ~ /i[5 Adapter |

O
s
a
m

Name
HTTP

DNS
FTP
ARP/R...

GIMVP

Broadc...
CIFS

No filter, accept all packets.i

IP
Multicast

POP3
PPPoE
SMB
SMTP

Ooooooooooioooooino
Ooooooooooioooooino

vi & Analyzer] |

In addition to the similar interface, Storage Filter has the identical settings to the Capture Filter. For
how to create a filter, please refer to Capture Filter.

Besides the filters, Storage Filter provides a functionality to truncate the stored packets to a
specified size. Enable the Truncate checkbox on the bottom of this tab, and enter a number to
specify the packet size.
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Name Tables

The Name Table tab manages symbolic names for all MAC addresses and IP addresses. There are five
types of name table: MAC Name Table, IPv4 Name Table which is only available for IPv4 analysis,
IPv6 Name Table which is only available for IPv6 analysis, VLAN ID, MPLS VPN Tag. This tab shows as
the following figure:

Name Tables

B F X @& @ @

Name Table IPv4 Address e Search: ~
Name Object
UPM - testserver 221.237.152.216
UPM - testserver2 221.237.152.215
db server 221.237.152.217
Chris 125.65.112.168
Buttons

The buttons on this tab are described as below:

: Adds a name for an address.
: Edits the selected item.

: Deletes the selected item.

a}j:
: Sets name table options.
: Imports a name table file to current name list.

: Saves current name list to a .csta file.

.-}:
Click , the Name Table Options dialog box appears.
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Name Table Options X

[] Auto-resolve host names

Memurize auto-resolved host name |2 : days

Auto-resolve host names: Set whether to automatically resolve the names for the hosts.

Memorize auto-resolved host names: Set the days to save auto-resolved host names.
Adding a name for an address
To add a name for an address, follow the steps below:

1, Choose the name type from the Name table type drop-down list. For example, if you want to add
a name for an IPv4 address, you should choose IPv4 Name Table.

2, Click to open the Add Name dialog box which appears below.

Add to Name Table *

Type: IPvd Address e

Address: 192.168.5.37

Alias: Taylor

Color: |_Color_ Qg

iesolve Address | Resolve Name Cancel

Enter the address, and the name for the address.

Click OK on the dialog box, and click OK on the Name Table tab.

When you do not know the name for the address, you can use Resolve Address button to
automatically resolve the address; or, when you do not know the address for a name, you can use
Resolve Name button to automatically resolve the name.

Adding a name for VLAN ID
To add a name for a VLAN ID, follow the steps below:

Choose VLAN ID from the Name table type drop-down list.

Click to open the Add Name dialog box which appears below.
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Add to Name Table

Type; VLAN ID

Address: |32 ‘

alias: |de~rout ‘

Color:

Resolve Address  Resolve Name 0K Cancel

Enter the VLAN ID, and the name for the VLAN ID.
Click OK on the dialog box, and click OK on the Name Table tab.
Adding a name for VPN label

To add a name for a VPN label, follow the steps below:

1, Choose MPLS VPN Label from the Name table type drop-down list.

Click to open the Add Name dialog box which appears below.

Add to Name Table x

Type: MPLS VPN Label v
Address: 233

Alias: ‘TU|53|

Color: m =

Resolve Address | Resolve Name Cancel

Enter the VPN label, and the name for the VPN label.
Click OK on the dialog box, and click OK on the Name Table tab.
Adding a name for VXLAN ID
To add a name for a VXLAN ID, follow the steps below:
1. Choose VXLAN ID from the Name table type drop-down list.

Click to open the Add Name dialog box which appears below.
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Add to Name Table X

Type: VHLAN ID N

Address: |?281 ‘

Alias: |C|'3'UCI ‘

Color: |_Color_ g

lesolve Addres: | Resolve Name Cancel

Enter the VXLAN ID, and the name for the VXLAN ID.

Click OK on the dialog box, and click OK on the Name Table tab.

Packet Truncating

Packet Truncating configuration can truncate packets and store them to improve storage
performance and save storage. The configuration interface shows as the screenshot below:

Packet Truncating

& | | X 6@ g
Type: |al w Search: V|
Ena.. Object Type Rule |
Mo data to display
] Truncate all packets to bytes
Buttons

The following list describes the buttons on this tab.

: Adds a new packet truncating setting.
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: Edits the selected item.

: Deletes the selected item.

: Import packet truncating configuration from a file.

: Saves current configuration to a file.
Add Packet Truncating Configuration

To add a Packet Truncating configuration, follow the steps below:

1. Click ) to open the Packet Truncating dialog box.

Packet Truncating X
Type: Application w
Object: |Web Server v
Rule:

Starting from th payload packet, truncate packets to bytes

Note: Conversation-based. 3-way handshake packets for TCP conversations are not truncated.

On the Packet Truncating dialog box, specify the type and object, and then enter the values for the
rule.

Type: The object type of the packet truncating configuration.

Object: The object of the packet truncating configuration. For application and protocol types,
objects are all selected from the drop-down list. For virtual interface type, directly input the
virtual interface ID.

Rule: Starting from the first N payload packet, the packet is truncated to the specified length.
The length range is 64 — 65535.

Click OK on the Packet Truncating dialog box, and then click OK on the Packet Truncating tab.

Network Segments

This tab lists all network segments and the rules of the segments, showing as the following figure:
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Network Segments

B & (X |@ #

DEnahIe System Segment  Type: |Custom Network Segme Search: ™
Na... | Geoloc... | T... | Rule Segment Total Ba... | Segment Inbound Ba... | Segment O
UP... | Segme... |1 10.0.0.0/8 100 100 100
UP... | Segme... |1 221.237.152... | 100 100 100
UP... | Segme... |1 192.168.0.0/... | 100 100 100
UP... |CD S.. | 192.168.1.0/... | 200 100 100
UP... | Beijing S... | 171.0.0.0/8 200 100 100
UP... | Chengdu | S... [222.0.0.0/8;... | 200 100 100
UP... | Shangh... | S... | 125.0.0.0/8;... | 200 100 100
UP... | HK Offi... | S... | 118.0.0.0/8 200 100 100
UP... vl... [ 100.0.0.4-10... | 200 100 100
we... 192.168.8.0/... | 100 100 100
sl 192.0.0.0/8 100 100 100
< >

Buttons

The following list describes the buttons on this tab.

: Adds a network segment.

: Edits the selected network segment.

: Deletes the selected network segment.

: Imports network segment customizations from a file.

: Exports current network segment customizations to a file.
Adding a network segment

To add a network segment, follow the steps below:
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1. Click to open New Segment dialog box:

Network Segment X
Definiti
erinition Note
Hame |Segment1 | 1. TP segment supports three formats.
(1) Address/mask, e.g.: 192.168.1.0/24
Gaolocation: |HK | 192.168.1.0/255.255.255.0

FEB0:0:0:CD30::/60

(2) Address range, e.g.: 192.168.1.1-192.168.1.100
Type: |t‘“'St | FEB0::COAB:0164-FES0::CDAB:0170
(3) A single IP address, e.g.: 192.168.1.1
Rule FEB0::24D1:FEGD: COAB:0164
192.168.8.0/24 2. One entry per line, in logical "or" relationship.

3. The range of inbound bandwidth is 1-1,000,000, and it cannot
be greater than the inbound bandwidth of the link.

4. The range of outbound bandwidth is 1-1,000,000, and it
cannot be greater than the outbound bandwidth of the link.

5. The range of total bandwidth is 1-1,000,000, and it cannot be
greater than the total bandwidth of the link.

Bandwidth settings

Mbps
Inbound bandwidth: |1DD | P

Mbps
Outbound bandwidth: |1DD |

Mbps
Total bandwidth: | 200 |

On the New Segment dialog box, enter an appropriate name for the new segment, specify the

geographical location, and then enter the segment rules and segment bandwidth.

Name: The name for the network segment, which will show in the Network Segment view if the
segment is available.

Geo location: The geographical location of the network segment, which will show in the Geo
Location columns of the IP Address view and the IP Conversation view if the IP address belonging
to the segment is available.

Type: The type of the network segment.

Rule: You can define a single IP address, a range of IP addresses or IP address subnet as a
network segment. Note that the rules in different network segments can be identical or crossed.

Bandwidth settings: This option is for setting the bandwidth for the network segment, which is
for calculating the bandwidth utilization for the network segment. The inbound bandwidth and
outbound bandwidth shall not be greater than the inbound bandwidth and outbound bandwidth
of the network link that the network segment belongs to, respectively. The total bandwidth shall
not be less than the greater one of the inbound and outbound bandwidth and be greater than
the sum of the inbound and outbound bandwidth.

3. Click OK on the New Segment dialog box, and then click OK on the Network Segment tab.

o The geographical location will display in the analysis views if available.

Sublink Configuration

In the sublink configuration, you can customize the sublinks of VLAN, ISL VLAN, VXLAN, MPLS VPN,
MAC address, NetFlow ID and network segment, which is helpful for users to more conveniently
manage and monitor virtual network statistics data and network segment data in the network
environment. This tab shows as the following figure:
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Sublink Configuration

B & X @ e

Type: |VLAN hY Search | \/|
| Na... [ID | Total Bandwidth | Inbound Bandwidth | Outbound Bandwidth |
< >

Buttons

The following list describes the buttons on this tab.

: Adds a network segment.

: Edits the selected network segment.

: Deletes the selected network segment.

: Imports network segment customizations from a file.

: Exports current network segment customizations to a file.
Adding a sublink

To add a sublink, follow the steps below:
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1. Click to open the Sublink Configuration dialog box.

Sublink configuration X
MName: |
Type: VLAM b
D: |Separate multiple values by commas.
Inbound bandwidth: |1DD | Mbps
Outbound bandwidth: |1DD | Mbps
Total bandwidth: |ZDD | Mbps
Congestion Evaluation
_ Idle Moderate
‘ 20 % ‘ 50 % 90 %

2. Onthe Sublink Configuration dialog box, enter an appropriate name for the new sublink
and enter the segments.
Name: The name for the sublink.

Type: The type of the sublink.
Tag: Identification information for the sublink.

Inbound bandwidth: It is used to count the inbound utilization of sunblinks. The range is
1Mbps~1000000Mbps, and it should be <= the inbound bandwidth of the link to which the
network segment belongs.

Outbound bandwidth: It is used to count the outbound utilization of sunblinks. The range is
1Mbps~1000000Mbps, and it should be <= the outbound bandwidth of the link to which the
network segment belongs.

Total bandwidth: It is used to count the total utilization of sunblinks. The maximum of the
inbound and outbound bandwidth <= the total bandwidth <= the sum of inbound and outbound
bandwidth.

3. Click OK on the Sublink Configuration dialog box.
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References
This tab is provided

to set the reference values for the items on the Summary view. This tab shows

as the following figure:

References

7 o] @] @

Reference Item Reference Range
Unicast Bytes/Total ... | >=90.00%
Broadcast Bytes/To... | <5.00%
Multicast Bytes/Tot... | <5.00%
Abnormal Address ... | <1.00%

Unicast Bytes/Total ... | >=90.00%
Broadcast Bytes/To... | <5.00%

Multicast Bytes/Tot... | <5.00%
Abnormal Address ... | <1.00%
Broadcast Packets/... | <10.00%
Multicast Packets/T... | <10.00%
ARP Packets/Total P... | <3.00%
ICMP Packets/Total ... | <3.00%
<=64B Packets/Tot... | <45.00%
<=128B Packets/To... | <60.00%
SYN Packets/Total T... | <10.00%

PN T WP YRR N7y ) . AnoAnns

Buttons

The following list describes the icon buttons on this tab:
: Edits the selected item.
: Resets all the reference values to default.

: Imports reference settings from a file.

: Exports reference settings to a file.

Editing a reference value

To edit a reference value, just double-click the item and enter the value on the Reference Value box
as below.

Reference Value >

tem L_Inicast Bytes/Total IP Bytes |
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Field Definition

This tab is provided to define fields for custom applications, showing as the following figure:

Field Definition

B E X (@ @

Name Description

Importance | The importance of the applications for the system.

o When a field is defined successfully, it will display when adding custom
applications, and you must enter a value for the field.

Buttons

The following list describes the icon buttons on this tab:

: Adds a new field.
: Edits the selected field.

: Deletes the selected field.

: Imports saved field setting files to current tab.

: Saves all field settings on this tab as *.csta file.

Adding a field
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To add a field, follow the steps below:

1. Click to open the Field Definition dialog box, which appears as the following figure:

Field Definition X
Mame: |Importance | | 0K
Description: | The importance of the Close
applications for the system.|

Enter the field name and the description if necessary.
Click OK.

Transaction Settings

The Transaction Settings tab is provided to configure application layer protocols and transaction
identification condition. When a transaction is defined, it can be correlated to standard application
for transaction analysis. The Transaction Settings tab shows as the screenshot below:

Transaction Settings

B R @ @[] | | Search: ™
Name Transaction Plugin
DNS Transaction Standard Protocol Transaction Analysis
Database Database Transaction Analysis
HTTP HTTP Transmission Transaction Analysis
OA transaction analysis HTTP Transmission Transaction Analysis
Web appications HTTP Transmission Transaction Analysis
account system performan... | SDL Transaction Analysis
Order system performanc... | SDL Transaction Analysis
34049xml SDL Transaction Analysis

Buttons

The following list describes the icon buttons on this tab:

: Add TCP Transaction. For more information on how to add a TCP transaction, please refer to
Adding a TCP transaction.

&
: Add Database Transaction. For more information on how to add a database transaction, please
refer to Adding a database transaction.

: Add HTTP Transaction. For more information on how to add an HTTP transaction, please refer
to Adding an HTTP transaction.

: Add SSL/TLS Transaction. For more information on how to add an SSL/TLS transaction, please
refer to Adding an SSL/TLS transaction.
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: Add SDL Sync Transaction. For more information on how to add an SDL sync transaction, please
refer to Adding an SDL sync transaction.

: Edit the selected transaction group.

: Delete the selected transaction group.
: Import transaction settings from a file.

: Export current transaction settings to a file.

One transaction setting item may include more than one transaction, therefore one transaction
setting item is called as one transaction group.

Adding a TCP transaction

To add a TCP transaction, on the Transaction Settings tab, click the button to open the
Transaction Settings box, as the screenshot below:
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Transaction Settings @
Basic Information
Transaction Group Name: custom-fid Transaction Plugin: ITCP transaction analysis ']
Cross Flow: ’NO N Communication Type: ’ASYI'IC"II'OHOUS N ]

Protocol Information

B & B X (e (=
Request Protocol | Response Protocol

[ request Protocol

..... | Name: fin Field type: Normal Field -
] suc
-]} New Protocal Value type: Uint16 - Extract value via:  |Specifying offset -

EI cmd Beginning offset: Protocol start poin v Offset: 3] -

Match length: 227
Constraint: 11-22,99
Print to log

Apply

Transaction Information
Setp one: General configuration

If the transactions comply with same rule, you can didk to configure them.
Setp two: Detail configuration

(=) B[] B[] [¢]

Transact... | Transaction Identification Con... | Transaction Match Co... | Transaction End... | Transaction Suc...

e3e311 request.Mew Protocol.cmd=0xe...
e3e3lk

Transaction identification follows the listed sequence, After one transaction is identified successfully, the identification session ends.

[ OK ] [ Cancel

The Transaction Settings box includes three parts:

Basic Information

The Basic Information part includes four options described as below:
Transaction Name: The name of the transaction. It should be unique.

Transaction Plugin: Transaction identification plugin. Only TCP transaction analysis plugin is available
for now.

Cross Flow: To configure whether the transaction group is identified by crossing flows. Yes means to
cross flows.

Communication Type: The communication type of transaction group. It could be Asynchronous or
Synchronous. If the transaction group is identified by crossing flows, then the communication type
should be asynchronous.

Protocol Information
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The Protocol Information part is for describing application layer protocols. When configuring
protocols, it is required to configure related fields and sub-protocols based on protocol sequence.
The protocols added under a protocol are called as sub-protocols.

To accurately describe protocols, it is required to configure request protocols and response
protocols separately. The methods for configuring request protocols are exactly same to those for
configuring response protocols. Here, take configuring request protocols as an example.

Adding field

Click the Add Field button to add a protocol field, as the screenshot below:

Protocol Information

Request Protocol | Response Protocol |
[} Request Protocol : . : : ’
=l Name: Add Field Field type: Normal Field v
B s
[ Add Protocol Value type: Extract value via: | Specifying offset v
Beginning offset: Protocol start poin v Offset: 0 -

Match length:

|| Parse condition: S = [V calculate
Constraint:

[]Print to Log

The following list describes the options for adding a field:
Name: The name of the field. Field names of same level should be unique.

Field type: Field type could be Normal Field or Protocol Length. Protocol Length means that the field
is for flagging the total data length on the protocol layer. One protocol only contains one protocol
length field.

Value type: Value type could be Uint8, Unit16, Uint32, Uint64, or String. If the Field type is Protocol
Length, then Value type cannot be String.

Extract value via: There are three methods to extract the value. Different extract methods bring
different options.

Specifying offset: Extract the value after offsetting some bytes.

« Beginning offset: Select a configured field or offset from protocol start point.

o Offset: Select a configured field or enter a positive integer to be the offset.

o Match length: Enter a positive integer to be the match length. Match length
must be specified when Value type is String.

Matching pattern: Extract the value based on pattern.

« Beginning offset: Select a configured field or offset from protocol start point.
o Offset: Select a configured field or enter a positive integer to be the offset.
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« Search length: Enter a positive integer to be the search length.

« Pattern type: Pattern type can only be Regular Expression for now.

o Match pattern: Enter the match pattern based on regular expression, or
click the drop-down list to choose a match pattern to set up quickly.

Calculating: Extract the value by logical operation.

o Calculation rule: Supported calculation rules include adding, subtracting,
multiplying, dividing, logical AND, and logical OR. For dividing, only the
integer part of the result is returned.

e Constraint: Constraint is for checking field extracting result.
Only when the constraint is matched, the protocol is parsed correctly. If the constraint is not

matched, then protocol parsing failed. If no constraint is set up, then the result will not be
checked.

Constraint can be a single value, a value range, or a set of multiple values. Value range is defined
with "-", while a set of multiple values is defined with ",". The value can be decimal figures,
hexadecimal figures, or string.

For example, "0-99" indicates an integer value not less than 0 and not greater than 99. "2,5,7"
indicates a set of 2, 5, and 7. "abc, def, xyz" indicates a set of three strings.

Print to log: If this option is checked, field parse results will be displayed when do transaction
analysis on the Transaction Log view.

Adding sub-protocol

Click the Add Protocol button to add a sub-protocol, as the screenshot below:

Protocal Information

Request Protocol | Response Protocol

D| Request Protocal
[ FirstByte Name: Add Protocol
-] Flag ) -

Decompression : Mot Decompression -

-] Type H type [ l
~[T_] Error Beginning offset: [Promcol start point vl
-] ContentLength
-] ProtocolLength Offset: ] -
| Seq
-] Command Protocol length: -
~{L] Error80 [] constraint:
----- D| Add Protocol

The following list describes the options for adding a sub-protocol:
Name: The name of the sub-protocol. Protocol names of same level should be unique.

Decompression type: This option could be Not Decompression or FTD Decompression. If the
protocol data is encrypted with FTD method, then this option should be FTD Decompression; or else
the protocol cannot be identified correctly.
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Beginning offset: The point to start the sub-protocol identification. Choose a configured field to be
the beginning offset.

Offset: Select a configured field or enter a non-negative integer to be the offset.
Protocol length: Select a configured field or enter a positive integer to be the protocol length.

Constraint: This option can be enabled when the protocol is identified with specific condition. Select
a field and enter the condition. The condition can be a single value, a value range, or a set of
multiple values. Value range is defined with "-", while a set of multiple values is defined with ",". The
value can be decimal figures, hexadecimal figures, or string.

Node operation

=
Select a node and click the button to copy the selected protocol/field as a new protocol/field.

=
Select the root node Request Protocol/Response Protocol and click the button , then all sub-
protocols and fields will be copies to Response Protocol/Request Protocol.

You can click the button to delete a selected node.

You can click the button to move up the selected node, and click the button to move down
the selected node.

You can further right-click a node to move up/down a node by one level.

Transaction Information

The Transaction Information part is provided to configure transactions, and includes two steps:
General configuration and Detail configuration.

General configuration

General configuration is an optional step. If the transactions to be configured have same transaction
match conditions, transaction end flags or transaction success flags, then you can use General
configuration to configure them all, to avoid duplicate configuration steps. The General
Configuration box shows as the figure below:
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'General Configuration
Transaction Custom Statistical Field:

Request Protocol | Response Pr¢

Name: l I IDoubIe—clxd: protocol I [3 [ "), Request Protocol
-] Add Field

[ %), Add Protocol

Transaction Match Condition:

Double-click protocol I = |Doub|e~<:|ick protocol I E]

Transaction Request End Flag:

Double-dick protocol tree to
Transaction Response End Flag:
Double-dick protocol tree to =

Transaction Success Flag:

Double-dick protocol tree to E]

Return Code: Double-click protocol tree to a

Transaction ID:

Client:  Double-dick protocol tree to a Sever: Double-dick protocol tree to a

£ ok ] [ cancel |

The following list describes the options on the General Configuration box:

Name: Define the field name.

Transaction Match Condition: One or more match conditions can be defined. Multiple match
conditions are in logical AND relationship. The match condition can be configured as: a field in
request protocol = a field on response protocol.

Transaction Request End Flag: This option can be configured as a field in request protocol = a
constraint. The constraint has rules same to those for adding a field.

Transaction Response End Flag: This option can be configured as a field in response protocol = a
constraint. The constraint has rules same to those for adding a field.

Transaction Success Flag: This option can be configured as a field in response protocol equal to or
not equal to a constraint. The constraint has rules same to those for adding a field.

Return Code: Add a response field as transaction return code.

Transaction ID: This option is to identify a transaction, add a request field as the client and add a
response field as the server.
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After configuring general match rules, you can further configure them for a specific transaction.
When general configuration and specific transaction set up conditions for a same rule, the
conditions are in logical AND relationship.

Taking Transaction Success Flag as an example, for general configuration, the condition is set up as
request protocol.transaction status field = response protocol.transaction status field; for transaction
A, the condition is request protocol.other field = response protocol.other field. Then, transaction A
will be successfully identified only when both the conditions are met with; or else, transaction A will
be marked as transaction failure.

Detail configuration

Detail configuration is for configuring a specific transaction. Click the Add Transaction button to
open the Detail Configuration box, as the screenshot below:

Detail Configuration @
Transaction Name: Request Protocol | Response Protocol
Transaction Identification Condition: D‘ Request Protocol

z i{I_] Add Field
Double-click protocol trl & | l E] EJ FI »D, Add Protocol
Transaction Match Condition:

Dcuble-clx-:kprctcco!t:| = |Double-tlic1-; prctcccltrl E]

] »

1

Transaction Request End Flag:

Double-dick protocol tree to a =

Transaction Response End Flag:
Double-dlick protocol tree to a =

Transaction Success Flag:

Double-dick protocol tree to a = v

Return Code: Double-dlick protocol tree to a

Transaction ID:

Client: Double-dlick protocol tree to a Sever: Double-dick protocol tree to a

Response Time
Good Response Time <= 10 Unit:ms

o Geed | Nom Bad Eveyma

‘ 10&‘ ' 40;} \ 100 ms|

Transaction Time

Good Transaction Time<= 15 Unit:ms

S Ged 0 Nema wo

‘ 15 ms| ! 60 ms‘ ‘ iSO misl

) (e

The following list describes the options on the Detail Configuration box:
Transaction Name: Transaction names should be unique within a transaction group.

Transaction Identification Condition: One or more identification conditions can be defined. Multiple
identification conditions are in logical AND relationship. The identification condition can be
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configured as: a field in request protocol = a constraint. The constraint has rules same to those for
adding a field.

Transaction Match Condition: No need to configure if general configuration is already set up. The
configuration method is same to set up general configuration.

Transaction Request End Flag: No need to configure if general configuration is already set up. The
configuration method is same to set up general configuration.

Transaction Response End Flag: No need to configure if general configuration is already set up. The
configuration method is same to set up general configuration.

Transaction Success Flag: No need to configure if general configuration is already set up. The
configuration method is same to set up general configuration.

Return Code: No need to configure if general configuration is already set up. The configuration
method is same to set up general configuration.

Transaction ID: No need to configure if general configuration is already set up. The configuration
method is same to set up general configuration.

Response Time: The standard response time for a transaction. When the good response time is set,
normal response time and bad response time will be calculated automatically. By default, normal
response time:good response time:bad response time = 1:4:10. You can modify the response time
manually. Good response time must be less than normal response time which must be less than bad
response time.

Transaction Time: The standard transaction time for a transaction. When the good transaction time
is set, normal transaction time and bad transaction time will be calculated automatically. By default,
normal transaction time:good transaction time:bad transaction time = 1:4:10. You can modify the
transaction time manually. Good transaction time must be less than normal transaction time which
must be less than bad transaction time.

Transaction operation

You can select a transaction and click the button to copy the selected transaction as a new
transaction for further modification.

You can click the button to delete the selected transaction.

You can click the button to modify the selected transaction.

You can click the button to move up the selected transaction, and click the button to move
down the selected transaction. Upper transactions have priority over the lower transactions.
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Adding a database transaction

&
To add a database transaction, on the Transaction settings tab, click the button to open the
settings box, as the screenshot below:

Transaction Settings '

Basic Information

Group Name: Database Type: |Orade ']

E] Auto-Recognize Transactions

Response Time
Good<= 1q Unit: ms
. Ged  Nomal Bad [ VeyBd |
1 10 ms! ‘ 40 ms‘ ‘ 100 ms|
Transaction Time
Good<= 15 Unit: ms

[ 5w [ eom] [ 150m

Customize Transaction
Transaction Name | Transaction Identification Condition

No data to display

Transactions are recognized based on the list order. After matching a transaction, the recognition ends.

Field Configuration

Name [ Type | DB Path

No data to display

E OK i[ Cancel ]

The Transaction Settings box includes four parts:

Basic Information

Auto-Match

Customize Transaction

Field Configuration

Basic Information

The Basic Information part includes options described as below:

Transaction Group Name: The name of the transaction group. It should be unique.
Database: Select the database type you are using.

Auto-Match
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The option Auto-Match is enabled by default, users can choose enable or disable this option. System
will automatically recognize transactions according to the SQL statement. And system will take the
keyword and table name as transaction name to recognize it.

Response Time: This option is provided for users to customize the reference time for transaction
response quality. When the good response time is set, normal response time and bad response time
will be calculated automatically. By default, normal response time : good response time : bad
response time =1 : 4 : 10. Users can modify the response time manually. Good response time must
be less than normal response time which must be less than bad response time.

Transaction Time: This option is provided for users to customize the reference time for transaction
quality. When the good transaction time is set, normal transaction time and bad transaction time
will be calculated automatically. By default, normal transaction time : good transaction time : bad
transaction time =1 : 4 : 10. You can modify the transaction time manually. Good transaction time
must be less than normal transaction time which must be less than bad transaction time.

Customize Transaction

nChronos provides customize transaction function for database transactions, as the screenshot
below:

Transaction Configuration =

Transaction Name:

Transaction Identification Condition:

| -

Response Time
Good<= 1 Unit: ms

) Bad [ VeyBad |

0ms| | 40 ms| 100 ms|

~ Normal Bad [ VeryBad |
~ 1sms| [ ems| [ 150ms

Identification ID:

[ ok ] [ canca |

Transaction Name: The name of the transaction. It should be unique.

Transaction Identification Condition: One SQL statement is the one identification condition of
database transaction, SQL statement supports the wildcard character "?" , "?" represents zero or
multiple characters.
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Response Time: The standard response time for a transaction. When the good response time is set,
normal response time and bad response time will be calculated automatically. By default, normal
response time:good response time:bad response time = 1:4:10. You can modify the response time
manually. Good response time must be less than normal response time which must be less than bad
response time.

Transaction Identification Number: Use the identification number to set the transaction. As to
database transaction, usually, the transaction identification number is a field of the information
chart.

Field Configuration

Click the button , options description of the field configuration and the screenshot showed as

below:

‘Transaction Configuration =
Transaction Name:

Transaction Identification Condition:

| ’

Response Time
Good<= 1 Unit: ms
p Bad [
40 ms| 100 ms |

Good<= 15 Unit: ms

.~ Good  Nom Bad [ Veyhad |

} 15 ms| T 60 ms} | 150 ms[

Identification ID;

) o)

Users can add custom statistics field and transaction identification ID in field configuration.

When you add custom statistics field, you need to set field name and the location of the database
where the field is located.

When you add identification ID, you don't need set the field name, just set the location of the
database where the field is located. When you have added multiple transaction identification ID,
transactions match the sequence according to the identification ID, when matched the identification
ID which can meet the conditions, stop matching other identification ID.
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Adding an HTTP transaction

To add an HTTP transaction, on the Transaction Settings tab, click the button to open the
settings box, as the screenshot below:

Transaction Settings
Basic Information
Transaction Group Name:
D Auto-Recognize Transactions
Response Time Transaction Time
Good<=| 10 Unit: ms Good<=| 10 Unit: ms
o NN (GEE o [VagEET
‘ 10m ‘ ‘ 40 ms ‘ 100 msl ‘ 100 ms‘
Common Field Configuration
Belong To Name Alias ‘ Attribute [] Print to Log ‘ =
Request Method Method
Request URL URL =
Request ClientVersion ClientVersion
Request Referer Referer
Request Host Host
Request UserAgent UserAgent
Request XFF XFF
Request Cookie Cookie i
Customize Transaction
V'Ir'ransactioinrl:lame . URI. Type
No data to display
Transactions are recognized based on the list order. After matching a transaction, the recognition ends.
 —r— [ cancel

The Transaction Settings box includes four parts:

Basic Information

Auto-Recognize Transactions

Common Field Configuration

Customize Transaction

Basic Information

Transaction Group Name: The name of the transaction group. It should be unique.
Auto-Recognize Transactions

When the option Auto-Recognize Transactions is enabled, nChronos will automatically recognize
HTTP requests as transactions. The URL will be taken as the name of the transaction. Custom
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transactions have priority over auto-recognized transactions. When custom transactions cannot be
identified, nChronos will take URL as transaction name to recognize it.

Transaction request content and response content will not be saved for auto-recognized
transactions.

Users can set response time and transaction time for auto-recognized transactions.

Response Time: This option is provided for users to customize the reference time for transaction
response quality. When the good response time is set, normal response time and bad response time
will be calculated automatically. By default, normal response time : good response time : bad
response time =1 : 4 : 10. Users can modify the response time manually. Good response time must
be less than normal response time which must be less than bad response time.

Transaction Time: This option is provided for users to customize the reference time for transaction
quality. When the good transaction time is set, normal transaction time and bad transaction time
will be calculated automatically. By default, normal transaction time : good transaction time : bad
transaction time =1 : 4 : 10. You can modify the transaction time manually. Good transaction time
must be less than normal transaction time which must be less than bad transaction time.

Common Field Configuration

nChronos provides some common fields for HTTP transactions, as the screenshot below:

Comman Field Configuration

Belong To | Name Alias Attribute ' [Print to Log -
Request Method Method
Request URL URL E
Request ClientVersion ClientVersion
Request Referer Referer m
Request Haost Haost
Request Userfgent Userfgent
Request XFF XFF
Request Cookie Cookie ~

Users can add new common fields. To add a new common field, click the button to open the
Transaction Field Configuration box, as screenshot below:
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Transaction Field Configuration @j
Belong To: (") Request (") Response
Attribute: Custom Statistical Field Transaction Return Code
Request Recognition Code Response Recognition Code
Name:
Alias:
Constraint: [:]
Extract Method: [Header Field vJ
Field:
[~]Print to Log
e

Belong To: Specify the field belongs to a request or a response.
Attribute: The type of the field.

One transaction group can contain 3 custom statistical fields at most. Only common fields can be
defined as custom statistical fields.

Every transaction can be defined with a transaction return code, which will be taken as the
default statistical field.

Every transaction can be defined with a request recognition code.
Every transaction can be defined with a response recognition code.

Name: The name of the transaction field.

Alias: The alias of the transaction field.

Constraint: Constraint condition.

Extract Method: Choose the extract method.

Print to Log: This option is provided to print the transaction field to transaction log.
Customize Transaction

The Custom HTTP Transaction configuration user interface shows as screenshot below:
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Custom HTTP Transaction
Basic Information

el ransaction 1) Description:

Rule

Host:

URL: / [7] Auto-match subpath

Parameters

Parameter Value

Click to input parameter...  Click to input parameter...

Parameter is optional. The logical relationship between multiple parameters is ‘and'.
If the value of parameter is not certain, you could set the parameter's name only.

Response Time Transaction Time
Good<= 10 Unit: ms Good<= 10 Unit: ms
| 10ms| | 40ms| | 100ms | 10ms 0ms| | 100ms|

Custom Field Configuration
B

‘BelongTo | Name | Alias Attribute [ CIPrint to Log | -

1 | . | [=

Request Method Method =

Request URL URL

Request ClientVersion ClientVersion

Request Referer Referer -
Save

[7] save request content [ save response content

[ ok ] [ cancel

The Custom HTTP Transaction box includes five parts:
Basic Information: Define transaction name and description.

Rule: Define transaction rule.

Host: The host for HTTP request. This option could be null.
URL: The URL path for HTTP request. This option must be defined.

Auto-match subpath: This option is enabled to apply fuzzy match onto the subpath. If this option
is not enabled, the transaction will be identified only when the URL subpath is identical to what
is defined.

Parameters: The parameters of the URL. You can enter the parameters in a form of key=value,
for example, paral=valuel. You can enter multiple parameters with one per line.

Response Time and Transaction Time: Define response time and transaction time, which are same as
those for auto-recognized transaction on this page.
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Custom Field Configuration: The definition method for custom field configuration is same as it for
common field configuration.

Save request content and response content: Save transaction request content and transaction
response content.

Adding an SSL/TSL transaction

To add an SSL/TSL transaction, on the Transaction settings tab, click the button to open the
settings box, as the screenshot below:

Transaction Settings @
Basic Information

Transaction Group Name:

Transaction

Transaction Name Response time(G... | Response time(Ba... | Transaction Time(... | Transaction Time{...
55L Authentication (0,10] (40, 100] 0,3] (20, 501
Response Time
Good<= g5 Unit: ms
5ms 20 ms 50 ms
Transaction Time
Good<= g Unit: ms

5ms 20 ms 50 ms

[ OK ] ’ Cancel ]

The Transaction Settings box includes two parts:

Basic Information

Transaction

Basic Information

Transaction Group Name: The name of the transaction group. It should be unique.
Transaction

SSL transaction provides two built-in transactions: SSL Connection and SSL Authentication. Users are
able to configure the response time and transaction time for the two transactions.

Response Time: This option is provided for users to customize the reference time for transaction
response quality. When the good response time is set, normal response time and bad response time
will be calculated automatically. By default, normal response time : good response time : bad
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response time =1 : 4 : 10. Users can modify the response time manually. Good response time must
be less than normal response time which must be less than bad response time.

Transaction Time: This option is provided for users to customize the reference time for transaction
quality. When the good transaction time is set, normal transaction time and bad transaction time
will be calculated automatically. By default, normal transaction time: good transaction time : bad
transaction time =1:4: 10. You can modify the transaction time manually. Good transaction time
must be less than normal transaction time which must be less than bad transaction time.

Adding an SDL sync transaction

To add an SDL sync transaction, on the Transaction settings tab, click the button to open the
settings box, as the screenshot below:

Transaction Settings .
Basic Information
Transaction Group Name: Transport Protocol:
Protocol Field Configuration
) @ X
BelongTo | Name | Alias | Attribute | ClPrinttoLog |

No data to display

Public Configuration
Success Condition: [ Timeout Report

Customize Transaction

Transaction N... | Transaction Identification Condi... | Transaction Success Flag

No data to display

T [ cancel

The Transaction Settings box includes four parts:
Basic Information

Protocol Field Configuration

Public Configuration

Customize Transaction

Basic Information

The Basic Information part includes two options described as below:
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Transaction Group Name: The name of the transaction group. It should be unique.
Transport Protocol: Only HTTP protocol is supported for now.
Protocol Field Configuration

Protocol Field Configuration is for defining request and response protocol fields.

To add a new common field, click the button to open the Transaction Field Configuration box, as
screenshot below:

(Transaction Field Configuration ‘
BelongTo:  (7) Request (") Response
Attribute: Custom Statistical Field Transaction Return Code
Request Recognition Code Response Recognition Code
Name: | Alias:
Constraint:
Extract Method: [ v]
Type: | Text v
[ Print to Log
e (o

The configuration method is very similar with that for configuring the common fields for HTTP
transactions. You can refer to Common Field Configuration for details.

Public Configuration

Success Condition: The success condition for the transaction group. Users are able to input multiple
values, with blank to separate them, in logical OR relationship. For example, Equal to CD001 CD002
means equal to CD0O01 or equal to CD002.

Timeout Report: This option is provided to specify whether to report the transaction record when
the transaction times out. The timeout value is defined by transport layer protocol. There is no need
to configure it.

Customize transaction

The configuration box for SDL sync transaction shows as the screenshot below:
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SDL Transaction

Basic Information

YT Transaction 1)

Identification: [ v ] = Separate with blank

Success Flag: "

Response Time
Good<= 10 Unit:ms

=]
o
o

10 ms 401\ ] 1oo>;'\

Transaction Time
Good<= 10 Unit:ms
o
| 0ms| | 0ms| | 100 ms |

Custom Field Configuration

E]

‘BelongTo | Name ' Alias | Attribute ' [JPrinttolog |

No data to display

[7] Timeout Report

The configuration details in configuration dialog box are as follows:

Basic Information

Response Time

Transaction Time

Custom Field Configuration

Basic Information

Name: The name of the transaction. It should be unique.

Identification: The condition for identifying transactions. Identification field must be described in
Protocol Field Configuration. Only support "Equal”. You can input multiple values, with blank to
separate.

Success Flag: The condition to judge it's a successful transaction or a failed transaction.
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Response Time

This option is provided for users to customize the reference time for transaction response quality.
When the good response time is set, normal response time and bad response time will be calculated
automatically. By default, normal response time: good response time: bad response time=1:4:10.
Users can modify the response time manually. Good response time must be less than normal
response time which must be less than bad response time.

Transaction Time

This option is provided for users to customize the reference time for transaction quality. When the
good transaction time is set, normal transaction time and bad transaction time will be calculated
automatically. By default, normal transaction time: good transaction time: bad transaction time=1:
4 :10. You can modify the transaction time manually. Good transaction time must be less than
normal transaction time which must be less than bad transaction time.

Custom Field Configuration

The Custom Field Configuration is as same as the Protocol Field Configuration. The difference is that
the fields for custom transactions cannot be taken as custom statistical field.

Analysis Settings

This tab is provided to customize applications, which could be standard application, web application,
signature application, encryption applications and protocol applications, and enable Performance
Analysis as well as Transaction Analysis. This tab shows as the following figure:

Analysis Settings

& (@ |

Enable | Mame | Application Type | [] Performance Analysis | [| Transaction Analysis
[ 163 Web Application
[ Web Application2 | Web Application
Signature Applic.. = Signature Applic...

Buttons

The following list describes the icon buttons on this tab:
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: Adds a new standard application. See Adding a standard application for more information.

: Adds a new web application. See Adding a web application for more information.

*|: Adds a new signature application. See Adding a signature application for more information.

==: Add an encryption application. An encryption application is an application with a corresponding
key

E‘* : A protocol application is used to add a protocol application that defines rules based on
network protocols.

: Edits the selected application.

: Deletes the selected application.

: Imports custom applications from a file.

: Exports current custom applications to a file.

: Enable all custom applications.

: Disable all custom applications.

Wk
: After you click, the enabled user-defined applications become disabled. The disabled custom
applications will be enabled.

Columns

The following list describes the table columns on this tab:
Enable: Shows which applications are enabled.

Name: The name of the application.

Application Type: The type of the application.

Performance Analysis: To enable the monitor and the performance analysis of the application. The
application could be any of the three types of custom application. This column is only available when
the column Enable is selected.

Transaction Analysis: To analyze the transactions of the application which can only be web
application. This column is only available when the column Enable is selected and the application is
defined with transactions.
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When the column does not have enough space for displaying the texts, you can just move your
mouse on the line between columns and drag to enlarge the space.

To enable a custom application, you must select the Enable checkbox in front of the applications.

o) The custom applications have priority over the system applications when
conflicting or overlapping.

Adding a standard application

To add a standard application, follow the steps below:

1. Click on the Analysis Settings tab to open the Standard Application dialog box as the
following figure:

Standard Application @

Basic Information

[T Y- tandard Application 1)
Description: Set Field

Response Time

Good Response Time <= 10 Unit: ms

10 ms 40 ms 100 ms

Mote: If the response time level of a TCP transaction of an application is very bad, the response time will not be induded when
figuring average response time of the application.

Rule

Rules

No data to display

1. IP rule supports IPv4 and IPv6 address;

2. IP rule supports a single IP address (192.168. 1. 1), multiple IP addresses separated with =" (192, 168.1.1,192. 168.1.2), IP
address range (192, 168.1.1-192, 168. 1.255 or 192.168.1.0/24 or 192, 168.1.0/255.255.255.0);

3. Port rule supports a single port, multiple ports separated with *," (80,50) and port range (20-50).

|| Enable Transaction Analysis

Select Transaction: [tustom—ﬂg:l - ]

[]Enable Performance Analysis [ Truncate all packets to |64 bytes [ CK ] [ Cancel ]

On the Standard Application dialog box, enter the application name as well as the description, enter
the field value if available.

Set the reference response time. When the good response time is set, normal response time and
bad response time will be calculated automatically. By default, normal response time is three times
of good response time, and bad response time is ten times of normal response time. You can also
modify normal response time and bad response time manually.
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Click to add an application rule, which could be the combination of a single port, multiple ports,
port range, an IP address, multiple IP addresses, and IP address range.

Set whether to enable transaction analysis. When transaction analysis is enabled, choose a
transaction group, and then the related transaction analysis will be done for the application.

Set whether to enable performance analysis. Only when the performance analysis is enabled, the
application will be monitored and analyzed.

Set whether to truncate the packets of that application to a specified length. Please note that this
setting will be invalid when it is greater than the setting on storage filter.

Click OK on the Analysis Settings tab to completely add a standard application.

o If you want to add specific fields for an application, you should first define
fields on the Field Definition tab of the Link Properties dialog box, and then enter
the value for the fields.

Adding a web application

To add a web application, follow the steps below:

1, Click on the Analysis Settings tab to open the Web Application dialog box as the following
figure:

Web Application @
O

Basic Information

Mame:
Description: Set Field

Response Time

Good Response Time <= 10 Unit: ms

10 ms 40 ms 100 ms

Mote: If the response time level of @ TCP transaction of an application is very bad, the response time will not be incduded when
figuring average response time of the application.

Enable IP Rule

IP Address: Port:

HTTP Hostname

1. Only support analyzing web applications based on HTTP protocol;
2. Hostname is a must. It means the hostname of the server running this application. The hostname can be domain name or IP
address. You should set hostname before adding transaction for application.

[ Enable Transaction Analysis

Select Transaction: [ b

[|Enable Performance Analysis  [] Truncate all packets to | 64 bytes [ 0K J [ Cancel l

On the Web Application dialog box, enter the application name as well as the description, and enter
the field value if available.

Name: The name of the application.
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Description: The description of the application, for reference use.

Set Field: This section is only available when there are fields predefined on the Field Definition
tab of the Link Properties dialog box.

Set the reference response time. When the good response time is set, normal response time and
bad response time will be calculated automatically. By default, normal response time is three times
of good response time, and bad response time is ten times of normal response time. You can also
modify normal response time and bad response time manually.

Enter the hostname, for example, www.colasoft.com. The web applications only identify HTTP
protocol.

If necessary, enable Transaction Analysis and choose a transaction.

Set whether to enable performance analysis. Only when the performance analysis is enabled, the
application will be monitored and analyzed.

Set whether to truncate the packets of that application to a specified length. Please note that this
setting will be invalid when it is greater than the setting on storage filter.

Click OK, and then click OK on the Analysis Settings tab to successfully add a web application.

Adding a signature application

To add a signature application, follow the steps below:

*| on the Analysis Settings tab to open the Signature Application dialog box as the

following figure:
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‘Signature Application

Basic Information

(1= rllsianature Application1
Description: Set filed

Response time

Good response time <= 10 Unit:ms

10 ms!

- INormal

40 ms \ 100 ms\

L i

Note: If the response time level of a TCP transaction of an application is very bad, the response time will not be induded when
figuring average response time of the application.

Enable IP Rule

IP Address:

Signature rule

Signature ‘ Type

No data to display

[T Enable Performance Analysis [~ Truncate all packets to |54 bytes [ OK ] { Cancel ]

On the Signature Application dialog box, enter the application name as well as the description, and

enter the field value if available.

Name: The name of the application.
Description: The description of the application, for reference use.

Response time: Used to set the response quality baseline time to apply a TCP transaction. After
the user modify "good response time", the system will automatically calculate the average
response time "and" poor response time, "default" general response time "for four times" good
response time ", "poor response time" for 10 times "good response time", the user can also

select the "general response time" or the value of the response time of the "poor", modify the

corresponding values. Enabling Key Applications
IP rules: This parameter is used to configure IP rules for protocol application.
Select agreement: Protocol rules used to configure applications.

Enable transaction analysis: After this function is enabled, you can select a set trading group in
The Trading Settings section. After the protocol is configured, the system can analyze
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transactions for the protocol application.

Enabling Key Applications: After this function is enabled, the system can monitor and analyze
the protocol application.

Set the reference response time. When the good response time is set, normal response time and
bad response time will be calculated automatically. By default, normal response time is three times
of good response time, and bad response time is ten times of normal response time. You can also
modify normal response time and bad response time manually.

Click to define a signature rule.

Set whether to enable performance analysis. Only when the performance analysis is enabled, the
application will be monitored and analyzed.

Set whether to truncate the packets of that application to a specified length. Please note that this
setting will be invalid when it is greater than the setting on storage filter.

Click OK on the Signature Application dialog box, and then click OK on the Analysis Settings tab to
successfully add a signature application.

o The option Application Performance Analysis on the Signature Application
dialog box is for enabling the performance analysis of the application. It has the
same function with the column Performance Analysis on the Analysis Settings tab.

Application Groups

The Application Groups tab is provided to group applications. Once application groups are defined,
the Application Group view will do traffic statistics based on the groups.

The Application Groups tab shows as the screenshot below:

Application Groups

Search: -

Name Applications Included Type

Buttons
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The following list describes the buttons on this tab:

: Adds an application group.

: Edits the selected application group.

: Deletes the selected application group.

: Imports application group configurations from a file.

: Exports current application group configurations to a file.
Adding an application group

To add an application group, follow the steps below:

1. Click the button to open the Application Group dialog box.

Application Group X
Hame: |155 |
Type: |T95‘t |
Applications Included: 4 appiicatons
O C.. |App|i:atiun | ~
UPM - Web Server
UPM - App Server
UPM - DB Server
O Amazon
[} Amazon Web Services
OO0  Google Analytics
O  Google Play
O  KapaoTalk
O  Adobe o
Cancel

On the Application Group dialog box, enter an appropriate name for the application group, specify
the type, and check the applications included. You can use the drop-down list and search box to
display desired applications. The applications could be system applications and user-defined
applications.

Click OK on the Application Group dialog box, and then click OK on the Application Group tab.

Application Alarms

This tab is provided to define application alarms on the monitored applications, and the statistical
object can be the traffic of a specific custom application, a specific client, a network segment, or a
server using monitored applications. This tab shows as the following figure:
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Application Alarms

BB X @ &

Ena... | Name Categ... | Type Seve... | Creation Time  Description &
UPM - Co... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | The host s...

UPM - Hi... | Abno... | Applicatio... | Severe | 05/26/2020 17.... | Select the ...
UPM - Hi... | Abno... | Applicatio... | High 05/26/2020 17:... | Adjust the ...
UPM - Ser... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | Apply to fi...
UPM - Ba... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | It shouldn'...
UPM - Hi... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | Apply to a...
UPM - Hi... | Abno... | Applicatio... | Severe | 05/26/2020 17.... | Assess the ...
UPM - Ap... | Abno... | Applicatio... | Severe | 05/26/2020 17.... | Adjust thr...

UPM - Int... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | Bad netwo...
UPM - Ne... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | This alarm ...
UPM - Co... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | The host s...

UPM - Hi... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | Select the ...
UPM - Hi... | Abno... | Applicatio... | High | 05/26/2020 17:... | Adjust the ...
UPM - Ser... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | Apply to fi...
UPM - Ba... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | It shouldn’...
UPM - Hi... | Abno... | Applicatio... | Severe | 05/26/2020 17:... | Apply to a... v

B B

| €| & | & | & (& E O | EE | E &g

o You should first configure custom applications before defining application
alarms, or else the application alarms will be unavailable.

o This tab lists all application alarms according to name, severity, category, object,
application, address/segment, description, and so on.

o) When the column does not have enough space for displaying the texts,
you can just move your mouse on the line between columns and drag to enlarge the
space.

o Toenable an alarm, just select the Enable checkbox.

Buttons

The following list describes the icon buttons on this tab:

: Adds a new application alarm. You can create simple application alarms or advanced application
alarms.

: Copies the selected alarm.
: Edits the selected alarm.

: Deletes the selected alarm.

: Imports application alarms from a backup file.

: Exports current application alarms to a file.
Adding an application alarm

To add an application alarm, follow the steps below:
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1. Click on the Application Alarms tab to open the Application Alarms-Add dialog box as
the following figure:

—.

('Application Alarms-Add !

Basic Information

[Ty CHIMAnlication Alarms1 Creator: admin
Description: Severity: [Low v]
Category: 2 Y Type: [Application Alarms ']
Application: [udp8649 ']
Triggering Time

Time Bucket: [ 1Sec v] [ Click to set the range of triggering time ]

B Z X
¥
£
oo g |
i
Triggering Action
Send to email Click to add email recipient Send to SYSLOG

You should finish alarm sending settings in server before sending alarms.

[ OK ] [ Cancel

On the Application Alarms-Add dialog box, complete the Basic Information section. The following
list describes the settings:

Name: The name of the new alarm.

Creator: The person who defines this alarm.

Severity: The severity of the new alarm. It could be Minor, Major, and Severe.
Description: The description of the alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Type: The type of the application alarm.
Application: The application that the alarm is made for.

Set the trigger condition. The Time Bucket parameter is the statistical duration of the trigger value.
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Set the send parameters:

Send to email: Sends the alarm log as an email when the alarm is triggered. You can select
existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are defined in Alarm Notification when configuring the
CSNRAS Server.

Click OK to save the settings.

Transaction Alarms

This tab is provided to define transaction alarms on the applications that enable their transaction
analysis. This tab shows as the following figure:

Transaction Alarms

Enable | Name | Category ‘ Type ‘ Severity | Creation Time Description

MNo data to display

Before defining transaction alarms, you should first configure web applications and
enable the transaction analysis for the applications.

This tab lists all transaction alarms according to name, severity, category, object, application,
transaction, description, create time, and creator.

When the column does not have enough space for displaying the texts, you can just move
your mouse on the line between columns and drag to enlarge the space.

To enable an alarm, just select the Enable checkbox.
Buttons

The following list describes the icon buttons on this tab:
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: Adds a new transaction alarm.
: Copies the selected alarm.

: Edits the selected alarm.

: Deletes the selected alarm.

: Imports alarms from a backup file.
: Exports current alarms to a file.

Adding a transaction alarm

To add a transaction alarm, follow the steps below:

1. Click to open the Transaction Alarms-Add dialog box as the following figure:

Transaction Alarms-Add ||
Basic Information
LE T ransaction Alarms 1 Creator:  admin
Description: Severity: lL.;w v]
Category: ’Worm 'l Application: [Transact'on statistics v]
Type: ’SEndard Application1 v] l Set trigger dimension ]

Transaction: |Collection |  All Transactions -

Triggering Condition
Time Bucket: Duration: 0 5 Set the range of triggering time J
BiE Z X

&
i |

1

Triggering Action

Send to email Click to add email recipient Send to SYSLOG

‘You should finish alarm sending settings in server before sending alarms.

[ OK ]l Cancel ]

On the Transaction Alarms-Add dialog box, complete the Basic Information section. The
following list describes the settings:

Name: The name of the new alarm.

Creator: The person who defines this alarm.
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Description: The description of the alarm.
Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Type: The type of alarm.
Application: This option is for specifying an application.
Transaction: This option is for specifying a transaction.
Set the trigger condition. The Time Bucket parameter is the statistical duration of the trigger value.

Set the send parameters:
Send to email: Sends the alarm log as an email when the alarm is triggered. You can select
existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are defined in Alarm Notification when configuring the
nChronos Server.

Click OK to save the settings.

Drilling down a transaction alarm

You can drill down a transaction alarm for more detailed information. To drill a transaction alarm,
right-click the item, then click Drill Down and select the appropriate drilldown object. Next, you will
see that a drilldown window slides out. You can further right-click an object and click Drill Down to
drill down more information.

Millisecond Traffic Alarms

This tab is provided to define millisecond traffic alarms. Traffic Alarm has the statistics calculated
based on seconds, while Millisecond Traffic Alarm has the statistics calculated based on milliseconds.
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Millisecond Traffic Alarms

Enable | Name | Category | Type | Sewverity | Creation Time Description

MNo data to display

This tab lists all millisecond traffic alarms according to alarm name, severity, category, description,
create time, and creator.

When the column does not have enough space for displaying the texts, you can just move
your mouse on the line between columns and drag to enlarge the space.

To enable an alarm, just select the Enable checkbox.
Buttons

The following list describes the icon buttons on this tab:

: Adds a new millisecond traffic alarm.

: Copies the selected alarm.

: Edits the selected alarm.

: Deletes the selected alarm.

: Imports alarms from a backup file.
: Exports current alarms to a file.

Adding a millisecond traffic alarm

To add a transaction alarm, follow the steps below:

Copyright © 2024 Colasoft. All rights reserved.




o\ Colasoft

Maximize Network Value

1. Click to open the Millisecond Traffic Alarms-Add dialog box as the following figure:

Millisecond Traffic Alarms-Add @

Basic Information

T llMillisecond Traffic Alarms 1 Creator: admin
Description:
Category; \Worm v  Type: |Millisecond Traffic « | Severity:
Triggering Condition

Time Bucket: [1 millise v] lCIick to set the range of triggering h'rne]

BiE F X
*
L
= D
+*
Triggering Action
Send to email Click to add email recipient Send to SYSLOG
‘fou should finish alarm sending settings in server before sending alarms.
[ 0K ] [ Cancel ]

On the Millisecond Traffic Alarms-Add dialog box, complete the Basic Information section. The
following list describes the settings:

Name: The name of the new alarm.
Creator: The person who defines this alarm.
Description: The description of the alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Type: The type of alarm.
Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Set the trigger condition. The Time Bucket parameter is the statistical duration of the trigger value.

Set the send parameters:

Send to email: Sends the alarm log as an email when the alarm is triggered. You can select
existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.
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Both the email and the SYSLOG parameters are defined in Alarm Notification when configuring the
nChronos Server.
Click OK to save the settings.

Millisecond traffic alarm is available for configuration only when the millisecond statistics
feature is enabled for the network link.

Traffic Alarms

This tab is provided to configure traffic alarms on the traffic of the network, including, packets, bytes,
and average packet size. When capturing eligible traffic, the traffic alarms will be triggered. This tab
shows as the following figure:

Traffic Alarms

N = X| @ |

Ena..  Name Categ... | Type Seve... | Creation Time | Description
UPM - slo... | 333 Network ... | High 05/18/2020 14....
UPM -IC... |333 IP Conver... | Low 05/20/2020 17:...
UPM -IC... | 333 IP Conver... | Severe | 05/28/2020 14:...
test77 333 Global Low 05/26/2020 15:...

Host Scan | Attack | Network ... | Severe | 09/06/2015 09:...
SYN Floo... | Attack |Internal IP... | Low 09/06/2015 09:...
CIFS Wor... | Worm Network ... | Low 09/06/2015 09:...
Abnormal... | Abno... |Internal IP... | Low 09/06/2015 09:... | Two many ...

gEgE0CE N« s

B W

Buttons

The following list describes the icon buttons on this tab:

: Adds a new traffic alarm.
: Copies the selected alarm.
: Edits the selected alarm.
: Deletes the selected alarm.

: Imports traffic alarms from a file.

: Exports current traffic alarms to a file.

Adding a traffic alarm
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To add a traffic alarm, follow the steps below:

1. Click to open the Traffic Alarms-Add dialog box as the following figure:

Traffic Alarms-Add X

Basic Information

Description: | |
Category: |Abnormal Traf -~ Type: | Global L
Severity: | Low b Set trigger dimension

Triggering Condition

-

Time Bucket: |1 Sec Duration: [0 5 Set the range of triggering time

BB X

Triggering Action
Send to email | Click to add email recipient [[Jsend to SYSLOG

You should finish alarm sending settings in server before sending alarms.

On the Traffic Alarms-Add dialog box, complete the Basic Information section. The following list

describes the settings:

Name: The name of the new alarm.
Creator: The person who defines this alarm.
Description: The description of the alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Type: The type of alarm.
Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Set the trigger condition. The Time Bucket parameter is the statistical duration of the trigger value.
Set the send parameters:
Send to email: Sends the alarm log as an email when the alarm is triggered. You can select

existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.
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Both the email and the SYSLOG parameters are defined in Alarm Notification when configuring the
nChronos Server.

Click to OK save the settings.

Email Alarms

This tab shows as the following figure:

Ermail Alarms

Enable | Name | Category | Type | Severity | Creation Time Description

Mo data to display

Email alarms can be created for the emails over the network. When the emails contain the defined
keywords, the email alarms will be triggered.

Buttons

The following list describes the icon buttons on this tab:

: Adds a new email alarm.
: Copies the selected alarm.
: Edits the selected alarm.
: Deletes the selected alarm.

: Imports email alarms from a file.

: Exports current email alarms to a file.

Columns
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The following list describes the table columns on this tab:
Enable: Shows which alarms are enabled.

Name: The name of the alarms.

Category: The category of the alarms.

Type: The type of the alarms.

Severity: The severity of the alarms.

Creation Time: The time when the alarms are created.

Description: The description of the alarms.

o When the column does not have enough space for displaying the texts,
you can just move your mouse on the line between columns and drag to enlarge the
space.

Creating an email alarm

To create an email alarm, follow the steps below:

1. Click on the Email Alarms tab to open the Email Alarms-Add dialog box as the following

figure:
Email Alarms-Add X
Basic Information
Name: Creator:
Description: | ‘
Category: Severity: Low
Keywords

Set the range of triggering time

[Jsearch Titk [ ] Search Content

You can enter multiple keywords with one per line.

Triggering Action

[Jsend to email Click to add email recipient [Jsend to sYsLOG

You should finish alarm sending settings in server before sending alarms.

On the Email Alarms-Add dialog box, complete the Basic Information section. The following list
describes the options:

Name: The name of the new alarm.
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Creator: The person who defines this alarm.
Description: The description of the new alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can

be used by other alarm types.
Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Enter the keywords. The keywords are the trigger condition of the email alarm. You can enter

multiple keywords in one email alarm, with one per line.
Specify where to search the keywords.

Set the send parameters:
Send to email: Sends the alarm log as an email when the alarm is triggered. You can select

existing recipients or enter new recipient addresses.
Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are specified in Alarm Notification.

Click OK to save the settings.

Domain Alarms

This tab shows as the following figure:

Domain Alarms

BB E X @ e

Ena.. Name Categ... | Type Seve... | Creation Time | Description
Dynamic .. | Worm | Domain Al... | Low 09/06/2015 10:... | Trojan or ...
Botnet Worm | Domain Al... | Low 09/06/2015 10:...

zeus botnet | Worm | Domain Al... | Low 09/06/2015 10:...
WannaCry |Worm | Domain Al.. | Low 08/29/201817:...

olEE|= 2

&
Domain alarms can be created for the domain names visited over the network. When visiting the
defined domains, the domain alarms will be triggered.

Buttons

The following list describes the icon buttons on this tab:
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: Adds a new domain alarm.
: Copies the selected alarm.
: Edits the selected alarm.

: Deletes the selected alarm.

: Imports domain alarms from a file.

: Exports current domain alarms to a file.

Columns

The following list describes the table columns on this tab:
Enable: Shows which alarms are enabled.

Name: The name of the alarms.

Category: The category of the alarms.

Type: The type of the alarms.

Severity: The severity of the alarms.

Creation Time: The time when the alarms are created.

Description: The description of the alarms.

o When the column does not have enough space for displaying the texts,
you can just move your mouse on the line between columns and drag to enlarge the
space.

Creating a domain alarm

To create a domain alarm, follow the steps below:
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1. Click on the Domain Alarms tab to open the Domain Alarms-Add dialog box as the
following figure:

Domain Alarms-Add

Basic Information

Cremortest |
[
| - |
Category:

Domain name or IP address

Bl |Domain Alarmsl

Severity:| Low

Set the range of triggering time

(oA

Note: 1. Domain name supports "*", "*"means no character or multiple characters
2. IP address here is the one resolved by DNS

3. You can input multiple domain names or IP addresses, with one entry per line.

Triggering Action

I:‘Send to email Click to add email recipient I:‘Send to SYSLOG

You should finish alarm sending settings in server before sending alarms.

On the Domain Alarms-Add dialog box, complete the Basic Information section. The following list
describes the options:

Cancel

Name: The name of the new alarm.
Creator: The person who defines this alarm.
Description: The description of the new alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Enter the domain names and/or addresses. The domain names and the addresses are the trigger
condition of the domain alarm. You can enter multiple domain names and addresses in one domain
alarm, with one per line.

Set the send parameters:

Send to email: Sends the alarm log as an email when the alarm is triggered. You can enter
multiple keywords in one email alarm, with one per line.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are specified in Alarm Notification.

Click OK to save the settings.

Copyright © 2024 Colasoft. All rights reserved.




o\ Colasoft

Maximize Network Value

Signature Alarms

This tab shows as the following figure:

Signature Alarms

| B |=F X @

Ena... | Name | Categ... | Type | Seve.. | Creation Time | Description

No data to display

t
Signature alarms can be created for the flows over the network. When capturing the defined
signature flow, the signature alarms will be triggered.

Buttons

The following list describes the icon buttons on this tab:

: Adds a new signature alarm.
: Copies the selected alarm.
: Edits the selected alarm.
: Deletes the selected alarm.

: Imports signature alarms from a file.

: Exports current signature alarms to a file.

Columns

The following list describes the table columns on this tab:
Enable: Shows which alarms are enabled.

Name: The name of the alarms.
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Category: The category of the alarms.

Type: The type of the alarms.

Severity: The severity of the alarms.

Creation Time: The time when the alarms are created.

Description: The description of the alarms.

o When the column does not have enough space for displaying the texts,
you can just move your mouse on the line between columns and drag to enlarge the
space.

Creating a signature alarm

To create a signature alarm, follow the steps below:

1. Click on the Signature Alarms tab to open the Signature Alarms-Add dialog box:

Signature Alarms-Add hed

Basic Information
Description: | ‘

Category: Severity: |Low

[Jenable P Rule

TP Address: Part:
Signature

Set the range of triggering time

B F| X

Signature Type

No data to display

Triggering Action

[1send to email Click to add email recipient [Jsend to 5YSLOG

You should finish alarm sending settings in server before sending alarms.

On the Signature Alarms-Add dialog box, complete the Basic Information section. The following list
describes the options:

Name: The name of the new alarm.
Creator: The person who defines this alarm.
Description: The description of the new alarm.

Category: The category of the new alarm. You can just enter the category or click the little
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triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Click at the bottom section of this tab to add a triggering condition, which appears as below:

Define Signature X
Type: =
Signature:
[Tece []upp

The following list describes the options on this dialog box.
Type: The type of the packet decoding information.

Signature: The signature value of the alarm.

Set the sending parameters:

Send to email: Sends the alarm log as an email when the alarm is triggered. You can select
existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are specified in Alarm Notification.

Click OK to save the settings.
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Baseline Alarms

The Baseline Alarms tab is provided to configure baseline alarms. When the deviation of the actual
data from the baseline data reaches the defined condition, the alarm will be triggered. The tab
shows as the following figure:

Baseline Alarms

Enable | Name | Category | Type | Severity | Creation Time | Description

No data to display

Buttons

The following list describes the icon buttons on this tab:

: Adds a new baseline alarm.
: Copies the selected alarm.

: Edits the selected baseline alarm.
: Deletes the selected baseline alarm.
: Imports baseline alarm configurations from a file.

: Exports current baseline alarm configurations to a file.
Adding a baseline alarm

To add a baseline alarm, follow the steps below:
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1. Click the button to open the Baseline Alarms-Add dialog box as the following figure:

Baseline Alarms-Add >
Basic Information
Name: |CCEEIERNERE Creator:
Description: | |
Category: |Wurm w | Severity: |Low W
Type: | Link Baseline Alarm w~
Triggering Condition
Time Bucket: 1 Min Duration: 0 5 Set the range of triggering time
BE I X
t
o
¥
Triggering Action
[]send to email Click to add email recipient []send to SYSLOG
You should finish alarm sending settings in server before sending alarms.

On the Baseline Alarms-Add dialog box, complete the Basic Information section. The following list
describes the settings:

Name: The name of the new alarm.
Creator: The person who defines this alarm.
Description: The description of the alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Type: The type of alarm.
Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Set the trigger condition.
Set the send parameters:

Send to email: Sends the alarm log as an email when the alarm is triggered. You can select
existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are defined in Alarm Notification when configuring the
nChronos Server.

Click OK to save the settings.
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Burst Alarms

The Burst Alarm tab is provided to configure a burst alarm. Burst alarm is used to warn of abnormal
burst. In order to improve the accuracy of alarm, the system will compare the captured data with
those of the previous N cycles. At the same time, the captured data can be also compared with the
baseline data and index threshold data. The Burst Alarm tab shows as the screenshot below:

Burst Alarm
Enable | Name | Category | Type | Severity | Creation Time Description

No data to display

[ OK ] [ Cancel Apply

Buttons

The following list describes the icon buttons on this tab:

: Adds a new baseline alarm.
: Copies the selected alarm.

: Edits the selected baseline alarm.
: Deletes the selected baseline alarm.
: Imports baseline alarm configurations from a file.

: Exports current baseline alarm configurations to a file.
Adding a burst alarm

To add a burst alarm, follow the steps below:
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1. Click the button to open the Burst Alarms-Add dialog box as the following figure:

Burst Alarms-Add >
Basic Information
Name: Creatur:
Description: | |
Category: |Worm v Severity: |Low v
Type: | Link Burst Alarm ~

Triggering Condition

Time Bucket:|1 Sec Duration:|1 5 Set the range of triggering time

LB LK

[«

P |
"y
Triggering Action
["]send to email Click to add email recipient [Isend to s¥sLOG
You should finish alarm sending settings in server before sending alarms.

2. Onthe Burst Alarms-Add dialog box, complete the Basic Information section. The
following list describes the settings:

Name: The name of the new alarm.
Creator: The person who defines this alarm.
Description: The description of the alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Type: The type of alarm.

Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

3. Set the trigger condition.
4. Setthe send parameters:

Send to email: Sends the alarm log as an email when the alarm is triggered. You can select
existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are defined in Alarm Notification when configuring the
CSNRAS Server.
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5. Click OK to save the settings.

Abnormal Access Alarms

The Abnormal Access Alarms tab is provided to configure abnormal access alarms. Each link is
configured with two abnormal access alarms by default, IP access abnormal alarm and MAC access
abnormal alarm. The Abnormal Access Alarms tab shows as the screenshot below:

Abnormal Access Alarms

=) =

Ena... Name Categ... Type Seve... Creation Time | Description
| IP Abnor... | Sensit... | IP Access ... |Severe I | |

IP Access Abnormal Alarm

Set accessing rules in IP Access Abnormal Alarm. When nChronos detects a conflict between a rule
and the set access rule, the abnormal access alarm will be triggered. The dialog box is shown below.

Abnormal Access Alarms-IP Abnormal Access Alarm ks

Basic Information

RENAIF Abnormal Access Alarm Creator: |e||en |
Category: |Abnormal Traffic -~ Severity: |Severe w Description: | |

Triggering Condition

Time |1 Min Enable Trigger Inhibition The range of triggering time
Mernlends
i || X| |o] |« |& =2 N | Search: | o
~-Group Name [Ena... ‘ Rules |Acc... ‘ Rej... |

No data to display

Triggering Action

|:|Send to email Click to add email recipient |:|Send to SYSLOG

You should finish alarm sending settings in server before sending alarms.
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Options

The following list describes the options on this tab:
e Name: The name of the IP abnormal access alarm.
e Creator: The person who defines the alarm.
e Description: The description of the alarm.

e (Category: The category of the alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and
can be used by other alarm types.

e Severity: The severity of the alarm. It could be Minor, Major, and Severe.

e Time Bucket: The time bucket of alarm setting. The time bucket in the baseline alarmis "1
minute" and cannot be modified. If the trigger condition is reached, the baseline alarm will
be triggered.

o The range of triggering time: The triggering time range of alarm setting. The alarm will only
trigger within the specified time range.

e Triggering Condition: Set the triggering time and triggering rules.
e Triggering Action: Set alarm log sending action when the alarm is triggered.
Access Rule Setting

e Access rules need to be grouped in a certain rule group, usually a rule group represents an
access control strategy for an application and a domain.

e Access rules can be set to Accept and Reject. If it is set to Accept, it means that this type of
traffic is allowed to be accessed, and the alarm will not be triggered when this type of traffic
is detected; if it is set to Reject, then it will be prohibited from being accessed, and when this
type of traffic is detected, it will trigger the alarm.

e Inthe access rule, the destination address and source address support the reverse setting.

e The identification of access rules is related to the order of rules. The rules and the order of
rule grouping can be moved with up and down arrows.

To add an IP abnormal access, click the button to open the Add box and set up the elements.
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Add IP Access Abnormally Alarm ¥
Group Mame: || ~ |
Description: | |

Dest, Address: 1P w | ot
Dest. Port: | Port i | |

Source Address: |IP w I [Inat

Application: | Any applicatih ~

Protocol: | Specified pro |RMI v|

Access Strategy: (O Accept (@) Reject

Priority: () Set-top (@) Set-bottom

Cancel

The following list describes the options:
e  Group Name: The name of the new alarm.

e Description: Describe the detailed information of the rule, such as restricting access to an
application or server.

e Dest. Address: Support IP, network segment and any IP. Support inversion setting.
e Dest. Port: Support any port.

e Source Address: Support IP, network segment and any IP. Support inversion setting.
e Application: Custom application or any application. Support inversion setting.

e Protocol: System protocol or any protocol.

e Access Strategy: Includes Accept and Reject.

e  Priority: Includes Set-top and Set-bottom

IP access abnormal alarm provides a trigger inhibition function. After the trigger inhibition function is
enabled, the system will merge the alarms according to the access rules every minute. For the same
access rule, the trigger sources that meet the access rule will be merged, and only one alarm will be
triggered. In the alarm condition of the alarm log, the number of triggers of the access rule will be
displayed, and the trigger source will be displayed at the same time.

MAC Access Abnormal Alarm
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Set MAC address whitelist in MAC Address Abnormal Alarm. When nChronos detects that there is
traffic from a MAC address other than the whitelist, the abnormal access alarm will be triggered. The
dialog box is shown below.

Abnormal Access Alarms-MAC Access Abnormally Alarm X
Basic Information
PELEAIMAC Access Abnormally Alarm Creator: ‘testl |

Category: |Abnormal Traffic - Severity: |Severe w Description: ‘ |

Triggering Condition

Time 1 Min The range of triggering time
Ef ||| || &= |& [- N Search: ‘ -
[=-Group Name CEna... | Rules | Alias | Geolocation |
L. test
® (08:19:A6:24:... test  Chengdu

Triggering Action
[Isend ta email Click to add email recipient [Jsend ta SYSLOG

You should finish alarm sending settings in server before sending alarms.

Options

The following list describes the options on this tab:
e Name: The name of the MAC abnormal access alarm.

e Creator: The person who defines the alarm.
o Description: The description of the alarm.

e (Category: The category of the alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and
can be used by other alarm types.

e Severity: The severity of the alarm. It could be Minor, Major, and Severe.

o Time Bucket: The time bucket of alarm setting. The time bucket in the baseline alarm is "1
minute" and cannot be modified. If the trigger condition is reached, the baseline alarm will
be triggered.

o The range of triggering time: The triggering time range of alarm setting. The alarm will only
trigger within the specified time range.

e Triggering Condition: Set the triggering time and add blacklist.

Triggering Action: Set alarm log sending action when the alarm is triggered.

Access Rule Setting
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e Access rules need to be grouped in a certain rule group, usually a rule group represents an
access control strategy for an application and a domain.

To add a single MAC abnormal access, click the button to open the Add box and set up the
elements.

Add MAC Access Abnormally Alarm b

Group Mame: | e |

Description: | |

MAC Address: | |

Aligs: | |

Geolocation: | |

Cancel

The following list describes the options:

e Group Name: Describe the detailed information of the rule, such as related information of
the MAC address.

e Description: The description of the new alarm.

e MAC Address: The MAC address of the new alarm. Only support a single MAC address.
e Alias: The alias of the MAC address, used for checking the MAC address.

e Geolocation: The geolocation of the MAC address, used for checking the MAC address.

VolP Alarms

In VolP alarms configuration interface, users can configure and manage VolP alarms. There are 6
types, including VolP summary statistics alarms, VolP conversation alarms, VolP endpoint alarms,
VolP endpoint conversation alarms, VolP network segment statistics alarms and VolP segment-
segment statistics alarms. The VolP Alarm tab shows as the screenshot below:
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VolP Alarms

B |E X | |

Enable | Mame ‘ Category | Type | Severity | Creation Time Description

Mo data to display

& B
]

Buttons

The following list describes the icon buttons on this tab:

: Adds a new baseline alarm.
: Copies the selected alarm.

: Edits the selected baseline alarm.

: Deletes the selected baseline alarm.
: Imports baseline alarm configurations from a file.

: Exports current baseline alarm configurations to a file.
Adding a VolIP alarm

To add a VolIP alarm, follow the steps below:
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1. Click the button to open the VolP Alarms-Add dialog box as the following figure:

— ——— - e ——_——_— . - — = -

| VoIP Alarms-Add x|

Basic Information

Description: | |
Category: Type: |VoIP Summary 5ta ~ | Severity: |Low hd
Triggering Condition
Time Bucket: |15ec Repeat |0 = Set the range of triggering time
g I X
*
[
= H
¥
Triggering Action
[send to email Click to add email recipient Send to SYSLOG

You should finish alarm sending settings in server before sending alarms.

oK Cancel

On the VolP Alarms-Add dialog box, complete the Basic Information section. The following list
describes the settings:

Name: The name of the new alarm.
Creator: The person who defines this alarm.
Description: The description of the alarm.

Category: The category of the new alarm. You can just enter the category or click the little
triangle to select a category. The category you entered will be memorized for next use and can
be used by other alarm types.

Type: The type of alarm.
Severity: The severity of the new alarm. It could be Minor, Major, and Severe.

Set the trigger condition.
Set the send parameters:

Send to email: Sends the alarm log as an email when the alarm is triggered. You can select
existing recipients or enter new recipient addresses.

Send to SYSLOG: Sends the alarm log to SYSLOG when the alarm is triggered.

Both the email and the SYSLOG parameters are defined in Alarm Notification when configuring the
nChronos Server.

Click OK to save the settings.
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View Management

There are four tabs under View Management: The Link Retrospective Analysis tab, the Alarms tab,
the Application Performance Analysis tab, and the Application Transaction Analysis tab, which are
provided to manage the statistical views. You can check a view name to show/hide the view, and you
can also click the button to move down/up a view.

The following list describes the icon buttons on this tab:

: Deletes the selected view. Default views cannot be deleted. Only user-defined views can be
deleted.

: Edits the selected view. Default views cannot be edited. Only user-defined views can be edited.

: Imports view settings from a file.
: Exports view settings to a file.
: Moves the selected view up.

: Moves the selected view down.

Exporting Network Link Properties

All items of network link properties can be exported for further use in other network links.
To export the properties of a network link, follow the steps below:

Right-click the network link and click Export Link Properties to open the Export Link Properties
dialog box:
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Export Link demo Configuration x

Name ~

Capture Filters
Storage Filters
Packet Truncating
Name Tables
Network Segments
Sublink Configura...
References

| Field Definition

BEEHEEEAEDO

<]

Analysis Settings

Application Grou...

RTP Analysis

VolIP Alarms v
File Path: |

On the Export Link Properties dialog box, select the items that you want to export.

Enter the file path and file name, and then click OK.
Importing Network Link Properties
To import the properties of a network link, follow the steps below:

1. On the Server Explorer, right-click the link and click Import Link Properties.

On the popup dialog box, select the file to be imported, and click OK.
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Link Analysis

With retrospective analysis, the network status of past time can be displayed. This chapter describes
how to retrospectively analyze a network link, the elements on the Link Analysis window, and how
to use Expert Analyzer.

Retrospectively Analyzing a Network Link

To retrospectively analyze a network link:

1. Connect a Server, and then network links created for the Server displays under the Server on
the Server Explorer.

Double-click the node Link Analysis under the network link to open the Link Analysis window.

=@ R&D3
I_:_|.=11,=. training
IB Link Analysisl
----- %, Link Monitor
-] Millisecend Analysis
----- I8 Reports
----- AL Alarms
]E| Application Performance Analysis
]gl Application Transaction Analysis

=1

=

The Link Analysis window

The Link Analysis window is the main workbench of retrospective analysis, showing as below:

= 00¢ 1 Sec 10 Sec 1 Min 10 Min 1 Hour 1Day DataType:
bps 05/28/2020 16:58:16 - 16:58:57 X
£.0 Mbps - A bps - Inbound bps. Link Alarms
6.0 Mbps
40 Mbps B oad A - .' iy Wy Wy =y - M | -~ - [ y — A _ A ‘;, A b
2.0 Mbps ol i S S Y N T e o e e T A
V v v v V V Vv V
0.0 bps
05/28 16:57:00 16:57:30 16:58:00 16:58:30 16:59:00 16:59:30 17:00:00 17:00:30
Summary  MAC Address  MAC Conversation  Network Segment  FSJHENILIE Application Group  IP Address  IP Conversation ~ TCP Conversation ~ UDP Comid?
Selected Time Range:05/28/2020 16:58:16 - 16:58:57 Application[14/14] E
T-O-Ew | ks E D S e Search Application &
Application Total B... ~ | Uplink Byt... D link Byt... | Inb i Byt...  Outb | Byt... Total Pkts Uplink P... Downlink P... | Inbound P... | Qutbound P...
i Undefined TCP Applicat... - MB 7.32 MB 6.29 MB 7.88 MB 5.73 MB 133443 64950 68493 73834 59609
] UPM - Web Server . 3.94ME 2.46 MB 1.47 MB 2.49 MB 1.45 MB 42953 24434 18519 24664 18289
] UPM - DB Server l 3.01 MB  445.56 KB 2.57 MB 445.56 KB 2.57 MB 6694 3091 3603 3091 3603
I NTP ‘ 269.52 KB 134.85KB 134.67 KB 134.85 KB 134.67 KB 2936 1469 1467 1469 1467
] Undefined Application ‘ 30.08 KB 29.38 KB 714.00B 0.00B 0.00B 477 469 8 0 0
2 UPM - App Server ‘ 20.38 KB | 7.54 KB 12.84 KB 12.84 KB 7.54 KB 189 96 93 93 96
= DHCP ‘ 8.22KB 6.64KB 1.57 KB 0.00B 0.008B 28 18 10 0 0
] NFS ‘ 2.53 KB 738.008B 1.81 KB 1.81 KB 738.00B 30 10 20 20 10
| WEB ‘ 1.79KB | 1.25 KB 556.008B 788.00B 1.02 KB 14 10 4 7 7
] Database ‘ 1.48 KB | 539.00 B 980.00 B 980.00 B 539.00 B 18 7 11 11 7
= icvmp ‘ 710.00B | 0.00B 710.00B 0.00B 0.008 9 0 9 0 0
o setp ‘ 520.00B 142.00B 378.00B 378.00B 142.00B 6 2 4 4 2
] DNS ‘ 477.00 B | 160.00 B 317.00 B 317.00 B 160.00 B 4 2 2 2 2
i Undefined UDP Applica... ‘ 79.00B 79.00B 0.00B 0.00B 0.008 1 1 0 0 0

It generally includes a Time Window pane, and an analysis views pane.

To resize the Time Window pane and the analysis views pane, move the mouse pointer on the
border between panes, and when the pointer becomes a double-headed arrow, drag the pointer to
move the split line.

Time Window
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The following list describes the items on the Time Window.
e I 9 . . . . .
LT MDA These icon buttons are for setting the time range of the Time Window.

1 Sec 10 Sec 1 Min 10 Min 1 Hour 1 Day : You can move

this slide bar to select a time window type. You can also select a window type by right-clicking the
Time Window, pointing to Window Type and clicking the appropriate window type.

el T""pe': Click this icon to select a data type to display. You can also display a data type by
right-clicking the Time Window, pointing to Data Type and clicking the appropriate data type.

The Time Window provides charts with draggable time line. You can view the traffic, alarms,
utilization, and packet loss of past time of the whole network, or even a specific network object. For
more information about Time Window, see Time Window.

Analysis views

The analysis views provide various statistics and analysis data during the time range selected on the
Time Window. You can export the statistics, drill down the network object, and analyze the traffic
with Expert Analyzer. For more information about analysis views, see Link analysis views.

Time Window

With the Time Window, you can get graphical view of several types of network data, including traffic,
alarms, packets, packet loss, TCP packets, utilization, etc. The Time Window appears as following

figure:
bpS 05/28/2020 16:57:51 - 16:59:22 X
A bps + Inbound bps Link Alarms
8.0 Mbps . .
60Mbps o &
4.0 Mbps A .. N _—- - ) _
2.0 Mbps /\_WV_.,,\_,_,-_.V V——\/‘——\H‘—r\/‘*\v-v\—'\f‘-—v——vw\v/ =y
0.0 bps
U:'V'ZS 16:57:00 16:57:30 16:58:00 16:58:30 16:59:00 16:59:30 17:00:00 17:00:30
Traffic

tal Triffic -+ Inbound Traffic Link Alarms
1.0 MB /. N
7680 KB
5120 KB
256.0 KB
008
05/28 16:37:00 16:57:30 16:58:00 16:58:30 16:59:00 16:59:30 17:00:00 17:00:30

Draggable Time Window

You can drag the Time Window to view network data of past time range. To drag the Time Window,
move your mouse on the time scales of the charts, and drag when the mouse becomes™.

Setting the Time Window
You can choose to set the Time Window or to set the selected time range.

To set the Time Window, follow the steps below:

¥ V]
Click =" and select Set Time Window. The Set Time Window dialog box appears.
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Set Time Window >
Start: [E/29/2020 09:33:0112 ]
End: 05/29/2020 09:37:01/% |

Set the start time in the Start field and set the end time in the End field. Note that the start time
must be later than the analysis start time.

To set the start time and the end time, just click the time, and then enter the appropriate
time or click the spin button.

Click OK.

If the duration between Start and End is not one of 4 minutes, 20 minutes, 1 hour, 4
hours, 8 hours, 12 hours, 24 hours, 2 days, 10 days, and 40 days, the Time Window will automatically
take the Start as the start time and extend the end time to match current Time Window with a
proximate type of Time Window.

To set a time range to be selected, follow the steps below:

| Bas ]
1. Click =" and select Set Selected Time Range. The Set Selected Time Range dialog box
appears.
Set Selected Time Range X
Start: [E/29/2020 09:33:01/% ]
End: [05/29/2020 09:37:01:%]

Set the start time in the Start field and set the end time in the End field. Note that the start time
must be later than the analysis start time.

To set the start time and the end time, just click the time, and then enter the appropriate
time or click the spin button.

Click OK.

Once setting a selected time range, the time range will be automatically selected on the Time
Window.

Locating the Time Window

Besides setting Time Window, you can use following buttons to locate the Time Window.

I~‘1": Locates the start time of current Time Window to the moment when the network link is
monitored.

I“5“': Locates the end time of current Time Window to the latest moment that the network link is
monitored.
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Selecting a time range

The analysis views below the Time Window display the data of selected time range on the Time
Window.

To select a time range, just drag your mouse on the Time Window, and then the range will be
framed with two handles and a time bar, just like the following figure:

07302013 13:18:11 - 131847 =

A

You can drag the handles to widen or narrow the time range.

The time bar shows the duration in the framed range, and you can move the framed range to select
different time range with the same range value. To move the framed range, put your mouse on the

time bar and drag it when the mouse becomes Il To close the framed range, just click the close
button <.

Trend charts for link analysis

There are several types of trend charts in the Time Widow, including bps, bps peak, valley, bps95p
peak, pps, pps peak, traffic, packets, utilization, IP broadcast traffic, IP multicast traffic, TCP packet,
broadcast pps, packet size distribution, packet size distribution proportion, avg. packets size,
conversations and alarms, which are the same to those on the link monitoring window, as the
following figure:
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bps
= Inbound bps :2.90 Link Alarms :0
8.0 Mbps
60 Mbps 5
4.0 Mbps
2.0 Mbps
0.0 bps
05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
bps Peak
0 Mb 05/29/2020 09:44:47 - 09:44:48 A bps Peak 5421 - Inbound bps Peak :2.90 Mbps Link Alarms :0
2 S
6.0 9
4.0
20
0.
05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
s
F;pu . 05/29/2020 09:44:47 - 09:44:48 A p + Inbound pp Link Alarms :0
g S
g-gﬁggs ank 2. 2l abhades ad o be Aado 2. A__) ha P WY Wy veuy ey vy gy - - e Py
X - _ | | v . B | Y v v ¥ VN D |
RS AR S e A A S i i £
pps
05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
pps Peak

05/29/2020 09:44:47 - 09:44:48 A |

i

eak :5.67 Kpps -+ Inbound pps Peak :3.12 Kpps Link Alarms :0

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30

Traffic

05/29/2020 09:44:47 - 09:44:48 A Total Traffic 19 KB - Inbound Traffic :353.56 KB Link Alarms :0

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
Packets

05/29/2020 09:44:47 - 09:44:48 A Total Pkis - Inbound Pkts :3119 Link Alarms :0

09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30

Utilization
10000% 05/29/2020 09:44:47 - 09:44:48 A Total Utilization % - Inbound Utilization :2. Link Alarms :0

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43.00 09:43:30 09:44:00 09:44:30

IP Broadcast Traffic
05/29/2020 09:44:47 - 09:44:48 A |P Broadcast Traffic :410.00 B Link Alarms :0

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30

IP Multicast Traffic
05/29/2020 09:41:58 - 09:41:59 A IP Multicast Traffic :0.00 B Link Alarms :0

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
TCP Pkts

4000 pps
300.0 ppe

05/29/2020 09:41:58 - 09:41:59 = TCP SYN Pkts :47.00 pps = TCP SYNACK Pkts :38.00 pps Link Alarms :0

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00

Broadcast pps
200 PP 05/29/2020 09:41:58 - 09:41:59 = Broadcast pps :0.00 pps
.0 pps

5.0 pps :
10.0 pps ,
5.0 ggs
0.0 pps

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30

Packet Size Distribution A Total Pkts
05/29/2020 09:41:58 - 09:41:59 =+ <=64 759 +65-127 2666 = 128 255 480 ~512-1023 :12 - >=1518 :3 Link Alarms :0
5000 —y }

Y |

4000
2000 e
1]
05/29 09:41:00 09:41:30 09:42:00 09:43:00 09:43:30 09:44:00 09:44:30
Packet Size DistributionProportion -+ <=64Proportion :19.09% = 65-127Proportion :67.0 - 128-255Proportion :12.07% = 256-511Proportion :1.41%
100.00% 05/29/2020 09:41:58 - 09.:41:59 -+ 512-1023Proportion :0.30% = 24-15 rtion :0. & = >=1518Proportion :0.07% Link Alarms :0
75.00% e e N — e —_— e e
50.00% e e - WV = e s
25.00% e e — - _— e —
05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
Avg. Pkt Size
20KB 05/29/2020 09:41:58 - 09:41:59 -+ Avg. Pkt Size :100.00 B
15 KB
1.0 KB
5120B """ — AN
0.0B A
05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
Conversations
1000 05/29/2020 09:41:58 - 09:41:59 - Concurrent Conversations :720
3000
2000
1000 MWW‘\WVWMWWM“AWWWW
0
05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30
Alarms
. 05/29/2020 09:41:58 - 09:41:59 A Total Alarms :0 = Link Alarms :0 -+ Application Alarms :0 = Transaction Alarms :0

i — A P A

05/29 09:41:00 09:41:30 09:42:00 09:42:30 09:43:00 09:43:30 09:44:00 09:44:30

By default, it only displays the bps trend chart. To display other trend charts, just right-click the trend

chart and select the appropriate one.
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You should set up the network bandwidth with a reasonable value, if the utilization on the Utilization
trend chart is greater than 100%.

The small yellow dots on the trend charts indicate that there are alarms triggered.

The red scales on the horizontal axis indicate that the packets captured in that time period have
been cleared. As the following figure, the packets before 10:21:27 have been cleared:

||||||||||||||||||||||_n_||||||||||
10:21:00 10:21:30

Baseline analysis

When the time scale for trend charts is 1-minute and the trend chart is Traffic, Packets, Utilization,
or Broadcast Packets, nChronos can calculate the baseline based on historical data.

To do baseline analysis, click the button to choose the interested parameter.
Baseline can be generated for following parameters:

e Traffic: Total Traffic, Inbound Traffic, Outbound Traffic

e Utilization: Total Utilization, Inbound Utilization, Outbound Utilization

e Packets: Total Packets, Inbound Packets, Outbound Packets

e Broadcast Packets

Link Analysis views

There are several analysis views to display the statistics in different types. They work together with
trend charts and time range selection on it to reduce statistic data volumes and let you focus on
analyzing and drilldown to look into network issues. Note that the views, except the Summary view,
will have records displayed only when you select a time range on the trend chart. And when you
change the selection of the time range, the statistics on the views will refresh automatically.

Toolbar and pop-up menus

Buttons on the toolbar

There is a toolbar on the top of each analysis view and the same buttons on different toolbars have
the same functions.

The following list describes all the buttons on the toolbar.

@: Downloads packets of current time range. For more information about downloading packet, see
Download Packets dialog box in this section.
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ﬁ: Launches the Expert Analyzer to analyze the packets of selected time range.

@: Saves the current statistical list as a .csv file. For more information about exporting statistics,
see Export Statistics dialog box in this section.

-
=

B
: Shows the top number of statistics on the view.

18]

: Opens the new analysis window to make new analysis on the selected objects.

EE

: Opens the network segment pane at the left of the view to view the statistics according to
segment.

jm

LY

8+ Opens the Multi-Segment Analysis window to perform multi-segment analysis.

oy
%¥: Click to reconstruct the HTTP packets of selected objects as HTTP conversation.

ag
8] : Click to quickly launch Expert Analyzer to decode packets of selected objects.
: Click to generate a temporary report based on the statistics on the current view.

@ : Click to generate a graph based on the statistics on the current view. Click the icon again to
close the graph back to list data. After generating a graph, you can right-click to show it as pie chart
or column chart, to change the top numbers and the sample fields.

N : Click to generate an advanced filter view based on current view.

Pop-up menus

When you right-click the analysis views, there is a pop-up menu. The pop-up menus from different
analysis views may include different command items. The following list describes all of the items.

Advanced Filter: Click to generate an advanced filter view based on current view.

Analyze in new window: Opens a new window to dedicatedly analyze the network object selected
on the analysis view.

Drill Down: Drills down the specific elements based on the selected objects.

Exit Drilldown: Closes drilldown windows.

Reconstruct HTTP Packets: Reconstructs the HTTP packets of selected objects as HTTP conversation
Copy: Copies currently selected rows as well as the header row to the clipboard.

Copy Column: Copies the column of currently selected objects to the clipboard.

Show Column: Shows the columns on the view. Click Default to only show default columns. You can
also show the columns by right-clicking the header of the columns.
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Export Statistics: Saves the current statistical list as a .csv file.

Download Packets: Downloads packets of current time range.

Multi-Segment Analysis: Opens the Multi-Segment Analysis window to perform multi-segment

analysis.

Analyze Packets: Launches the Expert Analyzer to analyze the packets of selected time range.

Decode Packets: Click to quickly launch Expert Analyzer to decode packets of selected objects.

Generate Report: Click to generate a temporary report based on the statistics on the current view.

The Summary view

The Summary view provides traffic statistics of currently selected time range and shows as the

following figure:

Summary % [FXeF:Ne e[ (=3
Selected Time Range:05/29/2020 09:43:14 - 09:43:23

MAC Conversation

Network Segment

Application

Application Group

IP Address

IP Conversation

TCP Conversation

UDP Cone= 4 *

538 |
Total Pkts Inbound Outbound Pkts Loss (Adaptor)  Pkts Loss (Analysis) Phis Peak Inbound Outbound bps Peak Inbound Outbound || urrent Convers
42,825 23,842 18,848 0 0 5,804 3,243 2,543 521 Mbps 293 Mbps 227 Mbps 1894
Total Traffic Inbound Outbound Bytes Loss (Analysis) TCP Pkts Packets Percentage References
435 MB 235 M8 1.79 M8 o8 TCPSYN Pkts 769 | SYN Packets/Total TCP Packets:1.... <10.00%
Packets Packets Percentage References TCP SYNACK Pkts 731 SYNACK Packets/SYN Packets:95. NUPSSEWRIIL
Broadcast 0 | 0.00% <10.00% TCP RST Pkts 77 ‘{ST Packets/SYN Packets:10.01% <20.00%
Multicast 0 | 0.00% <10.00% TCP Retransmissic 9,808 BB nission Packets/Total TCP... <2.00%
SED s 3 | 0.01%) <3.00% IP Traffic Bytes Percentage References
IcMP 2 | 0.06%| <3.00% Unicast 435MB >=90.00%
Packet Size Packets Percentage  Avg. Pkt Size Packet Size Distribution Broadcast 0.00B ‘ 0.00% <5.00%
_—_ 106598 Multicast 0.00B | 0.00% <5.00%
Abnormal 8.15KB ‘ 0.18% <1.00%
Non-IP Traffic  Bytes Percentage References
Unicast 0.008 | - >=90.00%
Broadcast 0.008 | - <5.00%
Multicast 0.008 | - <5.00%
— Abnormal 0.008 | - <1.00%

There will be data on this view if no time range is selected on the Time Window.

The MAC Address view

The MAC Address view provides the statistics and analysis of the traffic according to MAC addresses,
and shows as the following figure:

IP Address  IP Conversation ~ TCP Conversation ~ UDP Com& ¢

[WINeNe [ [ MAC Conversation

Network Segment

Application  Application Group

Selected Time Range:05/29/2020 09:43:14 - 09:43:23 MAC Address[10/10] E
v-O- |3 @daEi Ee s Search MAC Address 3
| Endpoint ‘ Total B... ~ | Tx Bytes ‘ Rx Bytes ‘ Bps bps Tx bps Rx bps Total Pkts‘ Tx Pkts ‘ Rx Pkts ‘ Tx pps ‘ Rx pps | pps
08:19: PR VB 2.55MB  179MB  404.39KBps 4.05Mbps  2.38Mbps  1.67 Mbps 42695 23845 18850 2.65Kpps 2.09 Kpps  4.74
34:40: . 1.78 MB 721.07 .. 1.08 MB 202.98 KBps  1.66 Mbps 656.33 Kbps  1.01 Mbps 18210 7969 10241 88544 pps 1.14Kpps 2.02
S5C:F3:H l 1.20 MB  455.38.. 771.00KB 136.26 KBps 1.12 Mbps 414.50 Kbps  701.78 Kbps 13075 5928 7147 658.67 pps 794.11 pps 145
20:37:( I 99872 KB 365.38.. 633.35KB 110.97 KBps 909.06 Kbps 332.58 Kbps 576.49 Kbps 10112 4326 5786 480.67 pps  642.89 pps  1.12
5C:F3:f I 394.24 KB 291.15.. 103.09KB 43.80KBps 358.84Kbps 265.01 Kbps 93.83 Kbps 1256 606 650 67.33pps  72.22pps 139!
) FFFFF | 815KB 0.00B  815KB  927.11Bps 7.42Kbps  0.00 bps 7.42Kbps 130 0 130 000pps  1444pps  14.4:
10:1B:¢ |  7.94KB 7.94KB 0008 903.11Bps  7.22Kbps  7.22Kbps  0.00 bps 127 127 0 1411 pps  0.00pps  14.1°
5C:F3: | 338KB 1.67KB 171KB  38456Bps 3.08Kbps  1.52Kbps  156Kbps 42 21 21 233pps  2.33pps 467
34:40:1 i | 128008 128.00B 0008 1422Bps  113.78bps  113.78bps  0.00 bps 2 2 0 022pps  000pps  0.22
28:6E:1 | 88008 88008 0008 9.78 Bps 78.22bps  7822bps  0.00 bps 1 1 0 0.11pps  0.00pps  0.11

Viewing MAC address statistics
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The MAC Address view displays the traffic of the network according to MAC addresses, as well as
bytes, and packets. Right-click the column header and click the appropriate column, then you can
view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP,

¥ to display only

the top number of items, which are displayed according to the value of the Bytes column. If you

When there are a lot of MAC addresses on the MAC Address view, you can click

TOR
want to display all the statistical items on this view, just click ¥ and click Show All Records.
Drilling down a MAC address

You can drill down a MAC address for more detailed information. To drill a MAC address, right-click
the IP address, then click Drill Down and select the appropriate drilldown object. Next, you will see
that a drilldown window slides out. You can further right-click an object and click Drill Down to drill
down more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back.

To close a drilldown window, just deselect the drilled objects.
Analyzing MAC addresses in a new window

On the MAC Address view, you can make analysis on one or more MAC addresses independently. To
analyze MAC addresses in new window, just right-click a MAC address and click Analyze in New
Window.

Searching the MAC Address view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box = Fhysical Address “on the

top-right corner, and then the IP Address view will only display the items having the keyword.

The MAC Conversation view

The MAC Conversation view provides the statistics and analysis of the traffic according to MAC
conversations, and shows as the following figure:
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Summary  MAC Address QVINS@HIWEENIOIE Network Segment  Application  Application Group  IP Address  IP Conversation ~ TCP Conversation  UDP Conid 7 ¥
Selected Time Range:05/23/2020 09:43:14 - 09:43:23 IMAC Conversation[10/10]
Ter O- ‘ b 53 ‘ @ 2 Search MAC Conversatic [
Endpoint 1 Endpoint 2 Total B.. ~ Bps | Endpoint.. | Endpoint 2 Tx Byt.. bps | Endpoint.. | Endpoint2 Tx b.. | Total Pkts pps | Endpoint.. Endpoir
34:40:B5:AA:3E:36 08:19:A6:24:08:EF -78 MB 2.. 721.07KB 1.08 MB 1. 656.33Kbps 1.01 Mbps 18210 2. 7969 10241
ER SC:F2:FC:DB:SA4C  HP 08:19:A6:24:08:EF -”\.ZU MB 1.. 455.38KB 771.00 KB 1. 414.50Kbps 701.78 Kbps 13075 1. 5928 7147
HR 20:37:06:C5:E8:9E  ER 08:19:A6:24:08:EF '98.75 KB 1.. 365.38KB 633.35 KB 9.. 332.58Kbps 576.49 Kbps 10112 1.. 4326 5786
E SC:F3:FC:BA:BO:FE  H 08:19:A6:24.08:EF I 39424 KB 4. 291.15KB 103.09 KB 3.. 265.01Kbps 92.83 Kbps 1236 1 606 650
@) FR.FF:FF:FF:FF:FF B 10:1B:54:5B:07:28 ‘ 794KB 9.. 0.008B 7.94 KB 7... 0.00bps 7.22 Kbps 127 1. 0 127
B SC:F3:FC:DB:C9:EC  HP 08:19:A6:24:08:EF ‘ 3.32KB 3.. 161KB 1.71 KB 3. 1.46Kbps 1.56 Kbps 4 4.. 20 21
&) FR.FR:FF:FF:FR:FF HR 28:6E:D4:19:43:FA ‘ 88.00B 9... 0.00B 88.00B 7. 0.00bps 78.22 bps 1 0.. 0 1
5C:F3:FC:DB:C9:EC ‘ 64.00B 7... 0.00B 64.00B 5.. 0.00 bps 56.89 bps 1 0.. 0 1
ER 34:40:B5:AA:3D:96 ‘ 64008 7... 0.00B 64.00 B 5.. 0.00bps 56.89 bps 1 0 0 1
34:40:B5:AA:3D:96 08:19:A6:24:08:EF ‘ 64.00B 7... 64.00B 0.00B 5.. 56.89 bps 0.00 bps 1 0 1 0
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Viewing MAC conversation statistics

The MAC Conversation view displays the traffic of the network according to communication nodes,
as well as node bytes, and packets. Right-click the column header and click the appropriate column,
then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

T.:}v
When there are a lot of MAC conversations on the Physical Conversation view, you can click to
display only the top number of items, which are displayed according to the value of the Bytes

TOP
column. If you want to display all the statistical items on this view, just click ¥~ and click Show All
Records.

Searching the MAC Conversation view

When there are lots of statistics on this view, you can use the display filter function to view the
interested data. Enter the appropriate keyword in the search box °cc" Physicsl Conversation =g the
top-right corner, and then the MAC Conversation view will only display the items having the
keyword.

The Network Segment view

The Network Segment view shows as the following figure:

Summary  MAC Address MAC Conversation NSOV SN Application  Application Group ~ IP Address  IP Conversation ~ TCP Conversation ~ UDP Com 4 |

Selected Time Range:05/29/2020 09:43:14 - 09:43:23 Network Segment[7/7] D

kel Q'lﬂl@lﬂ@ |E@V Search Network Segmer ¥
Segment ‘Geolocation Type Total Bandwid... | Inbound Bandwi... | Outbound Bandwi... | Total B.. ~|TxBytes RxBytes | Bps bps
UPM - Chengdu Chengdu Subnet Mask 200 100 100 25 VB 143MB 229 MB  494.39KBps 4.05M
UPM - segment 2 Segment 2 1 100 100 100 -1.35 MEB 1.79 MB 2.55 MB 49439 KBps 4.05 M
Undefined Segment - 200 100 100 I 114MB 73643KB 426.92KB 129.26KBps 1.06M
UPM - Shanghai Branch = Shanghai Branch = Subnet Mask 200 100 100 J01578KB 61244 KB 403.34KB 112.86 KBps 924.58
UPM - Beijing Beijing Subnet Mask 200 100 100 I 97372 KB 685.99KB 287.73KB 108.19KBps 886.30
UPM - HK Office HK Office Subnet Mask | 200 100 100 I 654.02 KB 305.31 KB 348.71KB 72.67 KBps 595.30
UPM - segment 1 Segment 1 1 100 100 100 | 330.00B | 0.00B 330.00B  36.67 Bps 293.33

The Network Segment view provides the statistics and analysis of the traffic according to network
segments which are defined when configuring the network link.

Viewing segment statistics

The Network Segment view displays the traffic of the segment, as well as bytes, packets, internal
bytes, and internal packets. Right-click the column header and click the appropriate column, then
you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOR

»

When there are too many statistical items on the view, you can click ™  to display only the top

number of items, which are displayed according to the value of the Bytes column. If you want to

TOP
display all the statistical items on this view, just click ¥ and click Show All Records.
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Drilling down a segment

You can drill down a segment for more detailed information. To drill a segment, right-click the
segment, then click Drill Down and select the appropriate drilldown object. Next, you will see that a
drilldown window slides out. You can further right-click an object and click Drill Down to drill down
more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

MNetwork Segrment[1/1] = Application[16/16] » IP Conwversation[10/10] » TCP Cenversation[3/3]
To close a drilldown window, just deselect the drilled objects.

Analyzing segments in a new window

On the Network Segment view, you can make analysis on one or more segments independently. To
analyze segments in new window, just right-click a segment and click Analyze in New Window.

Searching the Network Segment view

When there are lots of statistics on this view, you can use the display filter function to view the
interested data. Enter the appropriate keyword in the search box “sr<h Metwerk Segment “on the
top-right corner, and then the Network Segment view will only display the items having the keyword.

The Application view

The Application view shows as the following figure:

Summary  MAC Address MAC Conversation Network Segment  [Velsilfec1 el Application Group  IP Address  IP Conversation ~ TCP Conversation ~ UDP Coméd? Y
Selected Time Range:05/29/2020 09:43:14 - 09:43:23 Application[9/9] m
Oy | @saEl ES e Search Application v

Application Total B... ~ Uplink Byt... Downlink Byt... Inbound Byt... | Outbound Byt... Total Pkts Uplink P... | Downlink P... | Inbound P...  OutboundP...

i Undefined TCP Applicat... ! MB 1.67 MB 1.23 MB 1.79 MB 1.11 MB 30433 15060 15373 16968 13465

= UPM - Web Server '97.16 KB 629.87 KB 367.29 KB 632.48 KB 364.68 KB 10088 5753 4335 5773 4315

] UPM - DB Server I 388.21 KB 98.84 KB 289.47 KB 98.84 KB 289.47 KB 1210 625 585 625 585

E NTP ‘ B81.52 KB 39.66 KB 41.86 KB 39.66 KB 41.86 KB 888 432 456 432 456

] Undefined Application ‘ 8.21 KB 8.27TKB 0.00B 0.00B 0.00B 131 131 0 0 0

] UPM - App Server ‘ 713KB 1.88KB 5.25 KB 5.25 KB 1.88 KB 60 24 36 36 24

] Database ‘ 502.00B 154.00B 348.008 348.008 154.008 6 2 4 4 2

5 NFS ‘ 379.00B 77.00B 302.00B 302.00B 77.00B 5 1 4 4 1

= Icmp ‘ 312.00B 156.008B 156.00B 0.008 0.00B 4 2 2 0 0

The Application view provides statistics of applications, including system applications and custom
applications. The system applications are the applications imported when you configure the Server
settings at the Server side, while the custom applications are the applications defined when you
configure the network link properties at the Console side. The custom applications have priority over
the system applications in display on the Application view when both of them include the same
applications.

Viewing application statistics
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The Application view displays the traffic of the network according to applications name, as well as
bytes, packets, and average packet size. Right-click the column header and click the appropriate
column, then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP

W

When there are a lot of applications on the Application view, you can click * " to display only the

top number of items, which are displayed according to the value of the Bytes column. If you want to
TOR
display all the statistical items on this view, just click ¥ and click Show All Records.

Drilling down an application

You can drill down an application for more detailed information. To drill an application, right-click
the application, then click Drill Down and select the appropriate drilldown object. Next, you will see
that a drilldown window slides out. You can further right-click an object and click Drill Down to drill
down more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Application[13/13] » Metwork Segment[2/2] » Internal IP[20/20] » IP Conversation[50/50] » UDP Conversation[1/1]
To close a drilldown window, just deselect the drilled objects.

Analyzing applications in new window

On the Application view, you can make analysis on one or more applications independently. To
analyze applications in new window, just right-click an application and click Analyze in New Window.

Searching the Application view

When there are lots of statistics on this view, you can use the display filter function to view the

Search Application

interested data. Enter the appropriate keyword in the search box “on the

top-right corner, and then the Application view will only display the items having the keyword.

The Application Group view

The Application Group view shows as the following figure:

Summary MAC Address MAC Conversation MNetwork Segment Metwork Segment Group Application Application Group

Selected time range:09/27/2016 22:00:17 - 22:01:04 Application Group[3/3] |z|

Ve | E G | k) 53 | @ F Search Application Group v|
Application Group | Total Bytes ~ | Uplink Bytes | Downlink Bytes | Total Packets | Uplink Pkts | Downlink Pkts | Avg. Pkt Size | Bps
Groupl52 [EEEE e e6.50 MB 98.47 MB 1393351 704938 628413 139208 3941
Group5 . 62.44 ME | 2787 MB 34,57 MB 303090 81177 221913 21601 B 1331
Group( . 49,62 MB | 1087 MB 38.74 MB 216024 118453 97571 24083 B 1061

The Application Group view provides statistics of application groups, which are defined when
configuring the network link.
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Viewing application group statistics

The Application Group view displays the traffic of the network according to application group name,
as well as bytes, packets, average packet size, etc. Right-click the column header and click the
appropriate column, then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

T.,:;I"'v
When there are a lot of application groups on the Application Group view, you can click to

display only the top number of items, which are displayed according to the value of the Bytes
TOP
column. If you want to display all the statistical items on this view, just click ¥~ and click Show All

Records.
The columns on the Application Group view are same to those on the Application view.
Drilling down an application group

You can drill down an application group for more detailed information. To drill an application group,
right-click the application group, then click Drill Down and select the appropriate drilldown object.
Next, you will see that a drilldown window slides out. You can further right-click an object and click
Drill Down to drill down more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Application Group[3/3] » Application[3/3] » Internet IP[14/14] » IP Conversation[9/9] » TCP Conversation[34/34]

To close a drilldown window, just deselect the drilled objects.
Analyzing application groups in new window

On the Application Group view, you can make analysis on one or more application groups
independently. To analyze application groups in new window, just right-click an application group
and click Analyze in New Window.

Searching the Application Group view

When there are lots of statistics on this view, you can use the display filter function to view the
interested data. Enter the appropriate keyword in the search box on the top-right corner, and then
the Application Group view will only display the items having the keyword.

The IP Address view

The IP Address view provides the statistics and analysis of the traffic according to IP addresses, and
shows as the following figure:
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Summary ~ MACAddress  MAC Conversation  Network Segment  Application  Application Group [JLENX[IEEIRS IP Conversation  TCP Conversation ~ UDP Cons ¢

Selected Time Range:05/29/2020 09:42:16 - 09:44:34 Internal IP Addresses[10/10] E
e O 8 | Fe) | ok 52 ‘ @ 2 Internal IP Addresses External IP Addresses All IP Addresses m
ipoi I i TCP/U... Total B.. | TxBytes RxBytes | Inbound Byt.. Outbound Byt... Total Pkts| Tx Pkts| Rx Pkts|Inbound P... | Outbound P...
= testserver2 Segment 2 UDP -.33 MB 1141.. 1592MB 1592 MB 11.41 MB 269878 1184... 151416 151416 118461
= 221.237.152.213 Segment2  TCP -8.72 MB 7.03MB 11.69MB 11.69 MB 7.03 MB 199422 91187 108235 108235 91187
= testserver Segment2  TCP .13.61 MB 5.36MB 826MB 826 MB 5.36 MB 145066 66302 78764 78764 66302
= db server Segment2  TCP l 10.09MB 858MB 1.52MB  1.52 MB 8.58 MB 22905 12187 10718 10718 12187
& 221.237.152.212 Segment2  TCP | 70.80KB 3451KB 36.29KB  22.04 KB 20.48 KB 797 372 425 238 190
= 221.237.152.54 Segment 2 | 2802 KB 14.24KB 13.79KB 0.00B 0.00B 368 187 181 0 0
= 221.237.152.214 Segment2 | TCP | 705KB 3.64KB 341KB 3.41KB 2.55 KB 71 40 31 31 26
51221.237.152.255 Segment2  UDP | 741.00B | 0.00B 741.00B 0.00B 0.00B 3 0 3 0 0
512240022 - IGMP | 640.00B  0.00B 640.00B 0.00B 0.00B 10 0 10 0 0
51 224.0.0.252 - uDP | 237.00B  0.00B 237.00B 0.00B 0.00B 3 0 3 0 0

Viewing IP address statistics

By default, this view displays the statistics of internal IP. You can click External IP to view the
statistics of external network.

The IP Address view displays the traffic of the network according to IP addresses, as well as bytes,
packets, and average packet size. Right-click the column header and click the appropriate column,
then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOR

W

When there are a lot of IP addresses on the IP Address view, you can click ¥  to display only the top

number of items, which are displayed according to the value of the Bytes column.

In addition, you can click == to open the network segment pane at the left of the view to view the
statistics according to segment. The network segment pane will automatically list all available class C

segments, and you can click the segment to view only the statistics of that segment.
Drilling down an IP address

You can drill down an IP conversation for more detailed information. To drill an IP conversation,
right-click the IP conversation, then click Drill Down and select the appropriate drilldown object.
Next, you will see that a drilldown window slides out. You can further right-click an object and click
Drill Down to drill down more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Internal IP[57/57] » Application[4/4] » IP Conversation[119/119] » UDP Conversation[4/4]
To close a drilldown window, just deselect the drilled objects.

Analyzing IP addresses in new window

In the IP Conversation view, you can make analysis on one or more IP conversations independently.
To analyze IP conversations in new window, just right-click an IP conversation and click Analyze in
New Window.
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Searching the IP Address view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box

Search IP Conversation

“lon the

top-right corner, and then the IP Address view will only display the items having the keyword.

The IP Conversation view

The IP Conversation view provides the statistics and analysis of the traffic according to IP

conversations, and shows as the following figure:

Summary  MAC Address MAC Conversation ~ Network Segment  Application  Application Group  IP Address [JLNGNIFENTNIEE TCP Conversation ~ UDP Cons 4 »
Selected Time Range:05/29/2020 09:42:16 - 09:44:34 IP Conversation[1000/1000]
W Q"Jﬁ%‘@ﬂ@ |@V = Search IP Conversation ¥

Endpoint 1 Endpoint 1 MAC Address  Endpoint 1 Geolocati... | Endpoint 2 Endpoint 2 MAC Address | Endpoint 2 Geolocation | Total B... = | Endpoint 1Tx ~

= 221.237.152.213 5C:F3:FC:DB:SA:4C Segment 2 5 125.65.112.158 08:19:A6:24:08:EF Shanghai Branch .1 1.20 MB  4.30 MB

= testserver2 HP 34:40:B5:AA:3E:36 Segment 2 = 118.123.895 B 08:19:A6:24:08:EF HK Office I 6.54 MB 4.07 MB

= db server B3 5C:F3:FC:BA:BO:FE Segment 2 =171.221.254.214  B? 08:19:A6:24:08:EF Beijing I s63MB 522MmB

51222.209.57.151 B 08:19:A6:24:08:EF Chengdu = testserver B 20:37:06:C5:E8:9E Segment 2 | z49MmB 206MB

5222.210.127.144 B2 08:19:A6:24:08:EF Chengdu = db server ER 5C:F3:FC:BABO:FE Segment 2 | 2.26me s08.85KB

= 221.237.152.213  H@ 5C:F3:FC:DB:9A4C Segment 2 = 118.123.8.95 E? 08:19:A6:24:08:EF HK Office I 2.07 MB  750.19 KB

= testserver HP 20:37:06:C5:E8:9E Segment 2 =1 58.219.17.209 B 08:19:A6:24:08:EF Wuxi,Jiangsu,China | 1.49MB 626.00 KB

5222.210.127.144 B2 08:19:A6:24:08:EF Chengdu = testserver2 EP 34:40:B5:AA:3E:36 Segment 2 | 1.49 MB  243.96 KB

= testserver HP 20:37:06:C5:E8:9E Segment 2 = chris HR 08:19:A6:24:08:EF Shanghai Branch | 1.45MB 426.51KB

= testserver2 HP 34:40:B5:AA:3E:36 Segment 2 = 80.82.64.38 B 08:19:A6:24:08:EF Netherlands | 901.02 KB 863.24 KB

= db server ER 5C:F3:FC:BA:BO:FE Segment 2 =61.188.199.46 ER 08:19:A6:24:08:EF Deyang,Sichuan,China | 858.21 KB 660.86 KB

= db server HP 5C:F3:FC:BA:BO:FE Segment 2 =125.68.139.19 HR 08:19:A6:24:08:EF Shanghai Branch | 746,61 KB 565.23 KB

= testserver HP 20:37:06:C5:E8:9E Segment 2 =118.123.8.95 B 08:19:A6:24:08:EF HK Office \ 623.97 KB 233.29 KB

=221.237.152.213  ER 5C:F3:FC:DB:9AA4C Segment 2 = chris EP 08:19:A6:24:08:EF Shanghai Branch | 418.25 KB 268.95 KB

= db server 5C:F3:FC:BA:BO:FE Segment 2 = 60.165.130.180 08:19:A6:24:08:EF Shimen,Gansu,China ‘ 393.72 KB 292.68 KB

51221.237.152.213  ER 5C:F3:FC:DB:9AAC Segment 2 5171.221.254.214 B2 08:19:A6:24:08:EF Beijing | 22967 KB 215.99 KB

= testserver B3 20:37:06:C5:E8:9E Segment 2 = 1.28.56.223 EP 08:19:A6:24:08:EF Hohhot,Inner Mongolia ... | 284.44 KB 112.24 KB

= testserver 20:37:06:C5:E8:9E Segment 2 E171.221.254.214 08:19:A6:24:08:EF Beijing | 22446 KB 64.63 KB

51222.212.239.243 B 08:19:A6:24:08:EF Chengdu = testserver2 E 34:40:B5:AA:3E:36 Segment 2 ‘ 178.62 KB 41.18 KB

& 923 210 127 222 @3 N2-10-ARD4-NAFF Chenadu & dh caruer BB SC-F2FC-RARN-FE Seament 2 | 152 1nwr R7TIN KR e
< >

Viewing IP conversation statistics

The IP Conversation view displays the traffic of the network according to communication nodes, as

well as node geographic location, bytes, and packets. Right-click the column header and click the

appropriate column, then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according

to the column.

When there are a lot of IP conversations on the IP Conversation view, you can click

TOP.

W

" to display

only the top number of items, which are displayed according to the value of the Bytes column.

Drilling down an IP conversation

You can drill down an IP conversation for more detailed information. To drill an IP conversation,

right-click the IP conversation, then click Drill Down and select the appropriate drilldown object.

Next, you will see that a drilldown window slides out. You can further right-click an object and click
Drill Down to drill down more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

IP Conversation[299/299] » TCP Conversation[3/3]
To close a drilldown window, just deselect the drilled objects
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Analyzing IP conversations in new window

In the IP Conversation view, you can make analysis on one or more IP conversations independently.

To analyze IP conversations in new window, just right-click an IP conversation and click Analyze in

New Window.

Searching the Application view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box

Search IP Conversation

“on the

top-right corner, and then the IP Conversation view will only display the items having the keyword.

The TCP Conversation view

The TCP Conversation view provides the statistics and analysis of the traffic according to TCP

conversations, and shows as the following figure:

Summary  MAC Address MAC Conversation ~ Network Segment  Application  Application Group  IP Address  IP Conversation [RISCREINIEETL RS UDP Cons 4 P
Selected Time Range:05/29/2020 09:42:16 - 09:44:34 TCP Conversation[1000/1000]
O DaleaBHEe v [Scarch 1P Conversatior |
Client Client MAC Address | Client Geolocation Client Port | Server Server MAC Address | Server Geolocation  Server Port | Protocol | App ~
5171.221.254.214 9 08:19:A6:24:08:EF  Beijing 50560 | & db server HR 5C:F3:FC:BA:BO:FE | Segment 2 ¥ 6433 TCP EU
= testserver2 HP 34:40:B5:AA:3E:36  Segment 2 763392 =118.123.8.95 HR 08:19:A6:24:08:EF  HK Office ¥ 13000 TCP E
=125.65.112.158  E? 08:19:A6:24:08:EF  Shanghai Branch § 61960 = 221.237.152.213 EP SC:F3:FC:DB:9A4C  Segment 2 % 13000 TCcp H
£125.65.112.158  HR 08:19:A6:24:08:EF | Shanghai Branch 61961 & 221.237.152.213  HR 5C:F3:FC:DB:9A:4C | Segment 2 % 13002 TCcp EL
= testserver2 HP 34:40:B5:AA:3E:36  Segment 2 763391 =118.123.8.95 HR 08:19:A6:24:08:EF  HK Office ¥ 13000 TCP E
=125.65.112.158  E? 08:19:A6:24:08:EF Shanghai Branch 961959 = 221.237.152.213 ER 5C:F3:FC:DB:9A4C Segment 2 13002 TCcp H
1125.65.112.158 08:19:A6:24:08:EF | Shanghai Branch ¥ 61958 = 221.237.152.213 5C:F3:FC:DB:9A:4C  Segment 2 % 13000 TCcp EU
51222.210.127.144 B2 08:19:A6:24:08:EF | Chengdu 737669 = dbserver B SC:F3:FC:BA:BO:FE | Segment 2 T 6433 TCP E
=61.188.199.46 H3 08:19:A6:24:08:EF | Deyang,Sichuan,China 935447 |2 db server Bj 5C:F3:FC:BA:BO:FE  Segment 2 6433 e =8
51125.68.139.19 08:19:A6:24:08:EF | Shanghai Branch ¥ 13616 | = db server 5C:F3:FC:BA:BO:FE | Segment 2 T 6433 TCP EU
= Chris B 08:19:A6:24:08.EF  Shanghai Branch 710926 = testserver BR 20:37:06:C5:E8:9E  Segment 2 7 3306 MysQL  [E L
& 221.237.152.213  EB 5C:F3:FC:DB:9A:4C | Segment 2 13000 =118.123.895 HR 08:19:A6:24:08:EF | HK Office 2667 TCcp H
&1 221.237.152.213 5C:F3:FC:DB:SA:4C  Segment 2 ©13002  =118.123.8.95 08:19:A6:24:08:EF | HK Office % 2666 TCcp EU
= Chris B 08:19:A6:24:08.EF  Shanghai Branch 751879 = testserver BR 20:37:06:C5:E8:9E  Segment 2 7 8030 TCP =1
& 221.237.152.213  EB 5C:F3:FC:DB:9A:4C | Segment 2 13000 =118.123.895 HR 08:19:A6:24:08:EF | HK Office 2668 TCcp H
&1 221.237.152.213 5C:F3:FC:DB:SA:4C  Segment 2 ©13002  =118.123.8.95 08:19:A6:24:08:EF | HK Office % 2669 TCcp EU
= 60.165.130.180 B 08:19:A6:24:08:EF  Shimen,Gansu,China T 2360 = db server B SC:F3:FC:BA:BO:FE  Segment 2 T 6433 TCP =1
2 chris HD 08:19:A6:24:08:EF | Shanghai Branch 951876 | = testserver B 20:37:06:C5:E8:9E  Segment 2 7 8030 TCP =]
=171.221.254.214 08:19:A6:24:08:EF  Beijing % 50907 | = db server 5C:F3:FC:BA:BO:FE | Segment 2 76433 TCP Eu
z S 171 221 254214 BB NR-10-AA-24-NRFF | Raiiinn & R0dAS | B Ak coner EB 50-F2-FC-RA-RNFE | Sanmeant 2 & RA22 TR t:;l

Viewing TCP conversation statistics

The TCP Conversation view displays the traffic of the network according to communication nodes, as
well as node geographic location, port number, application, round-trip time, bytes, packets, and
average packet size. Right-click the column header and click the appropriate column, then you can
view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP.
When there are a lot of TCP conversations on the TCP Conversation view, you can click v to
display only the top number of items, which are displayed according to the value of the Bytes

column.
Analyzing TCP Conversation in new window

In the TCP Conversation view, you can make analysis on one or more TCP conversations
independently. To analyze TCP conversations in new window, just right-click a TCP conversation and
click Analyze in New Window.
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Searching the TCP Conversation view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box [search 7P Conversation | o the
top-right corner, and then the TCP Conversation view will only display the items having the keyword.

The UDP Conversation view

The UDP Conversation view provides the statistics and analysis of the traffic according to UDP

conversations, and shows as the following figure:

rsation Network Segment ~ Application  Application Group  IP Address  IP Conversation  TCP Conversation [UBLESHIEIT S Segment-Segment  Service A=1 *
Selected Time Range:05/29/2020 09:42:16 - 09:44:34 UDP Conversation[1000/1000]
P U-sleaElES [search UDP Conversatio ]

Client Client Geolocation Client Port | Server Server Geolocation  Server Port | Protocol | Application | Total B... ~ | Bps Client Byte ~
=0.0.00 - 768 5]} 255.255.255.255 - 767 DHCP EDHCP | 11.15KB 83.94Bps 11.15KB
=117.136.3.179 | Hohhot,Inner Mongglia ... % 23284 = testserver2 Segment 2 123 NTP [E NTP ‘ 7.53 KB 122.35Bps 3.58KB
51 117.136.25.227  Xi'an,Shaanxi,China 20976 = testserver2 Segment 2 123 NTP [E NTP ‘ 2.58KB 104.74Bps 1.74KB
51117.136.3.18  Hohhot,Inner Mongolia... 7 28838 = testserver2 Segment 2 F123 NTP E NTP | 2.20KB 150.40Bps 1.10KB
=114.29.99.71 Guangzhou,Guangdong... % 8870 = testserver2 Segment 2 123 NTP E NTP | 2.02KB 121.65Bps 1.01KB
=1 117.136.30.178 | Chongqing,Chongging,... % 52809 &= testserver2 Segment 2 T123 NTP ENTP | 202kB 137.87 Bps 1.01KB
5117136717 Yunnan,China 745133 = testserver2 Segment 2 F123 NTP E NTP | 1.92KB 151.85Bps 1.01KB
=117.136.3.8 Hohhot,Inner Mongolia ... % 27734 = testserver2 Segment 2 123 NTP E NTP | 1.93KB 109.67Bps 1.01KB
51117.136.70.63  Chengdu,Sichuan,China % 20805 = testserver2 Segment 2 T123 NTP E NTP | 1.84KB 156.67Bps 940.00 B
=117.136.82.30  Chengdu,Sichuan,China % 36211 = testserver2 Segment 2 F123 NTP EINTP | 1.84KB 156.67Bps 940.00 B
117.136.3.153 | Hohhot,Inner Mongglia ... % 44995 & testserver2 Segment 2 123 NTP E NTP | 1.84KB 156.67 Bps 940.00 B
£1223.104.15.13  Beijing,Beijing,China 736108 = testserver2 Segment 2 T123 NTP E NTP | 1.84KB 125.33Bps 846.00 B
559.37.135.79  Guangdong,China T 13674 = testserver2 Segment 2 G123 NTP EINTP | 1.84KB 134.29Bps 940.00B
51 223.104.15.12 | Beijing,Beijing,China 7 26544 & testserver2 Segment 2 123 NTP E NTP | 1.74KB 127.57 Bps 846.00B
5114.29.88.154  Zhuhai,Guangdong,China % 9118 = testserver2 Segment 2 T123 NTP I NTP | 1.74KB 162.36Bps 940.00 B
=117.136.69.181  Chengdu,Sichuan,China % 60261 = testserver2 Segment 2 G123 NTP EINTP | 1.74KB 119.07Bps 846.00B
=117.136.82.28 Chengdu,Sichuan,China 22717 = testserver2 Segment 2 123 NTP [E NTP ‘ 1.74KB 137.38Bps 846.00B
=117.136.3.19 Hohhot,Inner Mongolia... % 22085 = testserver2 Segment 2 7123 NTP = NTP | 1.74 KB 148.83Bps 846.00B
= 223.104.15.169  Hohhot,Inner Mongglia ... % 63559 = testserver2 Segment 2 123 NTP I NTP | 1.74KB 119.07Bps 846.00B
a Bl 1171262 180 Hnhhat Innar Manaanlia & 272R1 & tactearvar? Carnmant 2 & 192 NTD = NTD ‘ 1 7AKE 127 2R Bne QAN NN R)

Viewing UDP conversation statistics

The UDP Conversation view displays the traffic of the network according to communication nodes,
as well as node geographic location, port number, application, bytes, packets, and average packet
size. Right-click the column header and click the appropriate column, then you can view the statistics
in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

T‘:}T
When there are a lot of UDP conversations on the UDP Conversation view, you can click to
display only the top number of items, which are displayed according to the value of the Bytes
column.

Searching the UDP Conversation view

When there are lots of statistics on this view, you can use the display filter function to view the

Search UDP Conversation

interested data. Enter the appropriate keyword in the search box “on the

top-right corner, and then the UDP Conversation view will only display the items having the keyword.

The Segment-Segment view

The Segment-Segment view shows as the following figure:
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o Segment-Segment X B Access Port Link Alarms

Selected time range:09/27/2016 16:55:35 - 16:56:07 Segment-Segment[7/7] III

v | £ ﬂ @ | @ N s Search Segment-Segment v|
Endpoint 1 | Endpoint 2 Protocol | Application Total Bytes - | Bps Bytes Sent by Endpoin... | Bytes Sent by Endpoin... | bps
Segmentd  Unknown Segment  TCP (] haol23 [EES| o5 e 1760 MBps  57.32 MB 508,65 MB 148.36 Mk
Segmentd | Unknown Segment  UDP [ ons [ 342.00 MB 1051 MBps | 13.72 MB 335.28 MB 9149 Mby
Segmentd | Segmentd [ 1cme | 1206 MB 38583 KBps  3.29 MB 877 MB 316 Mbp
Segment5  Segmentd TCP [ wes | 734 ME 23503 KBps 658 MB 78547 KB 1.93 Mbpy
Segmentd | Segment6 TCP 5] Unknown TCP Application | 521 MEB 16653 KBps 32257KB 4.89 MB 1.36 Mbp:
Segments  Unknown Segment  UDP [ Dns | 101 ME 3218 KBps  22319KB 806.64 KB 263.64 Kb
Segment5 | Segment( TCP F_Ej Unknown TCP Application | 1192 KB 38153Bps 460KB 732KB 3.05 Kbps

4 | 1 | b

The Segment-Segment view provides the statistics and analysis of the traffic according to network
segments which are defined when configuring the network link.

Viewing statistics

The Segment-Segment view displays the traffic between segments, as well as bytes, packets,
internal bytes, etc. Right-click the column header and click the appropriate column, then you can
view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOR

W

When there are too many statistical items on the view, you can click ™ " to display only the top

number of items, which are displayed according to the value of the Bytes column. If you want to
TOP

display all the statistical items on this view, just click "7 and click Show All Records.

Drilling down a segment

You can drill down a segment for more detailed information. To drill a segment, right-click the
segment, then click Drill Down and select the appropriate drilldown object. Next, you will see that a
drilldown window slides out. You can further right-click an object and click Drill Down to drill down
more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back.

To close a drilldown window, just deselect the drilled objects.
Analyzing Segment-Segment in new window

On the Segment-Segment view, you can make analysis on one or more items independently. To
analyze segment-segment items in new window, just right-click a segment-segment item and click
Analyze in New Window.

Searching the Segment-Segment view
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When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box on the top-right corner, and then

the Segment-Segment view will only display the items having the keyword.

The Service Access view

The Service Access view shows as the following figure:

IP Address

IP Conversation

TCP Conversation

UDP Conversation

Service Access * [-Rld

Network Segment

Application

Application Group

Segment-Segment

Selected Time Range:05/29/2020 09:42:16 - 09:44:34 Service Access[1000/1000]

W Q"J‘@ﬂ@ ‘@\’- Search Service Access ¥
Server Server MAC Address | Server Geolocation  Server Port | Client Client MAC Address | Client Geolocation TCP/U... | Application ~
=1118.123.8.95 HP 08:19:A6:24:08:EF HK Office 13000 = testserver2 HP 34:40:B3:AA:3E:36 | Segment 2 TCP i Undefined T
= db server BP 5C:F3:FC:BABO:FE  Segment 2 T 6433 =171.221.254.214 B2 08:19:A6:24:08:EF  Beijing TCP ] UPM - DB Se
=1 221.237.152.213  E9 5C:F3:FC:DB:9A:4C | Segment 2 13000 =125.65.112.158  ER 08:19:A6:24:08:EF  Shanghai Branch TCP i Undefined T1
51221.237.152.213 B9 5C:F3:FC:DB:9A4C  Segment 2 13002 =1125.65.112.158  BR 08:19:A6:24:08:EF  Shanghai Branch TCP i Undefined T
= testserver BP 20:37:06:C5:E8:9E  Segment 2 3002 = 222.209.57.151  E? 08:19:A6:24:08:EF | Chengdu TCP i UPM - Web ¢
= db server HR 5C:F3:FC:BA:BO:FE  Segment 2 ¥ 6433 =1222210127.144 B2 08:19:A6:24:08:EF | Chengdu TCP i UPM - DB Se
= testserver HP 20:37:06:C3:EB:9E  Segment 2 7 3002 = 58.219.17.209 ER 08:19:A6:24:08:EF  Wuxi,Jiangsu,China TCP i UPM - Web ¢
= testserver2 ER 34:40:B5:AA:3E:36  Segment 2 % 3389 = 80.82.64.38 ER 08:19:A6:24:08:EF Netherlands TCP E Undefined T
2 db server HR 5C:F3:FC:BA:BO:FE  Segment 2 6433 = 61.188.199.46 B 08:19:A6:24:08:EF | Deyang,Sichuan,China TCP £ UPM - DB Se
= testserver B 20:37:06:C3:E8:9E  Segment 2 7 8030 = Chris ER 08:19:A6:24:08:EF  Shanghai Branch TCP i UPM - Web ¢
= db server B3 SC:F3:FC:BA:BO:FE | Segment 2 6433 = 125.68.139.19 B 08:19:A6:24:08:EF  Shanghai Branch TCP i UPM - DB Se
= testserver 20:37:06:C5:E8:9E | Segment 2 ¥ 3306 = Chris 08:19:A6:24:08:EF  Shanghai Branch TCP ] UPM - Web ¢
=118.123.8.95 HP 08:19:A6:24:08.EF HK Office T 2667 51221.237.152.213 B? 5C:F3:FC:DB:9A4C  Segment 2 TCP il Undefined T
= 118.123.8.95 ER 08:19:A6:24:08:EF  HK Office 2666 & 221.237.152.213  ER 5C:F3:FC:DB:9A4C Segment 2 TCP i Undefined T1
=1118.123.8.95 08:19:A6:24:08:EF  HK Office % 2668 = 221.237152.213 5C:F3:FC:DB:9A:4C  Segment 2 TCP ] Undefined T1
=118.123.8.95 HP 08:19:A6:24:08EF HK Office T 2669 51221.237.152.213 B3 5C:F3:FC:DB:9A:4C  Segment 2 TCP il Undefined T
= db server HP 5C:F3:FC:BABO:FE  Segment 2 6433 = 60.165.130.180  ER 08:19:A6:24:08:EF  Shimen,Gansu,China TCP El UPM - DB Se
&1 221.237.152.213 5C:F3:FC:DB:9A:4C  Segment 2 13001 = Chris 08:19:A6:24:08:EF  Shanghai Branch TCP i Undefined T1
= testserver HP 20:37:06:C3:E8:9E  Segment 2 7 3002 =1.28.56.223 ER 08:19:A6:24:08:EF Hohhot,Inner Mongolia... TCP l UPM - Web ¢

< & tactcaniar? B3 24-AN-R5-AA-2F-3A  Sanmant 2 & 700 51922917 720242 B3 NR10-AR24NREFE | Channdu D =1 Inrlﬂﬁnarl)T\

Viewing service access statistics

The Service Access view displays application access statistics of the monitored network link. Right-

click the column header and click the appropriate column, then you can view the statistics in the
form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according

to the column.

When there are a lot of items on the Service Access view, you can click

TOP,

W

" to display only the top

number of items, which are displayed according to the value of the Bytes column. If you want to

TOP
display all the statistical items on this view, just click "7 and click Show All Records.

Drilling down a service access item

You can drill down a service access item for more detailed information. To drill a service access item,

right-click the item, then click Drill Down and select the appropriate drilldown object. Next, you will

see that a drilldown window slides out. You can further right-click an object and click Drill Down to

drill down more information.

The drilldown window always slides out from right to left. If you want to return back the primary

view or other drilldown window, you can click the name of it on the right-top of the analysis view to

go back, like the figure below:

Service Access[1000,1000]

p TCP Conversation[3/3]

To close a drilldown window, just deselect the drilled objects.
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Analyzing service accesses in new window

On the Service Access view, you can make analysis on one or more items independently. To analyze
service access items in new window, just right-click a service access item and click Analyze in New
Window.

Searching the Service Access view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box =<1 2€rvice Access T

on the top-right corner, and then the Service Access view will only display the items having the
keyword.

The Port view

The Port View statistics and displays the port information in the selected time period. The Port view
shows as the following figure:

ption  Application Group  IP Address  IP Conversation ~ TCP Conversation ~ UDP Conversation ~ Segment-Segment  Service Access  [Lolg@dl Service Port  Link &84 ¥

Selected Time Range:05/29/2020 09:42:16 - 09:44:24 Port[1000/1000] EI

O |G dakE i 82 Search Port i
Server Port | TCP/U... | Application Protocol Total B.. v Bps Total Pkts | pps  bps | TCP SYN ... TCP SYNACKP... | 3-Way Handshake Ti...  Cc”
% 13000 TCcp ] Undefined TCP Applicat... TCP . 12.28 MB 91.09KBps 125711 9.. 7.. |52 2 2 31
76433 TCP = UPM - DB Server TCP W 10.02MB 7436 KBps 22289 1 6.. 0 0 0 3
1001 TCcp ] Undefined TCP Applicat... TCP I 7.19MB 53.39 KBps 60837 4. 4. 1 9 6 10
% 3002 TCcp ] Undefined TCP Applicat... XDAS I 5.63MB 41.79KBps 75433 5 3. 7382 7321 5591 10
710002 TCP i Undefined TCP Applicat... TCP I 5.60MB 41.56KBps 64876 4. 3. 20 27 12 40
13002 TCcp  Undefined TCP Applicat... TCP I 5.59 MB 41.48 KBps 57033 4. 3. 0 0 0 2
% 8000 TCcp ] Undefined TCP Applicat... EDONKEY I 272 MB 20.17 KBps 33045 2 1. 766 752 509 10
7 22000 TCP 2 UPM - Web Server TCP | 1.80MB 13.36KBps 15095 1 1. |6 4 2 28
% 30002 TCcp ] Undefined TCP Applicat... TCP | 1.67 MB 1242 KBps 19932 1. 1. 370 315 268 47
78010 TCP (= UPM - Web Server | 1.24MB 9.96KBps 13746 9.. 8. M7 351 264 10
% 50002 TCcp ] Undefined TCP Applicat... TCP | 1.25MB 9.30KBps 15191 1 7. 450 385 339 51
8011 TCcp ] UPM - Web Server RADIUS | 1.20 MB 8.91 KBps 12030 8 7. 349 312 246 10
78018 TCP 5l UPM - Web Server TCP | 1.10MB 813KBps 7678 5 6. 8 5 3 34
% 3389 TCcp ] Undefined TCP Applicat... MSRDP | 1.08 MB 8.04 KBps 2296 1 6. 40 33 21 51
123 uppP EINTP NTP | 947.16 KB 6.86 KBps 10318 7 5. - 1
7 8030 TCP 2 UPM - Web Server TCP | 803.54KB 5.82KBps 4950 3 4. 0 0 0 2
3306 TCcp (] UPM - Web Server MYSQL | 594.41 KB 4.31 KBps 4212 3 3. 0 0 0 1
T 2667 TCP [ Undefined TCP Applicat... TCP | 512.22 KB 3.71 KBps 5581 4. 3. 0 0 0 1
G 2666 TCcp ] Undefined TCP Applicat... TCP | 509.61 KB 3.69 KBps 5605 4. 3. 0 0 0 1
& 120m TCD Tl Indafinad TCD Amnlicat | T0D | 44024 Kn 22A KRR  40R0 2 2 n n n 7 v

< > K

Viewing port statistics

The Port view statistics and displays the port information in the selected time period. Right-click the
column header and click the appropriate column, then you can view the statistics in the form of
other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP

W

When there are a lot of items on the Service Port view, you can click *  to display only the top

number of items, which are displayed according to the value of the Bytes column. If you want to

TOP
display all the statistical items on this view, just click ¥ and click Show All Records.

Drilling down a port item
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You can drill down a port item for more detailed information. To drill a port item, right-click the item,
then click Drill Down and select the appropriate drilldown object. Next, you will see that a drilldown
window slides out. You can further right-click an object and click Drill Down to drill down more
information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Port[51/51] » Client[935,‘935][

To close a drilldown window, just deselect the drilled objects.
Analyzing ports in new window

On the Port view, you can make analysis on one or more items independently. To analyze port items
in new window, just right-click a port item and click Analyze in New Window.

Searching the Port view

When there are lots of statistics on this view, you can use the display filter function to view the

-

interested data. Enter the appropriate keyword in the search box | search port

on the top-right corner, and then the Port view will only display the items having the keyword.

The Service Port view

The Service Port view includes two tabs: TCP Service Port and UDP Service Port, showing as the
following figure:

ption  Application Group  IP Address  IP Conversation ~ TCP Conversation ~ UDP Conversation ~ Segment-Segment  Service Access  Port [SWVISl g Link A8 4 »

Selected Time Range:05/29/2020 09:42:16 - 09:44:34 TCP Service Port[1000/1000] EI
- O | 3| b a2 | [ @ 2 TCP Service Port UDP Service Port Search TCP Service Port [
Server Server Geolocation Server Port | Application Protocol | Total Bytes | Bps Total Pkts | pps bps Clientb ~
= db server Segment 2 T 6433 ] UPM - DB Server TCP W1002MB 7436 KBps 22289 161.51 pps  609.14 Kbps 89.08 K
=118.123.8.95 HK Office % 13000 2] Undefined TCP Applicat... TCP I 6.54 MB  48.53 KBps 66778 483.90 pps  397.56 Kbps 247.66
= testserver Segment 2 % 3002 ] UPM - Web Server XDAS I 540 MB  40.04 KBps 72638 526.36 pps  328.04 Kbps 193.46
5 221.237.152.213  Segment 2 12000 [ Undefined TCP Applicat... TCP I s573MB 4252KBps 58884 426.70 pps  348.44 Kbps 214,83
= 221.237.152.213  Segment 2 13002 [ Undefined TCP Applicat... TCP l 5.59MB 41.48 KBps 57033 413.28 pps  339.82 Kbps 209.51
= testserver2 Segment 2 1001 [ Undefined TCP Applicat... TCP B 719mB 5339 KBps 60897 441.28 pps  437.35Kbps 326.08
= 221.237.152.213  Segment 2 ¥ 8000 2] Undefined TCP Applicat... EDONKEY | 271 MB 20.13 KBps | 32978 238.97 pps  164.90 Kbps 108.85
= testserver2 Segment 2 % 3389 ] Undefined TCP Applicat... | 912.65KB | 6.61 KBps 1214 8.80 pps 54.18 Kbps 253 Kb
= testserver Segment 2 7 8011 =l UPM - Web Server KISMET ‘ 1.20MB 8.91KBps 12030 87.17 pps 73.00Kbps 2B.68K
= testserver Segment 2 ¥ 8010 2l UPM - Web Server | 1.16MB 858 KBps | 11687 84.69pps 70.28 Kbps 27.40K
= testserver2 Segment 2 30002 [l Undefined TCP Applicat... TCP | 1.67MB 1242 KBps 19932 14443 pps  101.77 Kbps 72.83 K
= testserver Segment 2 T 22000 =] UPM - Web Server TCP | 1.80MB 13.36 KBps 15093 109.38 pps  109.42 Kbps 81.69 K
= testserver2 Segment 2 50002 il Undefined TCP Applicat... TCP | 1.25MB 9.30KBps | 15191 110.08 pps 76.18 Kbps  53.93 K
= 118.123.8.95 HK Office T 2667 [ Undefined TCP Applicat...  TCP | 51222 KB 3.71KBps 5581 4044 pps 3041 Kbps 10.92K
= 118.123.8.95 HK Office & 2666 [l Undefined TCP Applicat... TCP | 50061 KB 3.69KBps 5605 40.62 pps  30.25 Kbps  10.87 K
= testserver2 Segment 2 & 7001 2] Undefined TCP Applicat... IRC | 38177 KB 277 KBps 3027 21.93 pps  22.66 Kbps 573 Kb
= 118.123.8.95 HK Office T 2669 il Undefined TCP Applicat... TCP | 42950 KB 3.11KBps 4571 33.12pps 25.50Kbps 8.63Kb
118.123.8.95 HK Office ¥ 2668 [ Undefined TCP Applicat... TCP | 430.63KB 3.12KBps | 4597 33.31pps 2556 Kbps B71Kb
= testserver Segment 2 % 8018 ] UPM - Web Server TCP ‘ 110 MB 8.13KBps 7678 55.64 pps  66.61Kbps  52.90 K
1931 227 182 712 Comman ‘2 & 12001 1 1inAdafinad TFD Annlicat  TrD | 247 N2 ¥R | 3 AR KBAe | 2702 IEA2 mne NN Whne | 711 Kk T
< D

Viewing service port statistics

The Service Port view displays port access statistics based on IP address + port number. Right-click
the column header and click the appropriate column, then you can view the statistics in the form of
other statistical fields.
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Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP
When there are a lot of items on the Service Port view, you can click T to display only the top
number of items, which are displayed according to the value of the Bytes column. If you want to

TOP
display all the statistical items on this view, just click *7 and click Show All Records.
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Drilling down a service port

You can drill down a service port for more detailed information. To drill a service port, right-click the

port, then click Drill Down and select the appropriate drilldown object. Next, you will see that a

drilldown window slides out. You can further right-click an object and click Drill Down to drill down

more information.

The drilldown window always slides out from right to left. If you want to return back the primary

view or other drilldown window, you can click the name of it on the right-top of the analysis view to

go back, like the figure below:

TCP Service Port{1000/1000] b Client[2/2] B

To close a drilldown window, just deselect the drilled objects.

Analyzing service ports in new window

On the Service Port view, you can make analysis on one or more items independently. To analyze

service port items in new window, just right-click a service port item and click Analyze in New

Window.

Searching the Service Port view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box

Search TCP Service Port -

on the top-right corner, and then the Service Port view will only display the items having the

keyword.

The Link Alarm view

The Link Alarm view provides the logs of all triggered link alarms, and shows as the following figure:

dress

IP Conversation

TCP Conversation

UDP Conversation

Segment-Segment

Service Access

Port

Service Port

(SLLFAET R Virtual Network

DSCP k=4 >

Selected Time Range:05/29/2020 09:29:00 - 09:51:00

W ‘ | |E All Alarms Traffic Alarms Email Alarms Domain Alarms Signature Alarms Abnormal Access Alarms Baseline Alarms Burst Alarms.

All Alarms[11/11]
A0 AB A3

Name
upm-slo...
upm-slo...
upm-slo...
upm-IC...
upm-slo...
upm-slo...
upm-slo...
upm-slo...
upm-IC...
upm-IC...
upm-slo...

Statistics Time

05/29/2020 09:20:00
05/29/2020 09:30:00
05/29/2020 09:30:00
05/29/2020 09:32:50
05/29/2020 09:40:00
05/29/2020 09:40:00
05/29/2020 09:40:00
05/29/2020 09:40:00
05/29/2020 09:41:18
05/29/2020 09:49:45
05/29/2020 09:50:00

Start Time

Durati...

05/29/2020 09:20:00 -
05/29/2020 09:20:00 -
05/29/2020 09:20:00 -
05/29/2020 09:32:49 -
05/29/2020 09:30:00 -
05/29/2020 09:30:00 -
05/29/2020 09:30:00 -
05/29/2020 09:30:00 -
05/29/2020 09:41:17 -
05/29/2020 09:49:44 -
05/29/2020 09:40:00 -

Severity
A\ High
A High
A High
A Severe
i High
A High
/i High
A High
A Severe
A Severe
A High

Type

Network Application ...
Network Application ...
Network Application ...
IP Conversation Alarm
Network Application ...
Network Application ...
Network Application ...
Network Application ...
IP Conversation Alarm
IP Conversation Alarm
Network Application ...

Category
333
333
333
333
333
333
333
333
333
333
333

Trigger Condition

Avg. Response Time : 2...
Avg. Response Time : 6...
Avg. Response Time : 1...
pps : 205.00 pps > 60.0...
Avg. Response Time : 2...
Avg. Response Time : 1...
Avg. Response Time : 5...
Avg. Response Time : 3...
pps : 205.00 pps > 60.0...
pps : 205.00 pps > 60.0...
Avg. Response Time : 2...

IP Address | MAC Address

Traffic alarms, millisecond traffic alarms, email alarms, domain alarms, and signature alarms are

defined when configuring the link properties. For information about how to define an alarm, see Link

Properties. Note that this view lists the logs of all triggered alarms except application alarms.

Viewing alarm logs

The Link Alarm view displays the link alarm logs according to alarm types. You can click All Alarms

tab on the toolbar to view the logs of all network alarms, click Traffic Alarm to view the logs of traffic
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alarms, click Email Alarm to view the logs of email alarms, click Domain Alarm to view the logs of
domain alarms, and click Signature Alarm to view the logs of signature alarms.

All link alarm logs are listed with trigger time, alarm category, alarm name, severity, and trigger
condition. Furthermore, click the column name on the column header, and you can sort the alarm
logs according to the column.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.
T\‘IEI:’,.T

When there are a lot of alarm logs on the Link Alarm view, you can click to display only the top

number of items, which are displayed according to trigger time.
Analyzing alarm logs in new window

On the Link Alarm view, you can make analysis on one or more alarm logs. To analyze alarm logs in
new window, just right-click an item and then click Analyze in New Window.

o You can only make further analysis on the alarm logs on the Traffic Alarm
tab, the Email Alarm tab, the Domain Alarm tab, and the Signature Alarm tab.

Searching the Service Access view

When there are lots of statistics on this view, you can use the display filter function to view the

-

interested data. Enter the appropriate keyword in the search box =" Taffic Alarm on the

top-right corner, and then the Link Alarm view will only display the items having the keyword.

The Virtual Network view

The Virtual Network view consists of four tabs, VLAN, MPLS VPN, VXLAN and all Virtual Network, as
the figure below:

dress  IP Conversation ~ TCP Conversation ~ UDP Conversation ~ Segment-Segment  Service Access  Port  Service Port  Link Alarm  RUIRUEIRNVIUVCI @l DSCP k=4
Selected Time Range:05/29/2020 09:29:00 - 09:51:00 VLAN[11/11] m
e O-| 3| @& E 1 E@ ¢ VLAN MPLS VPN VXLAN All Virtual Networks
Virtual Network Ty... | VLAN ... | Total B... = Outbound Byt...  Inbound Byt... Bps bps Outbound bps  Inbound b... | bps Peak Outbound bps Pe... | Inbol
VLAN 32 IEFEEE e 243.04 KB 81.42 KB 251.70 Bps 2.01 Kbps  1.51 Kbps 505.29 bps  885.99 Kbps 663.66 Kbps 222.3
VLAN 6 I 20.09 KB 29.09 KB 0.00B 22.57Bps  180.52 bps 180.52 bps 0.00 bps 79.43 Kbps  79.43 Kbps 0.001
VLAN 10 I 15.81 KB 15.81 KB 0.00B 12.27Bps  98.15bps  98.15 bps 0.00 bps 4318 Kbps  43.18 Kbps 0.00]
VLAN 104 I 14.76 KB 14.76 KB 0.00B 11.45Bps  91.58bps  91.58 bps 0.00 bps 40.30 Kbps  40.30 Kbps 0.001
VLAN 108 | 9.03KB 9.03KB 0.00B 7.01Bps 56.05bps  56.05 bps 0.00 bps 2466 Kbps  24.66 Kbps 0.001
VLAN 5 | 3.89 KB 3.89 KB 0.00B 3.02 Bps 24.13bps  24.13 bps 0.00 bps 10.62 Kbps  10.62 Kbps 0.00]
VLAN 112 | 346 KB 3.46 KB 0.00B 2.68 Bps 21.45bps  21.45bps 0.00 bps 9.44 Kbps 9.44 Kbps 0.001
VLAN 1127 | 1.99 KB 816.00B 1.20 KB 1.55 Bps 12.36bps  4.95 bps 7.42 bps 5.44 Kbps 2.18 Kbps 3.26
VLAN 20 | 1.62 KB 1.63KB 0.00B 1.27 Bps 10.15bps  10.15 bps 0.00 bps 4.46 Kbps 4.46 Kbps 0.001
VLAN 7 | 104k 1.04KB 0.008 0.80Bps  644bps 644 bps 0.00 bps 2.83Kbps  2.83 Kbps 0.00]
VLAN 17 | 648.008 548.00B 0.00B 0.49 Bps 3.93 bps 3.92 bps 0.00 bps 1.73 Kbps 1.73 Kbps 0.001
<

Viewing Virtual Network statistics
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The Virtual Network view displays virtual network statistics based on ID. Right-click the column
header and click the appropriate column, then you can view the statistics in the form of other
statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP,

W

When there are a lot of items on the Virtual Network view, you can click " to display only the top

number of items, which are displayed according to the value of the Bytes column. If you want to
TOR
display all the statistical items on this view, just click ¥ and click Show All Records.

Drilling down a Virtual Network

You can drill down a virtual network for more detailed information. To drill a virtual network, right-
click the virtual network, then click Drill Down and select the appropriate drilldown object. Next, you
will see that a drilldown window slides out. You can further right-click an object and click Drill Down
to drill down more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

VLAN[T1/11] » IP Conversation[5/5] » TCP Conversation[2/2]
To close a drilldown window, just deselect the drilled objects.

Analyzing Virtual Networks in new window

On the Virtual Network view, you can make analysis on one or more items independently. To
analyze virtual network items in new window, just right-click a virtual network item and click
Analyze in New Window.

Searching the Virtual Network view

When there are lots of statistics on this view, you can use the display filter function to view the
interested data. For example, enter the appropriate keyword in the search box

Search VLAN ~

on the top-right corner, and then the VLAN view will only display
the items having the keyword.

The DSCP view

The DSCP view displays DSCP traffic statistics for the monitored network link, showing as the
following figure:
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ess IP Conversation TCP Conversation UDP Conversation Segment-Segment  Service Access Port  Service Port Link Alarm  Virtual Network  [IBN{elae

Selected Time Range:05/29/2020 09:29:00 - 09:51:00 DSCP[5/5] E
-0 | OlaaE | Ee Search DSCP hd
DSCP TOS | TOS Description Total B.. ~ | Total Pkts| TCP SYN P.. | TCP SYNACKP.. | TCP RST Pkts| Bps bps pps ICMP Pk... | Tx ICM
0(Default) 0 Routine,normal service ; 5735376 68515 61298 11805 504.73 KBps 4.13 Mbps  4.34Kpps 15039 2469
40(CS5) 160 | CRITIC/ECP,minimize de... I 22.93 MB 40875 0 0 0 17.79KBps 14570 Kbps 30.97 pps 0 0
2 8 Routine,maximize reliab... | 213 MB 21823 3 0 0 1.65 KBps 13.54 Kbps 16.53pps 0 0
4 16  Routinemaximize throu.. | 47.02KB 158 0 3 0 36.47 Bps 291.79bps  0.12pps 0O 0
48(CS6) 192  Internetwork Control | 16.44kB 222 0 10 0 12.76 Bps 102.05bps  0.17pps O 0

Viewing DSCP statistics

The DSCP view displays DSCP statistics based on DSCP Marking. Right-click the column header and
click the appropriate column, then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP
When there are a lot of items on the DSCP view, you can click ¥ 1o display only the top number of

items, which are displayed according to the value of the Bytes column. If you want to display all the

TOP
statistical items on this view, just click v and click Show All.
Analyzing DSCPs in new window

On the DSCP view, you can make analysis on one or more items independently. To analyze DSCP
items in new window, just right-click a DSCP item and click Analyze in New Window.

Searching the DSCP view

When there are lots of statistics on this view, you can use the display filter function to view the
interested data. Enter the appropriate keyword in the search box on the top-right corner, and then
the DSCP view will only display the items having the keyword.

The Devices Statistics view

The Devices Statistics view counts and displays the Devices Statistics information of selected time

periods, showing as the following figure:

IP Conversation TCP Conversation UDP Conversation Segment-Segment Service Access Port Service Port Link Alarm Interface Summary DSCP Device Statistics * == KM
Select a time range in the Time Window. Device Statistics E
. v ‘ = | @ 2 = | Search Device Statistics -

Devi.. | Broadcast P.. | Multicast Pk... | ICMP Pkts | New Conversatio... Concurrent Conversatio... | Inbound Traf.. | Outbound Traf.. | Total Traf.. | bps | Inbound bps = Qutbound bps | Inbound Pkts

Viewing Devices statistics

The Devices Statistics view counts and displays the Devices Statistics information of selected time
periods. Right-click the column header and click the appropriate column, then you can view the
statistics in the form of other statistical fields.
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Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP

" to display only the top

number of items, which are displayed according to the value of the Bytes column. If you want to
TOP
display all the statistical items on this view, just click ¥ and click Show All.

When there are a lot of items on the Devices Statistics view, you can click

Analyzing Devices in new window

On the Devices Statistics view, you can make analysis on one or more items independently. To
analyze device items in new window, just right-click an item and click Analyze in New Window.

Searching the Devices Statistics view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box

5 Search Device Statistics -

on the top-right corner, and then the Devices Statistics view
will only display the items having the keyword.

The Interface Summary view

The Interface Summary view counts and displays the interface information of selected time periods,
showing as the following figure:

IP Conversation TCP Conversation UDP Conversation Segment-Segment Service Access Port Service Port Link Alarm Interface Summary X guse Device Statistics = AN

Select atime range in the Time Window. Interface Summary E
- O- | = @‘ 2] @ & £ | search Interface Summary -
Devi... | Virtual Network T... | Interface... | Total Byt... IPvd Byt... | IPv6 .. v | Outbound Byt... | IPvA T. By... | IPv6 Tx. By... | Inbound Byt... | IPv4 Rx. By... | IPv6 Ru. By... | Bps | bps | IPvdbps | Il

Viewing Interface statistics

The Interface Summary view counts and displays the interface information of selected time periods.
Right-click the column header and click the appropriate column, then you can view the statistics in
the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP

W

When there are a lot of items on the Interface view, you can click ¥ ~ to display only the top

number of items, which are displayed according to the value of the Bytes column. If you want to
TOP
display all the statistical items on this view, just click ¥ and click Show All.

Analyzing Interfaces in new window

On the Interface Summary view, you can make analysis on one or more items independently. To
analyze interface items in new window, just right-click an item and click Analyze in New Window.

Searching the Interface Summary view
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When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box

E Search Interface Summary -

on the top-right corner, and then the Interface view will only

display the items having the keyword.

Multi-segment analysis

Multi-segment analysis provides collaborative analysis for the conversations across multiple
segments, to provide packet loss, network delay, retransmission and other related information.

Multi-segment analysis can provide summary analysis and detail analysis for the conversations
across multiple segments.

Configuring Multi-Segment analysis

The steps of Multi-Segment Analysis configuration are as follows:

On the TCP Conversation view, the UDP Conversation view or the IP Conversation view, select an

=]
interested conversation, right-click and then click Multi-Segment Analysis, or click the button &% on
the toolbar. The Multi-Segment Analysis window shows as follows:

L BT L CACP R UR ST - Multi-Segment Analysis X
Analysis Settings| | v 0 L
Servers pﬁ(ketS 09/08/2017 08:23:48 - 08:26:55 X
S 172.16.0.204 400000 09/08/2017 08:23:19-08:23:20 o demo2 0
300000
[ demo 1 [
[ demo 2 100000
172.16.0.209 9
172.16.12.41 TCP Conversation *
172160188 ™+ Current query time range09/08/2017 08:23:48 - 08:26:55 -
172.16.0.200
172.16.0.204 : demo 1 TCP Convessation|2/2]
- d
i ' Client v Client Geolocati... | Client Port | Server Server Geolocat.. ServerP.. Protocol Application Total Byt... | Bps Client Byt...  Server By... bps Client bps
Analysis Priority Settings = 17121612.. LAN. 164 2172160185 LAN, 3000 vAMI [ TCPApplic.. |239.06 KB 128KBps 10359KB  13547KB  1047K.. 454 Kb
= 1721612.. LAN. V1947 = 17216018  LAN. 3000 vami  [5] TCP Applic.. 13185K.. 155MB  2253MB  108Mb.. 69.42Kbps
o et £ 7 £ TCP Appic... | ESOEINE P
172.16.0.204: demo 2| L. L ¢
17216.0.204 : demo 2 TCP Convessation|2/2]
Client v Client Geolocati... | Client Port | Server Server Geolocat... Server P.. Protocol = Application Total Byt... | Bps Client Byt...  Server By.. bps Client bps
System Auto-adjus & 1721612..  LAN. 7?1624  %17216018 LAN. ¥3000 vAMI  [i] TCPApplic.. |22090KB 118KBps < 9572KB  12518KB  968Kbps 4.19Kbps
& 1721612.. LN T 1947 5172160185  LAN. 3000 vamr  [5] TcP Appiic.. [N 12139K. 143MB 2074MB  99446K.. 63.93Kbps
[ Start to Analyze »

If it is required, by clicking the button Analysis Settings, users can configure NAT collaborative
analysis and Load Balance collaborative analysis.

Multi-Segment Analysis Configuration | 2 || Multi-Segment Analysis Configuration
() (@ e [EEERN
[ Normal NAT
[ | Type ‘ P Port NATIP NAT Port Load Balance
e . ! ! ! - IP: B ——1 Port:
No data to display NAT IP: NAT Port:
[ OK ] [ Cancel

[ oc | [ coneel |

Choose network links (at most 3 network links) for concurrent analysis. If the server is not connected,
just double-click to connect it and choose the appropriate network link.

Users can drag to adjust the sequence of network links in Analysis Priority Settings. Users can also
select System Auto-adjust option.
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Click the button Start to Analyze, to start the Multi-Segment Analysis.

Detail analysis

On the Multi-Segment Analysis window, click an interested conversation, and then click Start to
Analyze. The Multi-Segment Detail Analysis window opens, as the figure below:

Multi-Segment Analysis TCP Transaction List
Uplink Packet-loss] 462 TCP Transaction | Packets Segment 1 - Pkt Loss Segment Pkt Loss. Retransmission Pac... RST Packet ACK Delay (ms)
Connection Establis... | 3 3 14 0 ]} 0 1 120058
Uplink Packet-loss Rate] 1363% > Request1 2 % m 0 » ) o
Downlink Packet-loss] + 249 Responsel | 0 3 -3 7 £l ° 000
Responsel | 2 0 2 10 2 | 0 000
Downlink Packet-loss Rate] + 4% ez = % | % | o _— > 205
Uplink Delay] -403ns > Response 2 | 1 1 0 0 0 0 0.00
" 1 4 1 0. 0 ry " 0.
Downlink Delay] « 51005 L7 -
Response 3 1 1 0 1 1 0 000
demo2 demo1 Request 4 1 1 0 0 1 0 000
Uplink Pits| 3300 8012 Bespoinied 2 = 0 2 : 1 000
Request 5 1 1 0 0 1 0 000
Downlink Phis} 3609 9% Response 5 1 1 0 1 1 0 000
Uplink Retransmissions{ 0 0 Request6 1 L 0 0 1 0 000
Response6 1 1 0 1 1 [) 000
Uplink Retransmission Rate] 0% 0% Requet? 3 T 5 5 > 5 550
Downlink Retransmissions{ 0 7 Resoonse 7 1 1 0 1 1 0 0.00
Downlink Retransmission Rate] 0% 01% Time Sequence
pink o o (R T 0
Downlink Resets{ 0 0
Reset Connection Requests] 0 0
No-Responsive Connection Requests|0 0
SYN Pias| 11 3
SYNACK Pits{ 11 25 ACK ACK
L} L L] L
Client Max. ACK Delay6.33ms 114ms e et
Client Min. ACK Delay| 2.72ps 265us
Client Avg. ACK Delay| 75.78s 6815
Severe Max. ACK Delay| 12245 875us
Client Min. ACK Delay| 2815 2625
Server Avg. ACK Delay|585us 498ps
Client 3-way Handshake Delay| 3.39s 298ps L L] a
Server 3-way Handshake Delay| 3165 265us

Multi-Segment Detail Analysis window consists of a left pane which lists parameter statistics, a time
sequence chart, and a TCP Transaction List.

The left pane provides statistics on uplink and downlink packet loss, uplink and downlink network
delay, uplink and downlink retransmission, uplink and downlink TCP flags, and so on.

The time sequence chart graphically displays the packet transmission among the network links,
taking the conversation time as the horizontal axis.

The TCP Transaction List displays the count of packets, segment packet loss, RST packet, ACK delay
and so on.

When you click a packet on the time sequence chart, the packet decoding pane will display the
detailed decoding information for that packet.
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Exporting statistics

To export statistics, follow the steps below:

Click = on the toolbar to open the Export Statistics dialog box which shows as the following figure:

Summary- Export Statistics X
Timerange: [05/29/2020 09:28:00 [J~] - [05/29/2020 09:51:00 [~ |
Top: 20 2| exportbytime |1 Min Combine Export

File options

@ single file:

(O Multiple files
Containing folder:

Base file name:

Records: 20

DCnnver‘t Unit

Click Export to export statistics data...

Export Cancel

The Export Statistics dialog box
The following list describes the items on the Export Statistics dialog box.

Time range: This option is for specifying the statistics of which time range will be exported. You can
just click the numbers to specify the time or click the little triangle to specify the time. By default,
the time range is just the one that you select on the Time Window.

Top: This option is for specifying which statistical items to be exported. The statistical items are
sorted according to the value of Bytes for all analysis views. This option is not available for the
Summary view.

Export by time: This option indicates to export the statistics of the selected time range according to
specified time interval. For example, taking the time range as 8 hours and the time interval as 1 hour,
Export by time indicates to export 8 parts of statistics with one recording the statistics of one hour.
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Single file: This option is for exporting the statistics of selected time range as one file. You can click

B to specify the file path and the file name.

Multiple files: This option is for exporting the statistics of selected time range as multiple files. Once
you select this option, you should set the following options:

Containing folder: This option is for specifying the folder for storing the multiple files.
Base file name: This option is for specifying the prefix of the file name.

Records: This option is for setting how many records one file contains. When one file contains
records of this setting, a new file will generate to save the other records.

Convert Unit: This option is to enable the unit conversion of the statistics. For example, the statistic
is 1024 bytes and, if you enable this option, it will be 1KB.

Progress: This option is for displaying the export progress, as well as the sum of exported records.
Downloading packets
To download packets, follow the steps below:

For packets downloading, in nChronos system, both time-specific download mode and real-time
download mode are supported.

Click el on the toolbar to open the Download Packet dialog box which shows as the following figure:

Download Packets @

Time range: 09/30/2016 10:28:46 [C)~ - 09/30/201610:29:54 [~ [ Real-time download
Filter

FAnd- 200+ 4 K

*

Network links

Servers i

=-192.168.9.177

[ |

177
177-2
192.168.9.73
192.168.9.147
(@ Download by link () Download by combined links
File options
@ Single file: Ct\Users\Administrator\Desktop\colasoft_packets.cap E]

() Multiple files
Containing folder:

Base file name:

File type: libpcap(Wireshark,Ethereal, Tcpdump,etc.) (*.cap; *.pcap)
Size of @ split file: =\ MB
[ Truncate all packets to: | &4 Bytes

Time-Specific Download: Users need to set the time range, filter condition, file option, file type and
other information according to their needs. After settings, click the button Download to start
downloading.
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Real-time download: When this option is enabled, nChronos starts to download packets from the
latest moment until the download is stopped manually.

Real-time download

What’s more convenient, in both the two modes, the system supports downloading packets from
different links at the same time.

In the list of servers, select the links that packets need be downloaded from. Users can set up
separate download (downloaded data of each link is saved as a separate packet) or combined
download (all the download data of multiple links are saved as one packet) according needs.

The Download Packets dialog box
The following list describes the items on the Download Packets dialog box.

Time range: This option is for specifying the packets of which time range will be downloaded. You
can just click the numbers to specify the time or click the little triangle to specify the time. By default,
the time range is just the one that you select on the Time Window.

Real-time download: When this option is enabled, nChronos starts to download packets from the
latest moment until the download is stopped manually.

Filter: This option is for filtering out unnecessary packets. You can set the filter according to
application, conversation, address, port, and network segment with logical AND rule and logical OR
rule.

Download by link: When this option is enabled, the packets will be downloaded separately
according to network links.

Download combined: When this option is enabled, the packets from multiple network links will be
downloaded together.

Single file: This option is for downloading the packets of selected time range as one file. You can

click B to specify the file path and the file name.

Multiple files: This option is for downloading the packets of selected time range as multiple files.
Once you select this option, you should set the following options:

Containing folder: This option is for specifying the folder for storing the multiple packet files.
Base file name: This option is for specifying the prefix of the packet file name.

File type: This option is for specifying the packet file format to store the packets. You can store
the packets in .rawpkt format and in .cap format.

Split size: This option is for specifying the file size of downloaded packets. The downloaded
packets will be automatically split into multiple files according to the split size.

Truncate all packets to: When this option is enabled, all packets will be truncated to the specified
size.
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Analyzing with Expert Analyzer

The Expert Analyzer provides expert analysis and diagnosis on and decodes the downloaded packets.

To analyze packets with Expert Analyzer, follow the steps below:

Click ﬁ on the toolbar of the analysis views to open the Analyze Packets dialog box, which shows
as the following figure:

Analyze Packets X

Time range: @29{2020 09:29:0C ~ |' |05f29;'2020 09:51:0C ~ ‘ [Ireal-time analysis
Filter

T And- S0r- & X

[Jruncate all packets to: 64 Bytes

Time range: Shows the packets of which time period will be analyzed. You can set the range by
typing directly or by pressing the appropriate arrow keys. By default, if a range is selected on the
Time Window, the range will be the selected range; and if no range is selected on the Time

Window, the range will be just the same as that of the Time Window.

Real-time analysis: When this option is enabled, nChronos starts to analyze packets from the
latest moment until the analysis project is stopped manually.

Filter: Shows the filters to separate particular packets. You can click And/Or to define filter
conditions.

Truncate all packets to: When this option is enabled, all packets will be truncated to the
specified size.

Complete the Analyze Packets dialog box, and then click Analyze to open the Expert Analyzer user
interface.

For more information about Expert Analyzer, you can press F1 when loading Expert Analyzer to get
the Help document about Expert Analyzer.

Link Monitor

Once an nChronos Server is connected, the Server Explorer displays the network links under the
Server, and then you can choose to monitor the network link in real-time or retrospectively analyze
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the network link. This chapter describes how to monitor a network link and the elements on the link
monitor window.

Monitoring a network link in real-time

To monitor the network link in real-time:

1. Connect a Server, and then network links created for the Server displays under the Server on
the Server Explorer.

Double-click the node Link Monitor under the network link to open the Monitor window.
Bl 213-datacheck

--£¥ Link Analysis

I5 Link Monitoring I

-] Millisecond Analysis

-8 Reports

- 4, Alarms

-5 Application Perfarmance Analysis

[l

- Application Transaction Analysis

The link monitor window

Once a network link is monitored, a link monitor window appears to show the real-time status of the

network link, like the following figure:

¥ demo - Monitor X

Trend Charts [¥] Real-Time Data ] Top Segments [¥| Top Applications [¥| Top Internal Hosts [] Alarms [] Matrix

Real-Time Data
Throughput (Mbps) Packets (Kpps) TCP SYN Pkts (pps)

TCP SYNACK Pkts (pps)

4 4 Inbound 1.9 4 O Inbound 2.0 62 O Inbound  60.0 58 O Inbound 0.0
. Outbound 2.5 . Qutbound 2.0 . Outbound 2.0 . Qutbound 58.0

Trend Charts Top Internal Hosts * Top Applications

oS Lbps = inbound bps s |1 221.237.152.... | Undefined T...
0 Mbps

1.26 Mbps 2.00 Mbps

221.237.152.... ||UPM - DB S...

5.0 Mbps [ 1 | 1.25 Mbps 1.25 Mbps

| 1 I O ‘."" “‘, TEE T T | | l. LIl 221.237.152.... || UPM - Web...

'IA LAIRE Lol Akt | & AR 1 LLl | f 1.07 Mbps 1.06 Mbps
4.0Mbps-‘,! | | f {48 B S |

LI T

J\W\WW | I]\\N\w W M\ﬂ WJ‘W Jﬂlﬁ“«% M\M\M\ﬁ Top Internal... |/Top Applicat...

05/29 10:05:30  10:06:00 10:06:30 10:07:00 10:07:30 10:08:00 10:08:30 10:09:00

The link monitor window includes a top bar and several panes: the Real-Time Data pane, the Trend

Charts pane, the Top Segments pane, the Top Internal Hosts pane, the Top Applications pane, the
Alarms pane, and the Matrix pane.
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The top bar includes checkboxes to show or hide the seven panes, and a Default Layout button.

Select the checkbox in front of a pane to show the pane. Click ™t display the link monitor window
in the default layout.

To close a pane, just click the close button on the top right corner on each pane or cancel the
selection on the check box in front of the pane name on the top bar of the link monitor window.

To change the size of the panes, move the mouse pointer on the border between panes, and when
the pointer becomes a double-headed arrow, drag the pointer to move the split line.

The Real-Time Data pane

The Real-Time Data pane displays the real-time data of the network, including throughput, packets,
bandwidth utilization, TCP SYN packets, TCP SYNACK packets, and alarm quantity, just like the
following figure:

Throughput{Mbps) Packets(pps) TCP SYM Pkts{pps) TCP SYMACK Pkts(pps) Alarms
1 1 Inbound 0.3 3 3 8 O Inbound S4.0 5 O Inbound 0.0 6 O Inbound 3.0 1
. Outbound 0.1 . Outhound 380 . Outbound 2.0 . Outbound 0.0

You can set the refresh interval for the Real-Time Data pane by right-clicking in it.

Refresh Interval | 1s
Data Type k 10 s

60 s

Furthermore, you can hide or show a type of real-time data by right-clicking the Real-Time Data pane
and then deselecting or selecting the data type.

Time Window ’

Data Type '\ v bps

Copy Selected Time Range bps Peak

Paste Selected Time Range bps95p Peak

' pps

pps Peak
Traffic
Packets
Utilization
IP Broadcast Traffic
IP Multicast Traffic
TCP Pkts

Alarms

The Trend Charts pane

The Trend Charts pane on the link monitoring window is provided to display the real-time status of
the network, with a horizontal axis marked with time scales and a vertical axis marked with value
scales. The trend charts update automatically from right to left, displaying the latest data. By trend
charts, you can get a direct view of the network status. The Trend Charts pane shows as the
following figure:

Copyright © 2024 Colasoft. All rights reserved.



o\ Colasoft

Maximize Network Value

Trend Charts

Traffic

Total -+ Inbound -+ Qutbound Alarms

20 Mbps
15 Mbps -
MWOMEPS o e e T T, . I

0 bps
1204 16:22:30  18:23:00 16:23:30 16:24:00 16:24:30 16:25:00 16:25:30 16:26:00
Packets

Total -+ Inbound -+ Qutbound Alarms

4 Kpps
3 Kpps
1 Kpps SRS - e e o R e o e e e e
0 pps o

12/04 16:22:30  16:23.00 16:23:30 16:24:00 16:24:30 16:25:00 16:25:30 16:26:00

Utilization

Total -+ Inbound -+ QOutbound Alarms

100.0%
75.0%

50.0% N —
FiT e — . S e

0.0%
12/0416:22:30 182300 16:23:30 18:24:00 18:24:30 16:25:00 16:28:30 16:26.00

TCP Packets

SYM - SYMNACK Alarms

200 pps
150 pps
100 pps
5D pps
0 pps
12104 18:22:30 16:23:00 18:23:30 18:24:00 18:24:30 16:25:00 16:25:30 16:28:00

To close the trend charts pane, just deselect Trend Charts on the top bar.

o

The small yellow dots on the trend charts indicate that there are alarms triggered.

The red scales on the horizontal axis indicate that the packets captured in that time period have
been cleared. As the following figure, the packets before 10:21:27 have been cleared:

|||||‘|||||||||||||||||_n_||||||||||
10:21:00 10:21:30

Time window type

All trend charts are displayed in a time window, which has a time axis marked with time scales. The
time scales change according to time window types. You can select the appropriate time window by
right-clicking any trend charts and selecting the appropriate one. In front of the first time scale, the
date of that time displays.
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+ 1 second scale
10 second scale
1 minute scale
10 minute scale
1 hour scale
1 day scale
The following list describes the time window types:

1 second scale: The trend charts display the network status of the latest 4 minutes with the smallest
time scale as 1 second.

10 second scale: The trend charts display the network status of the latest 40 minutes with the
smallest time scale as 10 seconds.

1 minute scale: The trend charts display the network status of the latest 4 hours with the smallest
time scale as 1 minute.

10 minute scale: The trend charts display the network status of the latest 40 hours with the smallest
time scale as 10 minutes.

1 hour scale: The trend charts display the network status of the latest 10 days with the smallest time
scale as 1 hour.

1 day scale: The trend charts display the network status of the latest 240 days with the smallest time
scale as 1 day.

AII trend charts have the same time window.
Trend chart type

There are several types of trend charts on the link monitoring window, each displaying the data of
that type of the network.

Time Window v

Data Type | v bps

Copy Selected Time Range bps Peak

Paste Selected Time Range bps95p Peak

' pps
pps Peak
Traffic
Packets
Utilization
IP Broadcast Traffic
IP Multicast Traffic
TCP Pkts
Alarms
You can hide or show a trend chart by right-clicking any trend charts and then deselecting or

selecting the trend chart.

The following list describes the trend chart types:
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o Traffic: The traffic trend chart displays the real-time traffic of the network link. Total
indicates the total traffic of the network, Inbound indicates inbound traffic, and Outbound
indicates outbound traffic. Both inbound and outbound are defined when you add a network
link.

e Packets: The packets trend chart displays the real-time traffic of the network link in a form
of packets. Total indicates the quantity of total packets per second, Inbound indicates the
guantity of inbound packets per second, and Outbound indicates the quantity of outbound
packets per second.

e TCP Packets: The TCP packets trend chart displays the TCP packets quantity over the
network. TCP SYN indicates the quantity of TCP SYN packets per second, and TCP SYNACK
indicates the quantity of TCP SYNACK packets per second.

e Utilization: The utilization trend chart displays the bandwidth utilization.

e Alarms: The alarms trend chart displays all the alarm quantity of the network link. All alarms
are defined by you when configuring a network link. You can also upload signature alarms to
the library of Server configurations.

The Top Segments pane

The Top Segments pane lists the top network segments according to the traffic of them, and the
traffic is displayed by bar charts as well as real-time figures just below the segments. The segments
are defined when you configuring the network settings. The Top Segments pane shows as the
following figure:

Top Segments X

Segment 7

| 1.23 Mbps
Segment 12

0 641.05 Kbps
Segment 4

l 177.25 Kbps
Segment 11

| 138.90 Kbps
Segment 13

| 15.58 Kbps

Top Segments Total (2.20 Mbps)

-
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Below the top segment list, there is a pie chart, in which the colors represent corresponding top
segments and when two or more segments share one color it means the color in the pie chart
represents the sum of corresponded segments.

You can set the refresh interval of the Top Segments pane by right-clicking in it and then selecting
the appropriate interval.

Refresh Interval Pl | 1s
Top » 10 s
60 s

In addition, you can also set the number for the top segments.

Refresh Interval — »

Top ’ Top 5

' ' Top 10
v Top20

The Top Internal Hosts pane

The Top Internal Hosts pane lists the top internal hosts according to the traffic of them, and the
traffic is displayed by bar charts as well as real-time figures just below the hosts. The hosts are
displayed as names or IP addresses, which is determined according to the setting in the View menu.
The Top Internal Hosts pane shows as the following figure:

Top Internal Hosts

192.168.5.53

= 1.39 Mbps
192.168.5.245

| 569.85 Kbps
192.168.5.97

0 331.50 Kbps
192.168.5.50

|| 251,62 Kbps
192.168.5.27

| 85.26 Kbps
192.168.5.24

| 33.57 Kbps

Top Internal Hosts Total (2.76 Mbps)

p—

Copyright © 2024 Colasoft. All rights reserved.




Maximize Network Value

o\ Colasoft

Below the top internal host list, there is a pie chart, in which the colors represent corresponding top
internal hosts and when two or more hosts share one color it means the color in the pie chart
represents the sum of corresponded hosts.

You can set the refresh interval of the Top Internal Hosts pane by right-clicking in it and then
selecting the appropriate interval.

Refresh Interval Pl | 1s
Top » 10 s
60 s

In addition, you can also set the number for the top internal hosts.

Refresh Interval — »
Top ’ Top 5
' ' Top 10
v Top20

The Top Applications pane

The Top Applications pane lists the top applications according to the traffic of them, and the traffic
is displayed by bar charts as well as real-time figures just below the applications. The Top
Applications pane shows as the following figure:

Top Applications

HTTP
1 2.37 Mbps
HTTPS

O 777.02 Kbps
colasoft

O 627.81 Kbps
SSH

l 30,83 Kbps
POP3/SSL

l 39,78 Kbps

Top Applications Total (3.86 Mbps)

P—
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The applications can be system application and custom applications, but the custom applications
have priority over the system applications. The system applications are uploaded to the library when
configuring the Server and the custom applications can be customized when configuring link
properties.

Below the top application list, there is a pie chart, in which the colors represent corresponding top
applications and when two or more applications share one color it means the color in the pie chart
represents the sum of corresponded applications.

You can set the refresh interval of the Top Applications Hosts pane by right-clicking in it and then
selecting the appropriate interval.

Refresh Interval Plllw| 1s
Top » 10 s
60 s

In addition, you can also set the number for the top applications.

Refresh Interval — »

Top ’ Top 5

' ' Top 10
v Top20

The Alarms pane

The Alarms pane lists all alarms triggered in the current second, including trigger time, alarm
category, alarm object, alarm name, alarm severity, and trigger condition, showing as the following

figure:

rAIarms - X
Statistic Time Trigger Time Alarm Mame Severity Sumrmary
09/28/2014 11:19:58 09,/28/2014 11:19:57 Traffic Alarml A Minor  Bps: 111329933 == 10000000
09/28/2014 11:19:57 09,/28/2014 11:19:56 Traffic Alarm3 Ay Major  192.168.0.208, pps: 99454 >= 30000
09/28/2014 11:12:56 09/28/2014 11:19:55 Traffic Alarm2 Al Severe  Utilization: 34% >= 30%
09/28/2014 11:19:56 09,/28/2014 11:19:55 Traffic Alarml /0 Minor  Bps: 87038270 == 10000000
09/28/2014 11:19:54 09,/28/2014 11:19:53 Traffic Alarm3 Ay Major  192.168.0.208, pps: 73156 >= 30000
09/28/2014 11:19:52 09,/28/2014 11:19:51 Traffic Alarml A Minor  Bps: 68409963 »= 10000000
09/28/2014 11:19:51 09,/28/2014 11:19:50 Traffic Alarm3 Ay Majer  192.168.0.208, pps: 57839 = 30000
09/28/2014 11:19:50 09,/28/2014 11:19:50 Traffic Alarml /% Minor  Bps: 61635509 »>= 10000000
09/28/2014 11:19:40 09,/28/2014 11:19:40 Traffic Alarml /% Minor  Bps: 49755959 == 10000000
09,/28/2014 11:19:40 09,/28/2014 11:19:40 Traffic Alarml M Minor  Bps: 61219600 >= 10000000

You can click the drop-down triangle = to view the logs of specific alarm type.

All alarms are defined by you when configuring a network link. You can also upload signature alarms
to the library of Server configurations.
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The Matrix pane

The Matrix pane shows the network communication in peer map. The Matrix pane shows as the
following figure:

Matrix *

IP Matrix

T

—
—

Move your mouse over one node, it will display the transmitted packets and bytes as well as
received packets and bytes of the node, and display the peer nodes in highlight.

—

By default, the matrix pane displays the peer map of the communications between IP addresses. You
can right-click the matrix and select MAC Matrix to display the peer map of the communications
between MAC addresses.

Furthermore, you can select the refresh interval of the matrix by right-clicking the matrix and clicking
the appropriate interval.
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Custom Analysis in New Window

Custom Analysis in New Window provides retrospective analysis of defined objects. Users can select
or input objects for retrospective analysis according to their needs. The interface includes trend
charts and the statistics view. This function is similar to Analysis in New Window, but it is faster and
more convenient. The analysis window for custom objects shows as the screenshot below:

bps 06/19/2019 07:5230- 07:53:16 X A 543 Kbps  =-UPM - 192.168.9.8 :75.43 Kbps
06/19/2019 07:52:01-07:52:02 -~ UPM - xml :0.00 bps PM - http[Delet -+-UPM - webyy-202.89.233.101 :0.00 bps
200.0 Kbps
150.0 Kbps \B
. A
B . bARE
100.0 Kbps \ AlM \J LB
v / | \J[V
50.0 Kbps :
0.0 bps
06/19 07:52:00 07:52:30 07:53:00 07:53:30 07:54:00 07:54:30 07:55:00 07:55:

Client X EE¥C Network Segment IP Conversation TCP Conversation UDP Conversation Service Access Port Application Alarms

Selected time range:06/19/2019 07:52:30 - 07:53:16 Client[16/16] EI

=l '{l(&)ﬁ@ |@ N Search Client VI
Client Client MAC Addr Client Geolocati... | Total.. v | Total Pkts Uplink Byt... Downlink Byt... ‘ Uplink Pk... ‘ Downlink P... | Bps Uplink Bps | Downlink B... | pps
S 20289233101 R - 0 Beijing,Beijing,C... -'8 KB 424 289.21 KB 3077 KB 241 183 696 KBps 6.29KBps 68493 Bps 922¢
& 192.229.145.200 B ( 0 United States -70 KB 308 268.77 KB 793KB 188 120 6.02KBps 584 KBps  176.48 Bps 6.70 ¢
S 204.79.197.200 ( 0 United States | 10.70 KB | 32 8.24 KB 246 KB 17 15 134KBps 1.03KBps 31438 Bps 400
= 2201813278 R 0 Beijing,Beijing,C... | 373KB | 2 244 KB 1.29KB 1 10 191.05.. 124.80Bps 66.25 Bps 105¢
& 2359139.27 B ( 0 United States | 2.92KB | 8 244KB 492008 4 4 298.70 ... 249.50Bps 49.20 Bps 080

The analysis window for analyzing custom analysis includes a time window on the upper pane and
some analysis views on the lower pane, both of which are just the same as those in retrospective
analysis. However, the time window in custom analysis only displays charts of the traffic of analyzed
custom objects, and the Time Window in the Link Analysis window displays the traffic of the whole
network.

Trend charts

The custom analysis time window provides a chart for each analyzed custom object. For example, if
you select three objects to analyze, then the custom analysis time window provides three charts,
each for one object with different colors to identify. When you move you mouse over the charts, the
statistics of that time point will be displayed on the top right of the charts.

By default, the charts are traffic ones. You can click Data Type to display packets charts.

You can area-select any time range on the time window to view the detailed statistics of that time
range on the analysis views below.

Analysis views

The analysis views for application group analysis include the Client view, the Server view, the
Network Segment view, the IP Conversation view, the TCP Conversation view, the UDP Conversation
view, the Service Access view, the Port view, the Application Alarms view and the Packet Size
Distribution view.
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Millisecond Analysis

Millisecond analysis provides traffic analysis accurate to one millisecond.

The Millisecond Analysis window is only available when the millisecond statistics is enabled for the
network link. For example, the network link "training" enables millisecond statistics:

Metwork Link / Edit Network Link
Link name: training

Link type: Switch (bidirectional mirroring)

|#*| Enable millisecond statistics

Then the network link "training" is provided with Millisecond Analysis feature:

= 213-datacheck

----- £} Link Analysis

----- %), Link Monitoring

I Millisecand Analysis I
..... (LT} Rep::urts

-8 Application Performance Analysis
-] Application Transaction Analysis
The Millisecond Analysis window includes a Time Window and two analysis views.

Time Window

The Time Window for millisecond analysis is a 240-millisecond one. The minimum scale on the
horizontal axis is one millisecond.

The Time Window includes two types of charts: Traffic in bps, and Packets in pps:

OO & 2240-Millisecond Window + |/ Data Type -
200K 09/05/2014 10:14:03.036 - 10:14:03.037 Total Traffic : 36.99 Kbps -& Inbound Traffic : 36.43 Kbps - Qutbound Traffic : 560.00 bps Alarms : 0
Ps L
30.0 Kbps
20.0 Kbps
10.0 Kbps '\
0.0 bps A A A J
09/05 10:14.02.880 10:14:02.810 10:14:02.940 10:14:02.870 10:14:03.000 10:14:03.030 10:14:03.060 10:14:03.080
200 08/05/2014 10:14:03.036 - 10:14:03.037 Total : 400 pps - Inbound Packets : 3.00 pps - Cutbound Packets : 1.00 pps Alarms : 0
Pps
15.0 pps
10.0 pps
50pps
0.0pps A A, AAA LA AR A
09/05 10:14:02.880 10:14:02.910 10:14:02.940 10:14:02.970 10:14:03.000 10:14:03.030 10:14:03.060 10:14:03.080

The Time Window for millisecond analysis is very same to the Time Window for link analysis. You can
drag and move to view historical traffic.

The Summary view

When select a time range on the Time Window, the Summary view displays the summary statistics
for that range. The statistics only includes packets information and bytes information.
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Summary

Selected time range: 09/28/2014 11:26:44.854 - 11:26:44.928

dh o3 8
Plets Inbound Outbound Bytes Inbound Outbound
24 12 11 14.25 KB 10.75 KB 3.40KB

You can click the download button k) to download the packets of the second that contains the
selected time range.

You can click the Analyze button o to use the Expert Analyzer to analyze the packets of the second
that contains the selected time range.

You can click the Export button = to export the statistics of the second that contains the selected
time range.

The Millisecond Traffic Alarm view

The Millisecond Traffic Alarm view displays the logs of all triggered millisecond traffic alarms of
selected time range.

Millisecond Traffic Alarm

Selected time range: 09/28/2014 11:37:52.883 - 11:37:52.948 Millisecond Traffic Alarm[5/5]

W @ A0 8,5 A0 |Search Millisecond Traffic Alarm =
Statistic Time Millisecond Trigger Time | Category | Object Alarm Name - Severity Trigger Condition
09/26/2014 11:37:52 2014/09/25 11:37:51.596 Other Millisecond traffic Millisecond Traffic Alarml /i Major  Bytes per millisecond: 1430 > = 100
09/28/2014 11:37:52 2014/09/28 11:37:51.897 Other Millisecond traffic Millisecond Traffic Alarml /b Major  Bytes per millisecond: 264 >= 100
09/26/2014 11:37:52 2014/09/25 11:37:51.815 Other Millisecond traffic Millisecond Traffic Alarml /i Major  Bytes per millisecond: 264 == 100
09/28/2014 11:37:52 2014/09/28 11:37:51.916 Other Millisecond traffic Millisecond Traffic Alarml b Major  Bytes per millisecond: 200 >= 100
09/26/2014 11:37:52 2014/09/25 11:37:51.928 Other Millisecond traffic Millisecond Traffic Alarml /i Major  Bytes per millisecond: 262 == 100

All alarm logs are listed with millisecond traffic statistic time, trigger time, alarm category, alarm
name, severity, trigger source and trigger condition. Furthermore, click the column name on the
column header, and you can sort the alarm logs according to that column.

TOR

v

When there are a lot of alarm logs on the view, you can click * " to display only the top number of

items, which are displayed according to trigger time. If you want to display all the statistical items on
TOP
this view, just click ¥ and click Show All Records.
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Reports

nChronos provides System Reports by default, and users can define reports. Both default reports
and user-defined reports can be sent by email. In addition, users can schedule a report.

Instant reports
According to report view type, there are instant reports and scheduled reports.

Instant reports are the reports users can directly view on the Reports window of nChronos Console.
An instant report could be any one of system reports, customized reports and temporary reports.

Scheduled reports are the reports scheduled by users and can only be available in the email inbox.
Following is an example of instant reports:

U4l b Timerange: Custom - 09/22/2014 15:00:00 - 16:00:00

Colasoft AColasoft.

Traffic Report

| »

m

Start time: Sep. 22, 2014 15:00 Author: Administrator
End time: Sep. 22, 2014 16:00 Create time: Sep. 22, 2014
"16:07:34
Report time:  lhour(s) —
Report scope: Global
Bandwidth: 1Mbps
Trend Chart <- Back to Top

& Total -# Inbound & Qutbound

400.0 Kbps

300.0 Kbps

200.0 Kbps

100.0 Kbps

0.0 bps .
08/22/2014 15:00:00 16:16:00 15:30:00 15:45:00 16:00:00
Summary =- Back to Top
Total Bytes Total Packets Avg. Pkt. Size
11.94 MB 53,661 233008

Utilization pps bps -
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When users want to view the report on the Console, just click the report name on the left pane. By
default, the report statistical time is the last hour. Users can click the Report time drop-down list to
choose interested time duration, or just click the time to make changes on the report time.

You can compare report data with historical data. To enable comparison, click the report time to
open the Report Time dialog box, enable the Compare history checkbox, and then set the compare

time.

' B’
Report Time ﬁ
Repart time
09/22/2014 15:00 [E~ - 09/22/2014 16:00 [G=
Compare history
09/21/2014 15:00 [E~ - 09014 16:00 [Ev |

[ QK J [ Cancel ]

L A

Instant reports can be printed, saved and sent by email.

Print

Click = to print an instant report.

When an instant report includes IP Traffic, MAC Address, or Segments report module,
users are recommended to print the report in landscape.

Save

Instant reports can be viewed through nChronos Console, but they are not saved automatically. To

save an instant report, click H .
Email
Instant reports can be sent to email recipients.

To email an instant report,

1. Click £ to open the Send Reports dialog box:
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r ™
Send Reports ﬁ

Enable | Redpient Address |

Ll ellen. young @colasoft.com
Ll sam.chen@colasoft.com
O]

[SendNow J ’ Schedule ] [ Cancel

Specify the recipient.
If the recipient address is not on the list, you can click an empty list to enter a new recipient address.
Click Send Now to send the instant report.

You can also click Schedule to schedule a report based on the instant report.

Before sending a report, please make sure the SMTP Settings on Server Administration
Web are configured correctly.

System Reports

By default, nChronos provides 11 System Reports, which cannot be edited or deleted, but can be
duplicated. Users can duplicate a System Report and then make some modifications so as to get a
user-defined report efficiently.

The System Reports include: Global Report, Traffic Report, IP Address Application Distribution Report,
MAC Address Traffic Report, Alarm Statistics Report, Application Performance Analysis Report,
Application Transaction Analysis Report, Top Applications Report, Top Hosts Report, Top Internal
Hosts Report, and Top Segments Report.

System reports can be printed, saved to local, and sent as email. You can also schedule a system
report.

User-Defined Reports
Users can create reports in two ways:
Creating a report: Creates a totally new report.

Duplicating a report: Duplicates an existent report to make some modifications to thereby fast add a
new report.

Creating a report

Users can create reports based on built-in report modules.

To create a report,
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1. Onthe Report window, locate the node Customized Reports, and click i to open the New
Report dialog box:

MNew Report @
Report name: Report 4
Description:
Scope: (@ Global () Limited
Report modules Layout
Link Retrospective Analysis Link Retrospective Analysis - IP Conversat
= Application Performance Ang b2~
Client
Server
Metwark Segment Edit
IP Conversation
TCP Conversation
Alarm —
= Application Transaction Anal ave p
Client
Server
Network Segment Move Down
Transaction
Alarm
<<Delete
< <Delete Al
l [l 3

[ OK ] [ Cancel ]

Enter the report name and the description. The report name should be a unique one which cannot
be the same as an existent report.

Select the report scope.

If you want to create a report for all network objects, click Global, which means the report
statistics are calculated based on all network objects.
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If you want to create a report for a specific network object, click Limited to open the Report
Scope dialog box:

Report Scope @

[] Address

-

@ Type: IF address

4 k

You can enter mulkiple entries with one per ling,

Segment Segmentd
Application
Mame: colasoft - ]

[ oK J [ Cancel ]

The scope could be IP addresses, MAC addresses, network segment, or a user-defined application,
which means the report statistics are calculated based on selected scope.

Click the report modules you are interested and then click Add to add the interested report modules
to the new report.

Different report scope is provided with different report modules. The Global scope is
provided with all report modules. For more information about report modules, please refer
to Report modules.

For some modules, you can set the number of statistical objects.

Click OK to complete creating a report. You can view the new report under the node Customized
Reports.

Duplicating a report
Users can duplicate an existent report to fast create a new report. The existent could be a System
Report or a User-Defined Report.

To duplicate a report,
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1. On the Report window, locate the report you want to duplicate, and then click SE to open
the Duplicate Report dialog box:

Duplicate Report @
Report name: Global Report - copy
Description:
Scope: @ Global () Limited
Report modules Layout
Link Retrospective Analysis Summary - Trend Chart
= Application Performance An: b2 Summary - Surnmary
Client Summary - Packet Size Distribution
S Link Retrospective Analysis - Application
Erver - Link Retrospective Analysis - Internet IP
Metwork Segment Edit Link Retrospective Analysis - Network Segr
IP Conversation Link Retrospective Analysis - Alarm
TCP Conversation
Alarm —
= Application Transaction Anal —ove b
Client
Server
Metwork Segment Mowe Down
Transaction
Alarm
<<Delete
< =Delete all
1 1 [ b
[ Ok J [ Cancel

Enter the report name and the description. The report name cannot be same to the duplicated one.
Modify the report scope according to the need.
Modify the report modules according to the need.

Different report scope is provided with different report modules. The Global scope is
provided with all report modules. For more information about report modules, please refer
to Report modules.

Click OK to complete duplicating a report. You can view the new report under the node Customized
Reports.
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Managing schedules

Besides creating reports, users can schedule reports and send the automatically generated reports

to specified email address. To manage these schedules, on the Report window, click = to open the
Manage Schedules dialog box:

s ™
Manage Schedules ﬁ

Report name: IAII v] Schedule status: [AJI v]

Enable | Report Mame | Schedule | Compare | Create Time ‘ Start En
Global Report Daily Enabled 07/11/2013 17:41:55 07112013 17:00:00 a7
Traffic Report Weekly Disabled 07/30/2013 15:53:51 07/30/2013 15:53:51 Er
Top Stats Monthly Disabled 07/30/2013 15:54:06 07/30/2013 15:54:06 Er

i 1 b

[ OK ] [ Cancel

L8 "

Report Name: The name of the report which the schedule is based on.

Schedule: Shows how frequently the report will be generated automatically.

Compare: Shows if the scheduled report enables the function of comparing current statistics with
historical statistics.

Create Time: Shows when the schedule is created.
Start: Shows when the schedule starts.

End: Shows when the schedule will end. If the end time is not specified, it will display Endless, which
means the schedule is always valid till the network link is removed.

Generated Reports: Shows how many reports have already been generated.
Status: Shows the status of the schedule:

Ready: The schedule is ready to run.
In progress: The schedule is in progress.

Completed: The schedule is finished. No reports will be generated for this schedule anymore.
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In the Manage Schedules dialog box, users can search interested report schedules according to
report name and schedule status.

Scheduling a report

Users can schedule a report based on an existent report.

To schedule a report:

1. On the Report window, click fe to open the Manage schedules dialog box.

On the Manage Schedules dialog box, click to open the New Schedule dialog box:

T '
Mew Schedule ﬁ

Based on: [Glubal Report v]
Take effect
[lFrom:  07/30/2013 15:55:18 [ To: 07/30/2013 16:55: 18
Schedule
(7 Hourly B I
Yesterday The day of last week
(@) Daily
Repaort time
) Weekly

Q0:00 x| - 24:00 -

i) Monthly
A "Global Repart™ repart will be generated every day (00:00 - 24:00),

Report recipients

Enable | Redpient Address

ellen. young @colasoft.com
¥ sam, chen@colasoft.com
.

[ OK J [ Cancel

L5 A

Choose the report which the schedule is based on.

If necessary, specify the effective duration, which means to specify a time when the schedule starts
to take effect.

Both the start and the end of the effective duration should be later than current time.

If the start time is not specified, the start time will be the time when the schedule is created.
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If the end time is not specified, the end time will be the time when the link is deleted.

Specify the schedule trigger and specify whether to compare with historical statistics.

Specify the recipients for receiving the scheduled report. You can just enable the recipients on the
list or you can also enter the email address of the recipient.

You can just enable the recipients on the list or you can also enter the email address of the recipient.

Right-click an existent report and then click New Schedule, in this way you can also
schedule a report conveniently.

Report modules
A report consists of one or multiple built-in report modules.

All statistical fields on the default statistical views can be generated as a report. The statistical view
is taken as a report module, as the following figure:

Report modules

Link Retrospective Analysis
= Application Performance An:
Server
Metwork Segment
Metwork Segment Group
IP Conwversation
TCP Conversation
Alarm
= Application Transaction Anal
Client
Server
Metwork Segment
Transaction
Alarm
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Alarms

When configuring a network link, you can define alarms as required, and once the alarms are
triggered, alarm logs are generated for them.

To view the alarm logs,

1. Double-click the Alarm node under the network link.

'y r r - 1 1
w 00e¢ 1 Sec 10 Sec 1 Min 10 Min 1 Hour 1Day ' DataType~
Alarms
2 Total Alarms - Link Alarms -+ Application Alarms -+ Transaction Alarms
15
10 V'\' N A4
5
0
04/14 09:29.00 09:29:30 09:30:00 09:30:30 09:31:.00 09:31:30 09:32:00 09:32:30
All Alarms < ik
Selected time range:04/14/2016 09:26:02 - 09:26:09 All Alarms[14/14]
- | ZE|E /14| 4,0 | & 0| Search Al Alarms -
| Name e ST Triggering Time | Severlty  Type | category | Triggering Condition | 1P Address | ©
Millisecond Traffic Alarmsl = 04/14/2016 09:26:02 04/14/2016 09:26:02 Millisecond Traffic Alarms  Worm Total Bytes : 2.99MB =... N/A N
Traffic Alarms1 04/14/2016 09:26:02  04/14/2016 09:26:02 Global Worm Total Bytes : 2.99MB =... N/A N
Millisecond Traffic Alarmsl  04/14/2016 09:26:03  04/14/2016 09:26:03 Millisecond Traffic Alarms  Worm Total Bytes : L1ITMB =.. N/A N
Traffic Alarmsl 04/14/2016 09:26:03  04/14/2016 09:26:03 Global Worm Total Bytes : L17MB =.. N/A N
Millisecond Traffic Alarms1  04/14/2016 09:26:04  04/14/2016 09:26:04 Millisecond Traffic Alarms =~ Worm Total Bytes : 1012.31KB.. N/A N
Traffic Alarmsl 04/14/2016 09:26:04  04/14/2016 09:26:04 Global Worm Total Bytes : 1012.31KB... N/A N
Millisecond Traffic Alarms1 = 04/14/2016 09:26:05  04/14/2016 09:26:05 Millisecond Traffic Alarms ~ Worm Total Bytes : B15.67KB .. N/A N
Traffic Alarmsl 04/14/2016 09:26:05  04/14/2016 09:26:05 Global Worm Total Bytes : B15.67KB .. N/A N
Millisecond Traffic Alarmsl = 04/14/2016 09:26:06  04/14/2016 09:26:06 Millisecond Traffic Alarms =~ Worm Total Bytes : 3.39MB =... N/A N
Traffic Alarms1 04/14/2016 09:26:06  04/14/2016 09:26:06 Global Waorm Total Bytes : 3.39MB =... N/A N
Millisecond Traffic Alarmsl = 04/14/2016 09:26:07 04/14/2016 09:26:07 Millisecond Traffic Alarms = Worm Total Bytes : 796.75KB ... N/A N
Traffic Alarms1 04/14/2016 09:26:07 04/14/2016 09:26:07 Global Worm Total Bytes : 796.75KB .. N/A N
Millisecond Traffic Alarmsl  04/14/2016 09:26:08 04/14/2016 09:26:08 Millisecond Traffic Alarms  Worm Total Bytes : 3.39MB =... N/A N
Traffic Alarms1 04/14/2016 09:26:08  04/14/2016 09:26:08 Global Worm Total Bytes : 3.39MB =... N/A N
4 m »

Then the Alarms window appears to display all alarm logs, including link alarm logs and application
alarm logs.

© 111111 - Analysis x

152 05 1 Min 10 Min 2 Hour 1Day /DataType-

E
Total Trafic - Inbound Traffc = Outbound Traffic Link lsrms.
200Kees

w00 Kope
1000 KEs

00 Keps

Selected time range:D9/25/2015 D000 - 10/29/2015 D0:00:00 alerma{1000/1000]

W+ | 28| [@ All &arms Traffic Alarms Millisecond Traffic Alarms. TCP Conversation Alarm Email Alarms Domain Alarms Signature Alarms A, 1000 4, 0| A 0| Search All Alarms -
Name: Statistc Time. Triggering Time Severity | Object Category | Triggering Condifion | TP Address MAC Address Application Network Segment | MPLS VPN label | V1 *
Mifizccond T.. 10/26/2015 090409 10/28/2015 09:0409 filow  Milizecord Traff Worm  Total Bytes: 183268 _ NjA A N A A N
Milisecond T...  10/28/2015 09:04:09 10/28/2015 08:04:08 filow  Milisscond Traff. Worm Total Bytes : 27.20€8 . N/A A A WA [ M
Miticecond T, 10/28/2015 080408 10/28/2015 030408 flow  Millcecond Traf Wiorm  Tots Byes: 28738 N/ A N WA [ N
Millisecond .. 10/26/2015 09:04:09 10/28/2015 09:04:08 dilow  Milisecord Traff.. Worm  Tetal Bytes: 1605KB .. N/A A /A N [ N
Milzecond T..10/28/2015 09:04:10 107282015 09:04:10 filow  Milizecord Traff Worm  Total Bytes: 26.07KB _ NjA A ' A Na N
Milisecond T... 10/28/2015 09:04:10 10/78/2015 08:04:10 Milow  Milisecord Traff. Worm  Totsl Byles: 209BKE . N/A A A WA [ M
Miticecond T, 10/28/2015 08011 10/28/2005 030811 filow  Millcscond Traf Worm  Tots Byer: TASKE < N/ A A A [ N
Miisecond .. 10/28/2015 04 20/28/2015 09:04:12 dilow  Milisecord Traff.. Worm A WA WA NA N
Miiecond T, 10/28/2015 090412 107282015 02:0812 dilow  Millsecord Traff . Worm A ' o N N
Milisecond .. 10/28/2015 09:04:12 10/28/2015 09:04:12 Ailow  Milisscond Traff_ Worm A A A N N
Mificecond T, 10/28/2015 080412 1072872005 030812 Jilow  Millcecond Traff_ Warm A A A [ N
Miisecond T, 10/28/2015 09:04:12 Ailow  Milisecord Traff.. Worm A WA NA MA N
Milecend T, 10/28/2015 003 diiow  Milizecord Trafi Worm A A 0 A N
Milizecond T, 10/28/2015 090412 2 Ailow  Millsscond Traff.. Worm A WA A NA N
Milizecond T..10/26/2015 08:08:12 1072872005 00812 Jilow  Millecond Traf_ Warm A A A [ N
Miisecond T, 10/28/2015 09:04:12 0/28/2015 09:0412 Alow  Milisocond Traff Warm A A WA MA N
Milizecond .. 10/28/2015 09:04; Aitow  Milizecord Trafi Worm A WA 0 [ ~
Milisecond T, 10/28/2015 09:04:12 flow  Milsocond Traff. Worm  Tetal Btes: 533K r. NJA NA WA A NA N
Milliccond T.. 10/28/2015 09:04:12 107282015 02:0812 Milow  Milizecord Traff. Worm  Total Bytes: G1IKB = NjA A A A [ N
Miisecond T, 10/26/2015 09:04:12 10/28/2015 09:04:12 filow  Milisecord Treff Worm  Total Bytes: 520KB = N/A A WA WA A N
Milizecond .. 10/28/2015 090412 10/28/2015 08:0412 Milow  Milizecord Traff Worm : = NA NA WA NA [ N
Milisecond .. 10/28/2015 09:0% 10/28/2015 091 b low  Millsacond Traff.. Worm . NA A A WA N N
Milisecond T.. 10/26/2015 09:04:12 10/28,2015 090812 Milow  Milizecord Traff. Worm  Total Bytes: S09KB = N/A A A A [ N
Miisecond .. 10/26/2015 09:04:12 10/28/2015 08:04:12 filow  Millisecond Traff Worm  Total Bes: 489K ».. N/A A ' A NA N
Milisecond .. 10/26/2015 090412 10/28/2015 090412 Milow  Milisecord Traff.. Worm Total Byies s 530K8 = N/A A WA WA [ N

The Alarms window includes an Alarms trend chart on the top pane and several alarm views on the

bottom pane. The Alarms trend chart displays all triggered alarms in a trend chart; and the alarm
views are sorted according to alarm types.
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Application Monitor

Besides monitoring a network link, nChronos can also monitor a single application independently,
and the application could be any custom application. This chapter describes how to monitor an
application, and the elements on the application monitor window.

Monitoring an application

To monitor an application,

1. Select the checkboxes Enable and Performance Analysis on the Analysis Settings tab of the
Link Properties dialog box.

Once an application is monitored, it will display under the network link on the Server Explorer.

Right-click the application under the network link and select Monitor, and then an application
monitor window appears to show the real-time status of the application:

24, colasoft - Monitor %

v| Trend Charts Real-Time Data [v] Top Segments [v] Top Clients[v] Alarms [] Matrix

Packets (pps) TCP SYN Pkts. TCP SYNACK Pkis TCP RST Pkts Created Conversatio  Closed Conversatio

Response Time

Real-Time Data
Throughput {bps)

512.0

Trend Charts

Avg.ResponseTime = Max RespenseTime = Min. Response Time
100000.0 ms

75000.0 ms
50000.0 ms.
250000 ms AA n , k
0oms N\E\ At A

01/08 10:10:.00 10:10:30 10:11:00 10:11:30 10:12:00 10:12:30 10:13.00 10:13:30

Top Segments ~ X Top Clients Alarms

Bytes Bytes Trigger Time |AIarmNamE ‘ Severity |Summary

07/30/2013 14:42:50  Application Alarm2 A Major  colaseft, Average respense time: 0 »= 0
07/30/2013 14:42:50  Application Alarm3 g Severe  colasoft, Packets: 93 >= 80
07/30/201314:42:50  Application Alarml /A Minor  colasoft, Packets: 101 > = 60
07/30/201314:42:51  Application Alarm2 A Major  colasoft, Average response time: 0 >= 0
07/30/201314:42:51  Application Alarm3 gl Severe colasoft, Packets: 101 >= 80
07/30/201314:42:51  Application Alarml A\ Minor  colasoft, Packets: 102 > = 60
07/30/2013 14:42:52  Application Alarm3 Al Severe  colasoft, Packets: 102 >= 80
07/30/201314:42:52  Application Alarm2 A, Major  colasoft, Average respense time: 4 >= 0
07/30/201314:42:53  Application Alarm2 A Major  colasoft, Average response time: 0 >= 0
07/30/201314:42:53  Application Alarm2 A Major  colasoft, Average response time: 0 >= 0

B Segment 2(1.35 KB) 192.168.5.8(1.27 KE) M 192.168.5.27(461.00 ‘ ‘
4 [ *

The application monitor window looks very like the link monitoring window and includes six panes:
Trend Charts

Real-Time Data

Top Segments

Top Hosts

Alarms

Matrix
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The Trend Charts pane

The Trend Charts pane shows as the following figure:

Response Time

-+ Max. Response Time - Min. Response Time - Avg. Response Time Alarms
§000.00 ms
6000.00 ms

4000.00 ms

2000.00 ms |} R ) : : : . .
<worms Al AN ho “MAM Aa A A__A A A, A

04/14 09:27:00 09:27:30 09:23:00 09:23:30 09:29:00 09:29:30 09:30:00 09:30:]

There are several trend charts on the Trend Charts pane:

Traffic: The traffic trend charts for the application, including Total Bytes, Uplink Bytes, Downlink
Bytes, and Alarms.

Packets: The packets trend charts for the application, Total Packets, Uplink Pkts, Downlink Pkts, and
Alarms.

Response Time: The response time trend charts for the application, including Avg. Response Time,
Max. Response Time, Min. Response Time, and Alarms.

Transactions: The TCP transactions trend charts for the application, including Total TCP Transactions,
TCP Transaction Requests, TCP Transaction Responses, Good TCP Transactions, Normal TCP
Transactions, Bad TCP Transactions, No Response TCP Transactions, and Alarms.

TCP Packets: The TCP packets trend charts for the application, including TCP SYN Pkts, TCP SYNACK
Pkts, TCP RST Pkts, and Alarms.

Times When TCP window size is 0: The times when TCP window size is 0, including Server TCP Zero
Window Count, Client TCP Zero Window Count and Alarms.

Connection Status: Includes Reset Connection Requests, Unresponsive Connection Requests, and
Alarms.

Connection Time: Includes Average Connection Establish Time and Maximum Connection Establish
Time.

TCP Conversations: The TCP conversation trend charts for the application, including Created
Conversations, Closed Conversations, Active Conversations, and Alarms.

Packet Size Distribution: The packet size distribution for the application, including Total Packets
trend chart, and trend charts with packet length in some ranges.

Right-click on the trend charts, you can choose which charts to show and can set the time window of
the charts.

The Real-Time Data pane

The Real-Time Data pane displays the real-time data of the application, including throughput,
packets, TCP SYN packets, TCP SYNACK packets, TCP RST packets, new conversations, active
conversations, closed conversations, and alarm quantity:
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Throughput (Kbps) Packets [pps) TCP SYN Pkts TCP SYMACK Pkts TCP RST Pkts Created Conversations | Active Conversations | Closed Conversations | Alarms

731 | 130 2.0 2.0 0.0 2 1 1 0

You can set the refresh interval for the Real-Time Data pane by right-clicking in it.

Refresh Interval | 18

Data Type 2 10 s

60 s

The Top Segments pane

The Top Segments pane displays the top network segments of the application in a pie chart. The
segments as well as their real-time figures are displayed just below the pie chart. The segments are
defined when you configuring the network settings.

Top Segments X

Bytes

W Unknown Segment{26.10 MB) Segment 3(13.13 MB) W Segment 9(366.00 B)
I Segment 8(13.19 MB) , Segment 6{220.33 KB)

You can set the refresh interval for the Top Segments pane by right-clicking in it.

Refresh Interval | 1s
Data Type L 10 s

60 s
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Furthermore, you can display the top segments according to other data type just by right-clicking in
it.

Refresh Interval  »

Data Type * | v Bytes
Plts
TCP Retransmission Plts
Uplink TCP Retransmission Pkts
Downlink TCP Retransmission Phkts
Max. 3-way Handshake Tirme
Min. 3-way Handshake Time
Avg. 3-way Handshake Time
3-way Handshake Max. Client RTT
3-way Handshake Min. Client RTT
3-way Handshake Avg. Client RTT
3-way Handshake Max. Server RTT
3-way Handshake Min. Server RTT
3-way Handshake Avg. Server RTT

The Top Clients pane

The Top Clients pane displays the top clients of the application in a pie chart. The clients as well as
their real-time figures are displayed just below the pie chart.

Top Clients

Bytes

B 10.223.0.65(245 KB) [ 46.250.0.65(2.45KB) [ 4.100.0.65(2.45 KE)
B 197.152.0.65(2.45 KB) [ 51.0.0.65(245KB) [ 248.131.0.65(2.45 KB)
176.77.0.65(2.45 KB) W 233.179.0.65(2.45 KB)
254,254.0.65(2.45 KB) [ 25.175.0.65(2.45 KB)
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You can set the refresh interval for the Top Clients pane by right-clicking in it.

Refresh Interval | 1s
Data Type k 10 s

60 s

Furthermore, you can display the top clients according to other data type just by right-clicking in it.

Refresh Interval — »

Data Type P | v  Bytes
Plts
TCP Retransmission Pkts
Uplink TCP Retransmission Pkts
Downlink TCP Retransmission Plts
Max. 3-way Handshake Time
Min, 3-way Handshake Time
Avg. 3-way Handshake Time
3-way Handshake Mazx. Client RTT
3-way Handshake Min. Client RTT
3-way Handshake Avg. Client RTT
3-way Handshake Max. Server RTT
3-way Handshake Min. Server RTT
3-way Handshake Avg. Server RTT

The Alarms pane

The Alarms pane lists all application alarms triggered in the one second, including trigger time, alarm
category, alarm object, alarm name, alarm severity, and trigger condition.

The following figure shows the Alarms pane on the application monitor window.

Trigger Time | Category | Object ‘ Alarm Mame | Severity | Summary |
07/30/2013 14:41:45 Example Monitored application  Application Alarml /8 Minor  colasoft, Packets: 87 >= 60

07/30/2013 14:41:46 Example  Monitored application  Application Alarm2 /i Major  colasoft, Average response time: 0 == 0
07/30/2013 14:41:47 Example  Monitored application  Application Alarm3 @l Severe  colasoft, Packets: 87 == 80

07/30/2013 14:41:48 Exarmple Monitored application  Application Alarml /% Minor  colasoft, Packets: 84 >= 60
07/30/201314:41:4% Example  Monitored application  Application Alarm2 /iy Major  colasoft, Average response time: 0 == 0
07/30/201314:41:49 Example  Monitored application  Application Alarm3 ‘ Severe  colasoft, Packets: 84 >= 80

07/30/2013 14:41:50 Example  Monitored application  Application Alarml /8 Minor  colasoft, Packets: 73 == 60
07/30/201314:41:50 Example  Monitored application  Application Alarm2 /i Major  colasoft, Average response time: 7 >=0

07/30/2013 14:41:51 Example  Monitored application  Application Alarm2 iy Major  colasoft, Average response time: 0 > =00
07/30/2013 14:41:51 Example  Monitored application  Application Alarm2 /iy Major  colasoft, Average response time: 0 > =00
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The Matrix pane

The Matrix pane shows the communication of the application in peer map.

IP Matrix

Move your mouse over one node, it will display the transmitted packets and bytes as well as
received packets and bytes of the node, and display the peer nodes in highlight.

You can select the refresh interval of the matrix by right-clicking the matrix and then selecting the
appropriate interval.

Refresh Interval Fllw 1c
Top r 10s
60 s

In addition, you can also set the top number for the matrix.

Refresh Interval — »

Top 4 Top 5

' ' Top 10
v  Top2l
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Analyzing Applications

Besides analyzing the whole network link, you can also analyze a specific application independently,
which provides a separate window to display the clients, the servers, the segments, the
conversations, and the alarms of the applications. Furthermore, you can retrospectively analyze an
application to view its history data.

Analyzing the performance of an application

To analyze the performance of an application independently,

1. Select the checkboxes Enable and Performance Analysis on the Analysis Settings tab of the
Link Properties dialog box.

Once an application is monitored, it will display under the network link on the Server Explorer.
Double-click the application under the network link, and then a performance analysis window
appears to show the traffic data of the application.

The performance analysis window looks very like the Link Analysis window and includes a Time
Window as well as six analysis views, like the following figure:

w Q0Q¢ 1 Sec 10 Sec 1 Min 10 Min 1 Hour 1Day ' DataType~
Response Time
-+ Max Response Time -+ Min. Response Time  -= Avg. Response Time Alarms
§000.00 ms
6000.00 ms
|
4000.00 ms | B
2000.00 ms I | ¥ A i .
o T | Y N TN
04/14 02:54:00 09:54:30 09:55:00 09:55:30 09:56:00 09:56:30 09:57.00 09:57:30
Client > EEE Network Segment IP Conversation TCP Conversation Application Alarms Pack stribution
Selected time range:04/14/2016 09:51:31 - 09:51:44 Client[1000/1000] III
e | & 53 [ | @ N2 Search Client v|
Client Client Geo Location Total Bytes = | Total Packets | Uplink Bytes | Downlink Bytes | Uplink Pkts | D *
E 69.49.101.51 Florida, United States Ly REAVIE | 644139 415.38 MB 1247 MB 439873 2||_|
= 208.111.145.139 Arizona, United States . 102.21 MB | 220809 9572 MB 6.50 MB 119380 1
E 207.46.106.111 United States I 23,55 ME | 110580 2077 MB 2,78 MB 65022 4!
E 192.89.0.65 Southern Finland, Finland | 1295KB 28 1.01 KB 11.94 KB 12 1
E 139.66.0.65 Southern Finland, Finland | 1295KB 28 1.01 KB 11.94 KB 12 1
= 165.242.0.65 Hiroshima, Japan | 1295KB 28 1.01 KB 11.94 KB 12 1
E 9.239.0.65 Morth Carolina, United States | 12095 KB 28 101 KB 11.94 KB 12 1
E 248.169.0.65 - | 1295KB 28 1.01 KB 11.94 KB 12 1
E 70.69.0.65 Canada | 1295KB 28 1.01 KB 11.94 KB 12 1
= 106.96.0.65 Seoul-tukovolsi. Korea. Reou... | 1295KB | 28 1.01 KB 1194 KB 12 uT

4| i | 3

The Time Window is just like that in the Link Analysis window.
Trend charts for application performance analysis
The trend charts in the Time Window include:

Traffic: The traffic trend charts for the application, including Total Bytes, Uplink Bytes, Downlink
Bytes, and Alarms.

Packets: The packets trend charts for the application, Total Packets, Uplink Pkts, Downlink Pkts, and
Alarms.
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Response Time: The response time trend charts for the application, including Avg. Response Time,
Max. Response Time, Min. Response Time, and Alarms.

Transactions: The TCP transactions trend charts for the application, including Total TCP Transactions,
TCP Transaction Requests, TCP Transaction Responses, Good TCP Transactions, Normal TCP
Transactions, Bad TCP Transactions, No Response TCP Transactions, and Alarms.

TCP Packets: The TCP packets trend charts for the application, including TCP SYN Pkts, TCP SYNACK
Pkts, TCP RST Pkts, and Alarms.

Times When TCP window size is 0: The times when TCP window size is 0, including Server TCP Zero
Window Count, Client TCP Zero Window Count and Alarms.

Connection Status: Includes Reset Connection Requests, Unresponsive Connection Requests, and
Alarms.

Connection Time: Includes Average Connection Establish Time and Maximum Connection Establish
Time.

TCP Conversations: The TCP conversation trend charts for the application, including Created
Conversations, Closed Conversations, Active Conversations, and Alarms.

Packet Size Distribution: The packet size distribution for the application, including Total Packets
trend chart, and trend charts with packet length in some ranges.

Performance analysis views

When analyzing the performance of a specified application, the program shows an independent
window to present the statistics and analysis data for the application. The independent window is
very like the Link Analysis window and includes a Time Window containing several trend charts and
multiple analysis views.

The Client view

The Client view for application analysis provides the statistics and analysis data of the traffic
according to the IP addresses of the clients of the application.

Viewing client statistics

By default, the Client view displays the traffic of the application according to the IP address of the
client of the application, as well as the geographic location of the client, bytes, packets, sessions, TCP
packets and response time. Right-click the column header and click the appropriate column, then
you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOR

W

When there are a lot of clients on the view, you can click “to display only the top number of

items, which are displayed according to the value of the Bytes column.

Drilling down a client
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You can drill down any objects on the Client view for more detailed information. To drill an object,
right-click the client, then click Drill Down and select the appropriate drilldown object. Next, you will
see that a drilldown window slides out.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Server Metwork Segment 1P Conversation  TCP Conversation  Alarm
Selected time range: 07/30/2013 14:49:47 - 14:50:03 Client[2/2] » TCP Conversation[13/13]
i s | EL3Nwe B2 Search Client - | | i | (% 9 [l Server IP Conv. TCP Conv.|  Search TCP Conversation -
ClientIP Bytes w | Pkts | Active Conversations | Closed Conversations§ Source Port | Dest. Port | Bytes * | Server RTT | Avg. PktSize | Duration | “
= 192.168.5.24 959 |1 23 3876 ao [ ] 10975 KB 01 ms 906 B 00:00:01
= 10216855 | I78KB 8 1 0 7 4127 80 m T642KE | 01 ms 869 B 00:00:01
i 3,004 i 80 | 5133KE  0.2ms 848 B 00:00:01
T 4,242 80 B 4274KB 00 ms 795B 00:00:59
4212 ran ] 3579KB 00 ms 779E 00:00:01
o 3940 g0 [ ] 3271KB 00ms 7788 00:0001 |
5 3802 1 80 [} 2012KB 01ms 764 B 00:00:01
5 3,800 80 1 2287KE 01lms 709 B 00:00:01
5 3878 80 1 1867 KB 03 ms 632B 00:00:01
i 3,888 i 80 | 701KB 01ms 513B 00:00:01
L T a0 | 618KB 01ms 4528 00:0001 | |
3046 ao | 262KB 01 ms 2448 00:00:01
T 3943 80 | 262KB 02ms 243B 000001  ~
4| mn | r | mn | v

To close a drilldown window, just deselect the drilled objects.
Searching the Client view

When there are lots of statistics on this view, you can use the display filter function to view the

Search Client

interested data. Enter the appropriate keyword in the search box Yon the

top-right corner, and then the Client view will only display the items having the keyword.

The Server view

The Server view for application analysis provides the statistics and analysis data of the traffic for the
application according to the IP addresses of the servers of the application.

Viewing server statistics

By default, the Server view displays the traffic of the application according to the IP address of the
server of the application, as well as bytes, packets, sessions, TCP packets and response time. Right-
click the column header and click the appropriate column, then you can view the statistics in the
form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP

W

When there are a lot of servers on the view, you can click " to display only the top number of

items, which are displayed according to the value of the Bytes column.
Drilling down a server

You can drill down a server for more detailed information. To drill a server, right-click the client, then
click Drill Down and select the appropriate drilldown object. Next, you will see that a drilldown
window slides out. You can further right-click an object and click Drill Down to drill down more
information.
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The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Client RAS o8 Metwork Segment P Conversation  TCP Conversation  Alarm

Selected time range: 07/30/2013 14:49:47 - 14:50:03 Server[1/1] » TCP Conversation[14/14]
. | fEL] ﬁ IE Search Server - - ‘ _"!_ | % ﬂ IE Network Segment  Client IP Conv. TCP Conv. :'
Server Geo Location Bytes ¥ | Plts | Active Conversatio... | Closed Conver§ Source Port Dest. Port | Bytes ~ | Server RTT | Avg. Pkt Size | Duration | *
Texas, United States 97 |2 23 4493 80 27,08 KE | 0.1 ms 484 B 00:27:20
3,876 80 | ] 10075KB 01 ms 906 B 00:00:01
4127 80 [ ] 7642KB  01ms 369 B 00:00:01
3,044 a0 1 5139KE 02ms 343 B 00:00:01
a2 a0 1 4274 KE | 00 ms 795 B 00:00:59 | _
54212 g0 1 35.79KB | 0.0 ms 7198 00:00:01 |
3940 80 | 3271KB 00ms TI5B 00:00:01
3,802 80 | 2012KB 0lms 764 B 00:00:01
3,800 80 | 2287KB Dlms 709 B 00:00:01
o 3aTe 80 | 1867TKE 03 ms 682 B 00:00:01
3888 80 | J01KE 0lms 513 B 00:00:01
1 3,886 g0 | 618 KB 0.1 ms 4528 00:00:01
3946 80 | 262KB 01ms 244 B 00:00:01  ~
] | T | 3 K [ . | ¢

To close a drilldown window, just deselect the drilled objects.

Searching the Server view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box

Search Server

right corner, and then the Server view will only display the items having the keyword.

The Network Segment view

“on the top-

The Network Segment view for application analysis provides the statistics and analysis data of the

traffic according to the network segments of the application, which network segments are defined

when setting the network link.

Viewing segment statistics

By default, the Network Segment view displays the traffic of the application according to the

network segment of the application, as well as bytes, packets, sessions, TCP packets and response

time. Right-click the column header and click the appropriate column, then you can view the

statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according

to the column.

TOR

v’

" to display only the top
number of items, which are displayed according to the value of the Bytes column.

When there are a lot of network segments on the view, you can click

Drilling down a segment

You can drill down a network segment for more detailed information. To drill a network segment,
right-click the client, then click Drill Down and select the appropriate drilldown object. Next, you will
see that a drilldown window slides out. You can further right-click an object and click Drill Down to
drill down more information.
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The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Client Server QYEWNIGEINIENY [P Conversation TCP Conversation  Alarm

Selected time range: 07/30/2013 14:49:47 - 14:50:03 MNetwork Segment[1/1] » TCP Conversation[14/14]
v | ELTme =S Search MNetwork Segment | | ) | ) 53 [l Client Server IP Conv. TCP Conv. Z
Mame Plts Uplink Bytes Downlink Bytes Source Port Dest. Port | Bytes w | Server RTT | Avg. Pkt Size | Duration | *
Segment5 967 58.77 KB 731.98 KB 4493 a0 57,08 KB | 0.1 ms 484 B 00:27:20
S 3,876 80 ] 109.75KB  01ms 906 B 00:00:01
4127 ] B 7642KE 0lms 569 B 00:00:01
5 3,004 S 8o 1 5139KB 02ms 848 B 00:00:01
4202 a0 1 4274KE 00 ms 795 B 00:00:59 |
54212 5 8o 1 3579 KB 0.0 ms 7798 00:00:01 |
3940 ] | 3271KE 00ms T8 E 00:00:01
5 3,892 5 8o | 2912KB 01ms 764 B 00:00:01
3,800 80 | 2287KE 0lms 7098 00:00:01
5 3878 ] | 1867 KB 03ms 682 B 00:00:01
S 3,888 80 | JO01KE 01ms 513B 00:00:01
3,886 ] | 618KE 01ms 4528 00:00:01
S 3,046 80 | 262KB 01ms 2448 00:00:01  +
4 m | (3 Kl 1 | v

To close a drilldown window, just deselect the drilled objects.
Searching the Network Segment view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box #=ch Netwerk segment " on the
top-right corner, and then the Network Segment view will only display the items having the keyword.

The IP Conversation view

The IP Conversation view for application analysis provides the statistics and analysis data of the
traffic for the application according to IP conversations of the application.

Viewing IP conversation statistics

The IP Conversation view displays the traffic of the application according to client IP, server IP, bytes,
packets, TCP packets, response time, and three-way handshake time. Right-click the column header
and click the appropriate column, then you can view the statistics in the form of other statistical
fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP

W

When there are a lot of segments on the view, you can click * " to display only the top number of

items, which are displayed according to the value of the Bytes column.
Drilling down an IP conversation

You can drill down an IP conversation for more detailed information. To drill an IP conversation,
right-click the IP conversation, then click Drill Down and select the appropriate drilldown object.
Next, you will see that a drilldown window slides out. You can further right-click an object and click
Drill Down to drill down more information.
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The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back.

To close a drilldown window, just deselect the drilled objects.
Searching the IP Conversation view

When there are lots of statistics on this view, you can use the display filter function to view the

Search IP Conversation

interested data. Enter the appropriate keyword in the search box “on the

top-right corner, and then the IP Conversation view will only display the items having the keyword.

The TCP Conversation view

The TCP Conversation view for application analysis provides the statistics and analysis data of the
traffic for the application according to TCP conversations of the application.

Viewing TCP conversation statistics

The TCP Conversation view displays the traffic of the application according to port number, bytes,
packets, round-trip time, and average packet size. Right-click the column header and click the
appropriate column, then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP

W

When there are a lot of segments on the view, you can click ¥ " to display only the top number of

items, which are displayed according to the value of the Bytes column.
Searching the TCP Conversation view

When there are lots of statistics on this view, you can use the display filter function to view the

Search TCP Conversation

interested data. Enter the appropriate keyword in the search box “lon the

top-right corner, and then the TCP Conversation view will only display the items having the keyword.

The Packet Size Distribution view

The Packet Size Distribution view calculates the packet size distribution for the application, showing
as follows:
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Client Server Metwork Segment IP Conversation TCP Conversation e (S @ctr g bis fil L

Selected time range: 09/11/2014 17:10:02 - 17:10:38 Packet Size Distribution[1/1]
Ve |63 B
Pkt Size Packets %Packets Packet Size Distribution

The Application Alarms view

The Application Alarms view for application analysis provides the logs of all application alarms. All
these application alarms are defined when configuring the link properties.

Viewing alarm logs
The Application Alarms view displays the alarm logs according to alarm types.
The All Alarms tab lists the logs of all triggered application alarms.

The Application Alarm tab lists the logs of all triggered application alarms which are defined taking
monitored applications as the alarm object.

The Client Alarm tab lists the logs of all triggered client alarms which are defined taking clients as
the alarm object.

The Server Alarm tab lists the logs of all server alarms which are defined taking a single server or
servers as the alarm object.

The Segment Alarm tab lists the logs of all triggered segment alarms which are defined taking
network segments as the alarm object.

The IP Conversation Alarm tab lists the logs of all triggered IP conversation alarms which are defined
taking IP conversation as the alarm object.

The TCP Conversation Alarm tab lists the logs of all triggered TCP conversation alarms which are
defined taking TCP conversations as the alarm object.

All alarm logs are listed with trigger time, alarm category, alarm name, severity, and trigger
condition. Furthermore, click the column name on the column header, and you can sort the statistics
according to the column.

T::r’v

When there are a lot of alarm logs on the view, you can click to display only the top number of

items, which are displayed according to trigger time.

Searching the Alarm view
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When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box 2" #pplicstion Alarm *on the
top-right corner, and then it will only display the items having the keyword.
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Analyzing Transactions

To analyze the transactions of an application,

1. Select the checkboxes Enable and Transaction Analysis on the Analysis Settings tab of the
Link Properties dialog box.

Click OK on the Link Properties dialog box. Then the application displays under the node Application
Transaction Analysis of that network link on the Server Explorer.

Under the node Application Transaction Analysis, double-click the application, and then a
transaction analysis window appears to show the transaction data of the application.

The transaction analysis window looks very like the Link Analysis window and includes a Time
Window as well as five views, as the following figure:

@] colasoft - Transaction X

= 00 ¢ 1 Sec 10 Sec 1 Min 10 Min 1 Hour 1Day | DataType-
Transactions

07/30/2013 15:08:25 - 15:08:43 X

07/30/2013 15:09:40- 15:09:41 Transactions : 0 = Requests: 0 - Responses: 0

0

o AN AP
07130 15:07:30 15:08:00 15:08:30 15:09:00 15:09:30 15:10:00 15:10:30 15:11:00

Selected time range: 07/30/2013 15:08:25 - 15:08:43 Client[1/1] |Z|
LAl ) Search Client =

Client P Client Geo Location Request Bytes Response Bytes Request Pkts Response Pkts Avg. Response Time
=1 192.1689.37 Private Address 382 KB 18118 KB 6 130 3329 ms

The Time Window is just like that in the Link Analysis window.
The trend charts in the Time Window include:

Transactions: The trend charts of the transactions which are defined by users based on the
application. Consists of the Transactions trend chart, the Requests trend chart which indicates the
trend chart for transaction requests, the Responses trend chart which indicates the trend chart for
transaction response, and the Alarms trend chart. One transaction may be achieved by multiple TCP
conversations.

Transaction Response Time: The trend charts of transaction processing time. Consists of the Avg.
Response Time trend chart, the Min. Response Time trend chart, the Max. Response Time trend
chart, and the Alarms trend chart.

Transaction Status: The trend charts of transaction status. Consists of the Transactions trend chart,
the Successes trend chart, the Failures trend chart, and the Alarms trend chart.

The Transaction view

The Transaction view provides the transaction statistics for the application, like the following figure:
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Client Server MNeh EELIENE Transaction QEEGETadlLREGT:

Selected time range: 07/30/2013 15:08:25 - 15:08:43 Transaction[3/3]
T (gl Search Transaction -
Transaction Request Bytes Response Bytes | Request Pkts | Response Pkts | Avg. Response Time | Avg. Request Transfer Time
products 122 KB 6702 KB 2 48 3319 ms 1611 ms
purchase 1.30 KB 60.22 KB 2 44 3375 ms 1628 ms
support 1.29 KB 5394 KB 2 38 3293 ms 161.2 ms

AII transactions must be defined on the Analysis Settings tab of the Link Properties dialog
box; or else, there will be no statistics on this view.

Viewing Transaction statistics

The Transaction view displays the transactions over the network in the selected time range
according to transaction name, the name of the application that the transaction belongs to, the
guantity of the transaction, the packets and the bytes for the transaction. Right-click the column
header and click the appropriate column, then you can view the statistics in the form of other
statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOR

W

When there are a lot of transactions on the Transaction view, you can click * " to display only the

top number of items, which are displayed according to the name of the transactions. If you want to
TOP
display all the statistical items on this view, just click ¥ and click Show All Records.

Drilling down a transaction

When you view the transaction, you can drill down it for detailed transaction log information. To drill
a transaction, double-click the transaction, and then you can see that a drilldown window slides out.
You can only drill down a transaction for transaction logs of it.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Transaction[1/1] = CDR Log

To close a drilldown window, just deselect the drilled objects.
Searching the Transaction view

When there are lots of statistics on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box  *=r<h Transaction “on the
top-right corner, and then the Transaction view will only display the items having the keyword.
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The Client view

The Client view for transaction analysis provides the statistics and analysis data of the traffic for the
transactions of analyzed application according to the IP addresses of the clients of the application.

Viewing client statistics

By default, the Client view displays the traffic of the application according to the IP address of the
client of the application, as well as the geographic location of the client, bytes, packets, sessions, TCP
packets and response time. Right-click the column header and click the appropriate column, then
you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP.

T to display only the

top number of items, which are displayed according to the name of the transactions. If you want to

When there are a lot of transactions on the Transaction view, you can click

TOR
display all the statistical items on this view, just click ¥ and click Show All Records.

Drilling down a client

You can drill down a client for more detailed information. To drill a client, right-click the client, then
click Drill Down and select the appropriate drilldown object. Next, you will see that a drilldown
window slides out. You can further right-click an object and click Drill Down to drill down more
information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Server Metwork Segment Transaction Transaction Log

Selected time range: 07/30/2013 15:08:25 - 15:08:43 Client[1/1] » Transaction[3/3] IZI
W | e ﬁ @ Search Client - - @ Server Transaction Transaction Log Search Transaction -
Client IP Client Geo Location | Request Bytes | Response Bytes Reque Transaction | Request Pkts | Response Pkts | Avg. Response Time | Avg. Response..
E 192.168.9.37 Private Address 382 KB 18118 KB 3] products 2 48 33189 ms 14917 ms
purchase 2 44 3375 ms 10744 ms
support 2 38 3293 ms 13981 ms

| i | 3

To close a drilldown window, just deselect the drilled objects.

Searching the Client view

When there are lots of statistics on this view, you can use the display filter function to view the

Search Client

interested data. Enter the appropriate keyword in the search box Tlon the

top-right corner, and then the Client view will only display the items having the keyword.

The Server view

The Server view for transaction analysis provides the statistics and analysis data of the traffic for the
transactions of analyzed application according to the IP addresses of the servers of the application.
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Viewing server statistics

By default, the Server view displays the traffic of the application according to the IP address of the
server of the application, as well as bytes, packets, sessions, TCP packets and response time. Right-
click the column header and click the appropriate column, then you can view the statistics in the
form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP.

¥ to display only the

top number of items, which are displayed according to the name of the transactions. If you want to

When there are a lot of transactions on the Transaction view, you can click

TOP
display all the statistical items on this view, just click ¥ and click Show All Records.

Drilling down a server

You can drill down a server for more detailed information. To drill a server, right-click the client, then
click Drill Down and select the appropriate drilldown object. Next, you will see that a drilldown
window slides out. You can further right-click an object and click Drill Down to drill down more
information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Client BRIy Vo8 Metwork Segment  Transaction Transaction Log

Selected time range: 07,/30/2013 15:08:25 - 15:08:43
iadk 121

Server Geo Location

Server[1/1] p Transaction[3/3] III

Search Server - Search Transaction -

g @ Client Transaction Transaction Log

Bytes Request Bytes
| 185.00KB | 382 KB

Response Bytes
18118 KB

Request Pk
6

Transaction | Request Pkts | Response Pkts | Avg. Response Time | Avg. Response..
2 48 3318 ms 14917 ms
2 44 3375ms 10744 ms
2 38 3293 ms 13981 ms

Texas, United States products
purchase

support

T

To close a drilldown window, just deselect the drilled objects.
Searching the Server view

When there are lots of statistics on this view, you can use the display filter function to view the

Search Server

interested data. Enter the appropriate keyword in the search box Ton the

top-right corner, and then the Server view will only display the items having the keyword.

The Network Segment view

The Network Segment view for transaction analysis provides the statistics and analysis data of the
traffic for the transactions of analyzed application according to the network segments of the
application, which network segments are defined when setting the network link.

Viewing segment statistics
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By default, the Network Segment view displays the traffic of the application according to the
network segment of the application, as well as bytes, packets, sessions, TCP packets and response
time. Right-click the column header and click the appropriate column, then you can view the
statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

TOP.

¥ to display only the

top number of items, which are displayed according to the name of the transactions. If you want to

When there are a lot of transactions on the Transaction view, you can click

TOP
display all the statistical items on this view, just click ¥ and click Show All Records.

Drilling down a segment

You can drill down a network segment for more detailed information. To drill a network segment,
right-click the client, then click Drill Down and select the appropriate drilldown object. Next, you will
see that a drilldown window slides out. You can further right-click an object and click Drill Down to
drill down more information.

The drilldown window always slides out from right to left. If you want to return back the primary
view or other drilldown window, you can click the name of it on the right-top of the analysis view to
go back, like the figure below:

Client Server IUEALIGSEAL T8 Transaction Transaction Log

Selected time range: 07/30/2013 15:08:25 - 15:08:43
P | b & 18
Mame

Segmentd

Metwork Segment[1/1] b Transaction[3/3] IEI

TOR,

= | .
Re
13(

Search Network Segment - @ Client Server Transaction Transaction Log  Search Transaction -

Pkts
136

Request Bytes
382 KB

Response Bytes
181.18 KB

Request Pkts
6

Transaction | Request Pkts | Response Pkts | Avg. Response Time | Avg. Response..
2 48 3318 ms 14917 ms
2 44 3375ms 10744 ms
2 38 3293 ms 13981 ms

products
purchase
support

T

To close a drilldown window, just deselect the drilled objects.
Searching the Network Segment view

When there are lots of statistics on this view, you can use the display filter function to view the

Search Network Segment

interested data. Enter the appropriate keyword in the search box “on the

top-right corner, and then the Network Segment view will only display the items having the keyword.

The Transaction Log view

The Transaction Log view provides the logs of all transactions, with one transaction having one log,
like the following figure:
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Client Server MNetwork Segment Transaction REEi=TadbL YN

Selected time range: 07/30/2013 15:33:00 - 15:33:03

. g

Transaction Log[1/1]

Search Transaction Log

Server Geo Location

Texas, United States

Server Port

a0

Transaction

support

Client IP
=1 192168.9.37

Client Port
1,280

Request At
07/30/2013 15:32:54.950532

Response At
07/30/2013 15:32:55.183805

Response Time

2333 ms

1

n

Req
631,

3

AII transactions must be defined on the Analysis Settings tab of the Link Properties dialog
box; or else, there will be no statistics on this view.

Viewing transaction logs

The Transaction Log view displays the logs of all transactions over the network in the selected time
range according to transaction name, the application that the transaction belongs to, the IP address
of the host that initiates the transaction, the IP address of the host that responds the transaction,
the packets and the bytes for the transaction. Right-click the column header and click the
appropriate column, then you can view the statistics in the form of other statistical fields.

Furthermore, click the column name on the column header, and you can sort the statistics according
to the column.

T1::|',.T
When there are a lot of transactions on the Transaction view, you can click to display only the

top number of items, which are displayed according to the name of the transactions. If you want to
TOP
display all the statistical items on this view, just click ¥ and click Show All Records.

Searching the Transaction Log view

When there are lots of statistics on this view, you can use the display filter function to view the
interested data. Enter the appropriate keyword in the search box =" PR ke
right corner, and then the Alarm view will only display the items having the keyword.

“on the top-

Analyzing transaction content

On the Transaction Log view, select one or more transaction logs, right-click and then click
Transaction Analysis, a Transaction Content Analysis window shows up to display the details of the
transaction:
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length

[ £y support 192.168.9.37 <->108.168.215.106 Transaction Content Analysis EM‘
Client Server
IP address 192.168.9.37 IP address 108.168.215.106 -
Port 1289 Port 50 U
Request at 07,/30,/2013 15:32:54.950532 Response at 07,/30/2013 15:32:55.183805
Request content  [631.00 B Response content [33.98 KB

length

Request content

GET /support/ HTTP/11..Host:

www,colaseft.com. Connection: keep-alive.Accept:
text/html application/xhtml+xml application/sml:g=0.39,
*/*q=0.8..User- Agent: Mozilla/5.0 (Windows NT 6.1;
WOWG4) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/28.0.1500.72 Safari/537.36..Referer:
http://www.colaseft.com/support/.Accept-Encoding:
gzip, deflate sdch. Accept-Language:
zh-CM,zh;q=08,en-USq=05,en:g=04..Cookie:
InternalAccess=capsa2007;
__utma=253999386.423075036.1373426940 1375087173 1
375168103.8; _utmb=253999386.35.10.1375168103;

_ utmc=253999386;

__utmz=253999386.1373426940.1.1 .utrmcsr=(direct) jutm
cen=(direct)|utrmcmd=(none)....

Response content

HTTP/1.1 200 OK..Date: Tue, 30 Jul 2013 07:32:57
GMT..Server: Apache/2.2.23 (Unix) mod_sslf2.2.:
Open55L/0.9.8e-fips-rhel5
mod_auth_passthreugh/2.1 mod_bwlimited/1.4
FrentPage/5.0.2.2635 PHP/5.217..X-Powered-By
PHP/5.2.17. Keep-Alive: timeout=5,
max=100..Cennection:

Keep-Alive. Transfer-Encoding:
chunked..Content-Type:
text/html....5328..<!DOCTYPE html PUBLIC
"-fMW3C//DTD XHTML 1.0 Transitional//EN"
"hittp: /w3 .org/ TR xhtrnll /DTD xhtrnll -tr:
onal.dtd">..<html
kmins="http://www.w3.org/1999/xhtml"> . < hei
<meta http-equiv="Content-Type"
content="text/html; charset=utf-8"

/> «title> Customer Suppert Center -
Colasoft«</title» ..<meta name="keywords"
content="Celaseft Support, Download FAQ, Ser
FAQ, Purchase FAQ" /»..<meta name="descripl

content="Celaseft support team is always ready _

R | -

W

4

The Transaction Content Analysis window displays the IP addresses and port numbers of the client
and the server, the request and response time, the length of the request content and the response

content, and the details of the request content and the response content.

When there are multiple transaction logs to be analyzed, you can click - or . to

conveniently view related transaction content.

The Transaction Alarms view

The Transaction Alarms view for transaction analysis provides the logs of all transaction alarms. All

these transaction alarms are defined when configuring the link properties.

Viewing alarm logs

The Alarm view displays the alarm logs according to alarm types.

The All Transaction Alarms tab lists the logs of all triggered transaction alarms.

The Transaction Log Alarm tab lists the logs of all triggered transaction log alarms which are defined

taking transaction log as the alarm object.

The Transaction Statistics Alarm tab lists the logs of all triggered transaction statistics alarms which

are defined taking transaction statistics as the alarm object.

All alarm logs are listed with statistic time, trigger time, alarm category, alarm name, severity, trigger
condition and so on. Furthermore, click the column name on the column header, and you can sort

the alarm logs according to the column.
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TOR

T to display only

the top number of items, which are displayed according to trigger time. If you want to display all the
TOR
statistical items on this view, just click v and click Show All Records.

When there are a lot of alarm logs on the Transaction Alarms view, you can click

Searching the Transaction Alarms view

When there are lots of alarm logs on this view, you can use the display filter function to view the

interested data. Enter the appropriate keyword in the search box Search All Transaction Alarms [

on the top-right corner, and then the Transaction Alarms view will only display the items having the
keyword.

Common Information Query

This section describes how to query common information, including server information, network link
configuration, user information, interface configuration, port configuration, alarm notification
parameters, and audit logs.

Query server information

Server information includes product name, server version, server model, and authorization
information. Authorization information includes active status, software & service time limit, and
authorized users, service analysis of the maximum storage space, flow rate, the maximum number of
network interface, the console of the maximum number of network link, the number of connections,
the maximum number of transaction analysis, console, console much analysis free activation, VolP
monitoring.

The steps to query server information:
1. Log in to the Web configuration page of the server as an administrator.
2. In the navigation tree, choose Server Information. The Server Information page is displayed.

3. Query server information, as shown in the following figure:
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Product Information

Name:

Wersion:

Model:

License Information

Activation Status:

Serial Mumber:

Software Period:

Maintenance Period:

Licensed to:

Storage Capacity:

Maximum Analysis Throughput:

Maximum Capture Interfaces:

Maximum Mehwork Links:

Concurrent Connecfions to Server:

Maximum Analyzed Transactions:

Consocle, Mulfi-Segment Analysis:

Console, Free-activate:

WolP Monitoring:

Colasoft nChronos Server

Standard Evaluation

Activated

Reactivate

Limited

12/116/2021 06:00:00 - 02/03/2023 05:39:59

32768GE

3000Mbps

40

Enabled

Enabled

Enabled

Query server running status

The server running status includes the start time, running time, CPU usage, memory, available

memory, memory usage, disk capacity configuration, remaining disk capacity, and disk capacity

usage percentage.

To query the running status of a server, perform the following steps:
1. Log in to the Web configuration page of the server as an administrator.
2. In the navigation tree, choose Server Status. The Server Status page is displayed.

3. Query the running status of the server, as shown in the following figure:
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Server Status
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Query link status

The network link information includes the link name, link type, number of interfaces, and link status.
You can query the network link information on the console or server.

To query network link information on the console, perform the following steps:

1. Connect to the server through the console.
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2. Select the network link that you want to view and view the network link information in the server
Manager window, as shown in the following figure:

Link Name: demo?Z
Link Type: Switch (bidirectional mirroring)
Link Status: Running

Capture Filters: Accept: 0, Reject. 0
Storage Filters: Accept: 0, Reject 0
Custom Apps: 61
Alarms: 81

Properties

To query network link information on the server, perform the following steps:

1. Log in to the Web configuration page of the server as an administrator.

2. In the navigation tree, choose Link Configuration. The Link Configuration page is displayed.
3. Query network link information, as shown in the following figure:

Link Configuration

Network Link ID Name Type Capture Interface Count bps Status Operation
8 demo Switch (bidirectional traffic mirroring) 1 0.000 bps Stopped Run Edit Delete
16 Replay Replay Packets 0 0.000 bps Stopped Run Edit Delete

17 demo2 Switch (bidirectional traffic miroring) 1 0.000 bps Running Stop Edit Delete

Query network link configuration information

Network link configuration information includes filters, custom applications, alerts, inbound and
outbound traffic statistics, and inbound and outbound utilization statistics.

To query network link configuration information, perform the following steps:
1. Connect to the server through the console.

2. Select the network link that you want to view and view the configuration of the network link in
the browser window, as shown in the following figure:
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() Link Properties of demo %
2
Capture Filters Capture Filters
Storage Filters
Packet Truncating B ||| (X | <R
Name Tables
Network Segments Name [JAccept | (JReject &
Sublink Configuration HTTP O O
Application O O
References DNS M 0
Field De_ﬁnition _ e 0O 0
Transa_[‘[lon S_ertlngs ARPRA. 1 O 0
Analysis Settings —
Application Groups Sl = =
?DD'ica;EFDH ::arms cIFs S g No filter, accept all packets.
ransaction Alarms
voIP P g =]
RTP Analysis O O
VolP Alarms POP3 O O
Link Alarm PPPoE O ]
Traffic Alarms SMB O O
[ Email Alarms SMTP O O ; :
D_omain Alarms 0O 0
Slgnafcure Alarms uoP 0O 0O . _
Baseline Alarms o R e e e e e !
< e > DDiscard duplicated packets Advanced Simple T\m_e interval between |5 ms
Cancel Apply

Query user information

The user information includes the user name, user type, user status, creation time, remarks, and
operations that the current user can perform.

To query user information, perform the following steps:
1. Log in to the Web configuration page of the server as an administrator.
2. In the navigation tree, choose User Management. The User Management page is displayed.

3. Query user information, as shown in the following figure:
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User Management

Authentication

No. Username Type Type Status Date Created Date Logged Notes Operation

Local Online (Console, Edit Delete
1 admin@local Administrator 07/02/2021 02:11:16 05/17/2022 06:05:03 Administrator

Authentication  Browser) Kick Out

Local Edit Delete
2 Administrator Offiine 03/03/2022 01:57:40 -

Authentication Kick Out

uPM Check Delete
3 Administrator(UPM) Offline 05/17/2022 03:27.08 -

Authentication Kick Out

UPM Check Delete
4 Administrator(UPM) Offline 11/28/2019 10:31:15 -

Authentication Kick Out

UPM Check Delete
5 Administrator(UPM) Offline 05/18/2020 09:13:24 -

Authentication Kick Out

UPM Check Delete
6 User(UPM) Offiine 06/01/2020 16°44:42 -

Authentication Kick Out

UPM Check Delete
7 Administrator(UPM) . Offiine 12/31/2020 17-46:21 =

Authentication Kick Out

UPM Check Delete
8 Administrator(UPM) . Offline 07/02/2021 11:35:39 -

Authentication Kick Out

Query interface information

The interface information includes the interface name, interface status, connection speed, and
interface type. If the interface type is Config Interface, you can query the name, IP address, mask,
gateway address, and DNS server address of the config interface.

To query configuration interface information, perform the following steps:
1. Log in to the Web configuration page of the server as an administrator.
2. In the navigation tree, choose Interface Settings. The Interface Settings page is displayed.

3. Query information about the interface, as shown in the following figure:

Interface Settings

Interface Speed Transmission

[[=] PCI Name bps (Mbps) Type Medium Identify IP Layer Remarks Operation
0 0000:01:00.0  enp1s0f0(0.0.0.0) 0.000bps | 1000 Capture interfe ~ Ethemet v First Layer v Edit
1 0000:03:00.0 | eno1(192.168.120.65) :jz:s? 1000 Managementi Edit
2 0000:01:001  enp1s0f1(0.0.0.0) 0.000bps | 1000 Capture interfz ~ Ethemet v FirstLayer  + Edit
3 0000:02:000  enp2s0f0(0.0.0.0) 0.000bps | Unknown Capure interfe v Ethemet v FistLayer v Edit
4 0000:02:00.1 enp2s0f1(0.0.0.0) 0.000 bps Unknown Undefined v

5 0000:03:00.1 €n02(0.0.0.0) 0.000 bps Unknown Undefined ~

6 0000:01:00.2 enp1s0f2(0.0.0.0) 0.000 bps Unknown Undefined ~

7 0000:01:00.3 | enpls0f3(0.0.0.0) 0.000 bps Unknown Undefined v
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4. If the interface type is Config Interface, click Edit to set the IP address of the management
interface, as shown in the following figure:

Interface Configuration / Edit Interface

eno1 (192.168.120.65)

P4

|P address: 192.168.120.65
|P mask: 255.255.255.0
Galeway address. | 192.168.120.1

DNS server: 14.114.114.114

()IPvé

IP address:
Prefix length:
Gateway address:

DNS server

OK Cancel

Query storage configuration information

The storage configuration information includes retrospective analysis of the total storage space of
the system, as well as the percentage of storage space occupied by statistics, packets, alert logs, and
transaction logs.

To query storage Settings, perform the following steps:
1. Log in to the Web configuration page of the server as an administrator.
2. In the navigation tree, choose Storage Settings, the page is displayed.

3. Query storage configuration information, as shown in the following figure:
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Storage Settings

Disk Space
Disk Partition Device Set Total Space Available Space Storage Space Used Storage Space Configured Export Data Space
fdevimapper/centos-
default data 806GB 779GB 317GB 770GB 0GB [£1-]
ONew disk partition
Analysis Space
Storage Area Storage Type Disk Partition Statistics Space Packet Space Transaction Logs Space Alarm Logs Space
Default storage area Normal default 11GB 200GB 10GB 10GB [e1-]
Replay storage area Replay Storage default 100GB 10GB 10GB 10GB ]

ONew Storage Area

Query SMTP settings

The SMTP server is a mail sending server that complies with the SMTP protocol and is used to send
or forward emails. Only when the SMTP server is correctly configured, the system can send alarms
and reports to the email addresses of the specified recipients.

To query SMTP

1. Login to the

Settings, perform the following steps:

Web configuration page of the server as an administrator.

2. In the navigation tree, choose SMTP Settings. The SMTP Settings page is displayed.

3. Query the SMTP server parameter Settings, as shown in the following figure:

SMTP Settings

User Information

User Name:

Email Address:

Server Information

Email Server:

S5L Encryption:

Legin Information

User Name:

Password:

12065

colasoft. com|

v | Port Number: 465

i
4]
4]

rrtrarerrarearen
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Query Alarm Sending Configuration Information

Alarm sending Settings include alarm recipient Settings and SYSLOG parameter Settings. When an
alarm occurs in the system, the system automatically sends the alarm information to the specified
mailbox by email and to the SYSLOG server by log.

To query alarm sending Settings, perform the following steps:
1. Log in to the Web configuration page of the server as an administrator.
2. In the navigation tree, choose Alarm Notification. The Alarm Notification page is displayed.

3. Query the settings of alarm sending parameters, as shown below:

Alarm Notification

[T Email Motification

Email Subject:

Recipient Address: ‘You can enter mulfiple recipient addresses with one entry per line.

Motification Interval: 1 Range: 1-999 (minutes

Syslog Nofification

Syslog Server Address: 95 153 120.66:514

Encode: UTF-8 w
@ Send every second

() Send every: 1 Range: 1-999 (minutes

Query report sending notification

Report sending Settings include report template Settings and report recipient address Settings.
To query report sending Settings, perform the following steps:

1. Log in to the Web configuration page of the server as an administrator.
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2. In the navigation tree, choose Report Notification. The Report Notification page is displayed.
3. Query the Settings of report sending parameters, as shown in the following figure:

Report Notification

Report Template

Company name:

Author:

Company logo:

Colasoft

Administrator

Colasoft s Colasoft’

Test_Global report

Author: Administrator
Create tima: 09/23/2013 15:05:07

Starttime:  09/23/2013 14:.00
End time 09/23/2013 15:00
Report object: Global

Preview

Bandwidth: 1,000Mbps

Trend Chart

Change EI

Prefix Test_

Show create time

Report format PDF "

Report recipient

E-mail address

Test

Query audit log information

Audit log information includes the log type, log time, user, and event. Audit logs help you query the
operations performed by users in the retrospective analysis system.

To query audit logs, perform the following steps:
1. Log in to the Web configuration page of the server as an administrator or auditor.
2. In the navigation tree, choose Audit Logs. The Audit Logs page is displayed.

3. You can filter and download logs by log type or time range, as shown in the following figure:
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Audit Log
Type | Al ¥ Time - Content Query
Download
No. Type Time User Initiator IP Event
5371 | [@ 051772022 05:42:35 admin@local  192.165.16.23 Logged in from browser(192.168.16.23).
. . The user automatically logged cut of the system from browser
53730 [ 05F17/2022 03:31:43 admin@local 192 168.16.23 T
192.168.16.23 due to inactivity.
53729 | @ 05/17/2022 05:08:37 admin@local  192.165.16.23 Logged in from browser(192.168.16.23).
. i The user automalically legged out of the system from browser
53728 | [l 05A17/2022 05:05:35 admin@local  192.165.16.163 T
192.168.16.163 due to inactivity
. i The user automatically logged cut of the system from browser
53727 | @ 05M7/2022 07:23:02 admin@local 192.168.16.23 X .
192.168.16.23 due to inactivity.
. Colasoft o
53726 | @l 051772022 07:04:58 UPM 19216812066 Enabled server account 'yexiaolin'.
. Colasoft X o
53725 | [&l 05M17/2022 07:04:58 5 192.165.12066 Modified the name of the server account " fo 'yexiaolin'.
. Colasoft
53724 | |Gl 0572022 07-:04:58 B 192.166.120.66 Modified the type of server account "yexiaolin® to “Administrator
. Colasoft § - -
53723 | | 05M7/2022 07:04:58 T 192 16812066  Moedified the authentication mathod of server account "yexiaolin' to "UPM'.
. Colasoft
53722 | [l 051772022 07:04:58 UPM 19216812066 Enabled server account 'test234".
. Colasoft
EETE I | 05M17/2022 07:04:58 UPM 182.165.12066 Modified the name of the server account " fo 'test234".
) Colasoft .
93720 | Al 0272022 07:04:55 UPM 19216812066  Modified the type of server account test234' to 'User'.
) Colasoft . _—
53719 | [&l 051772022 07:04:58 T 192.1656.12066 Modified the authentication method of server account 'test234" fo "UPM'

Query Information about multiple Processes

Customer can run the appClient command to perform multi-process operations.

Enter the appclient -h to view the help information of the command, as shown in the following
figure:
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Appclient start/stop/restart

Command description: start, stop, or restart a process

appclient start/stop/restart all

Command description: start, stop, and restart all processes except the appinitd process
Appclient start/stop/restart

Command description: start, stop, or restart all processes in a process group
appclient setuser xxx

Command description: Specify the user to run other processes except csrassd and conf. The XXX command must be
created in advance. This command is not used in general cases

appclient info

Command description: View the process status
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